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1 show ip ospf neighbor @ show ip ospf interface

@ show ipv6 ospf neighbor @ show ip route ospf
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@ & 72t =& Al 2lIIE/0ICIH 2HEE MEE &=
QU 23 oflatnt X OllaH/EHl 4= HMetES Dedol o
StCt.
51t : FEESIHE

o

0 & a8 UFW)INIA ZEE 5 86t)| <
NHIA DHEO0l X @2 A=27

@® ufw allow 22 / SSH
@ ufw allow 123 / NTP

B0

® ufw allow 25 / SMTP
@ ufw allow 143 / POP3

Ct& = Windows Server 20220l A MSot= ZAF OIBIE
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Windows Server 20222FH DNS ECH0IHE=Z ()
=/ AT (&S METHE DNS At
HTTPS(XZEE 443) 2B “fdns-query” HEZQIE
Z HMYEL|MH, "Add-DnsClientDohServerdddress” 2
de=2 gEEi) Ol Bz #ss Aol M3
AEIANE GEH B,

® DoH(DNS over HTTPS)

@ DoT(DNS over TLS)

@ TLS(Transport Layer Security)
@ VPN(Virtual Private Network)

S l==3
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Linux A B port open Oteiet &0| &olst 2, M
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EEEEEEE
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Foreign sddress

EXC L
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@ stat /proc/18335/exe
® search 18335

@ whereis TCPAgent
@ find / -name 18335
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StH/Eet 1§22 SSH 38 IPE SH0IECIAEZ

[0 0z

PermitRootLogin=yes &8 2 &2 root 219! Xt
SHIl 1S At ¥ PasswordAuthentication no &3
Fail2Bandt 22 TF7E AIE0IH 2XE g 323 &
Xl

® o

HIERI22IAI Kim AF&E Windows Server 20220 M &2

o 832 B =0ICt O8 & Windows Serverl| 20t
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@ HE ¥=3 ZMs 4F6t0 R 21002 AIEE HEtHs
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@ 2ZAF BME 243515610 £ OIHEE JISstn 2LIH
EX=I{US

® 22 2ot UM L3t REs MLGH0 Ecfis
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@ 25 FMs £F5H 25 SELHE 7P

O ZMHOHWO| SAESE WLt 2Est OHE=E
M&Z HESE 2ol IDEA HU2IES 012615

AER 2IES HEF BAF MZH S RSA 21
2l&& OISt

@ PGP(Pretty Good Privacy)
@ PPP(Point to Point Protocol)
® AH(Authentication Header)
@ IKE(Internet Key Exchange)

UWERAIE Zelct= Kim2 & 2IA0lA DNS _—?—%' =4
HEOl o2 LA OIE elgh JHelde =

Kim2l EI/\HHIA-IE
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H
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Ct.

® Hosts I+ 9 Mol
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bAIAE

@ Firewall
@ ESM
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(1 DMZ (Demilitarized Zone)

@ ZTNA (Zero Trust Network Access)

@ SASE (Secure Access Service Edge)

55. HIEY 3 Y& X Kim AFR 2 Linux MHOIA SSH(Secure .
Shel)2 S8t 2121 M2 HoiS 2315121 80t OIS = @ VLAN (Virtual LAN)
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