HEXIZE|AH 15

© 20254 10 262 E7| 7|&=2HM O

HX2ME CBT : www.chtestpro.kr

| 12t : TCP/IP |
IPoll 2E== & XM2l&, 8€ XY, d2Ad, 28&9 S
£ Xg8ol F= AN27?

Errun _,L g | Typa of Sarsicn (T05) | Tofinll Length

T 2l Fragmemonm

T x| T —y

Blaader Chackosm

Souror Addnas

Duptirarion ASdress

T T T T
1P O | wariabie engif, Gpa0Rsl, nol Comee) !

@ IHL(IP Header Length)
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@ 231.159.61.29
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28 M T MHlA(On-demand Self-service)

g 3 AN A(Broad Network Access)
A (Rapid Elasticity and Scalability)
E(Multi-Agent)
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| 3= : NOS
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@ nslookup
® route

@ ping
@ traceroute

SOA 2IZ=0IA 2K WK AHIE 1X WIZAH &E=5610d
Zonel| HE OFE SAME =I|0l HE=H=E NF €3

227
@ Serial
@ Retry

@ Refresh
@ Expire

LinuxOll A kil HZE0IE AMEold il ZTZ2HMAE SHold
1 5t=0, ESS6tDX ol ZZAMAS BHS(PID)E BE
2 MNEdle EHUH=?

O ps
® help

@ man

@ Is
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@ Quick 2=

@ Thorough 2&

@ Promiscuous 2=
® Standard 2

LinuxOl A “/tmp/test.txt” L 2| inode 22 &QIE %= QU
= HYO2 82 A2?

@ inode /tmp/test.txt @ stat /tmp/test.txt
@ Is I /tmp/test.txt @ vi /tmp/test.txt
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ol AIAEIE =S=SotDA 8Lt OIS HHE N = CI2 oLt
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35.

36.

37.

38.
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@ poweroff —p @ halt -p

® shutdown —c @ init 0
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— [dl2EH= 20 2E= 20/|] 2 =eld.

@ [AMOIE E] — [2F ZHY] —» [DIs &3 ©g-]
— [2I0 A2l 2XLE] s SESHH

® [AIOIE B] — [HTTP ¥ dId]0AM dIE =ItotN
AZzE IAI|IE sellh.

@ [AMOIE E] — [Z=]0AN S&E =S ME0IH g2
c HMe2 3 sttt

< 3 172.20,30, 480
{ D) Awwwgsamplel

{ © ) vy example, com

® @ DocumentRoot - © VirtualHost — © ServerName
@ @ ServerName — © VirtualHost = © DocumentRoot
® O VirtualHost — © DocumentRoot — © ServerName
@ @ VirtualHost = © ServerName - © DocumentRoot
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@ M €& (CNAME) @ M MX(HY watdl)

@ DNSSEC O M SAE(A L= AAAA)

A 22X Kim i2l= Windows Server® CMD ¥30 2
DNS c2lAA dI2E HAIE =DIsoledn &t O8 & &
U2 HFAHE?

(@ dnscmd /ageallrecords @ dnscmd /zonedelete

® dnscmd /clearcache @ dnscmd /recorddelete

A 22X Park &S Linux AIAEIS] umask BtE 022
2 &AFI}D, MEE =0l umask 2t0] =IISL X &£

= O AN T o
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41,

42.

43.

44,

SXNEEE ot . Linux AI2E Ll 2 AISXH0 2
T2 ZXGH0F ol IIYE N2A2.

@ /etc/inittab ® /etc/profile

@ /etc/crontab @ /etc/fstab

Linux A ZelXtel Han &2 dIHAl iptablesE ALEdl
mal ZeHY Ysi8EsE 29 SO0IC. iptables 732 &3
Oet0IE Q! HBME(Command)dl st 8o =2 28X Y2

A2?

@ iptables -A : {32! Z2EHE RS £Y5ts O ALZst
Ct.

@ iptables -D : 2! ZHE RS AtHc=s O AMS&
Ct.

@ iptables -L : 3! 2EHE R#AS HAIGH=E O ALS8t
Ct.

@ iptables —-F : TH2! ZHE RES AHMSt= O AISE
Ct.

A2l X Choi AFRI2 & AlAE(glibc 2.4 0|5+ S)0ll
M, 02!l i< Al DNSE HX, 0IF ‘/etc/hosts'E AIE
otc-E &35t StCh SHIE I 8327

@ “/etc/bind.conf’, “order dns, hosts’

@® ‘/etc/host.conf’, “order bind, hosts’

@ “/etc/dns.conf’, “order dns, hosts’

@ “/etc/zone.conf’, “order bind, hosts’

AH 22l X Park AF2 2 Windows Server 2022 Al AE 9|
ClAZ A0l TS S S Mstole FEE &35t &
Ck. NTFS RE 2 FSRM B0l CHE A2?
O NTFS HABE 20 oAz 2%

@ FSRM AEE= ooz 8
® NTFS FABHE AMENE (AKX

@ FSRM FEi=
Ct.
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Kb 2EX Park AHR2 CH2E 2EOZ OF E3 WAl

Ol 28t BEE HAIGID XA ‘gpresult” BHE AMEotL X

StCH O] ¥E2 ZSC0IME AFEEU AHU EEED, &=

B8 Mg 258 [ Sol REol0H, SE F=0| HES

X %2 0IRE Lot & =S g=26iCh Os8 5 -

gpresult” ¥82 &0 Uist &=z SHIEX &2 A

27

O /s : KAMlst = HEE HAISH

@ Ju: HHYS Aldist AIEX HEAES XIHEHT

@ /p: MBS AKX HEAEW HE 2SE NHEC

@ /scope : AIEX L= ZEH &30 EAE 202X X
& BHCY.

Windows Server 20220l A PowerShell OIEd IISE & Xl

g M ALFSE HEHZ SHIE H2?

@ Install-WindowsFeature —Name Web—-Server
—IncludeManagementTools

@ Install-WindowsFeature
IIS-Server—IncludeManagementTools

® Install-WindowsFeature
Internet—Server—IncludeManagementTools

@ Install-WindowsFeature
www-Server—IncludeManagementTools

45.

46.

47,

48.

49.

50.

K 2telA Lee AFRI2 Linux2 Windows 2RI Al 240l

NZE 2R061J1 At &HH(Samba) AHIAE A28t X

StCH OIS = &fHI2 2@ist 8Hoz gX AR AH2?

D AtHte] M2 2@ &3 WY ‘/etc/samba/smb.conf’
0l Ct.

@ LinuxOllAl Windows AIHZ X =&
02 A= &L

® Linux0ll Z28= CIEEHCIZE OIREE
ANE AEEHCH

@ 2HHE MHOIA 22t0IMEQ] HZ AR
0= “smbstatus” OICF.

O “smbclient” ¥&

M ‘mount.nfs” A

ol

[l

t

rr

23

i
o
ol

410t=

ctRE DZ2EZL FZ HEg ol U E=(metric) 3t2
MNE0dIH, 0] S 2tRE HIOIZS B2 MW NEECLCH
CtS = MHEZQS R0 ig=X 2= A2?

@ W= (Bandwidth) @ ZE #HS(Port number)

@ XA (Delay) @ ZAE(Cost)

WERI 2871 |

VLAN(Virtual LAN)OIl CHE 2O 2 2K %S H2?

@ VLANEZ &tLt 0l&te] 22l LANOI =8 HU(SAE)S
S 5lLIo BREPAE THoICE NEFEH.

@ VLANS 22/F 3|40] Ot ATEYNH &R0
2lMoz RAEIC.

@ SHLE9 VLAN 24 dAaldle 3F(ZE I &
grAl0] QUCH.

O ZE DB VLANS HSHES(L4)
VLANZS T4 BHCH.

J

Dual—stack(IPv4/IPv6) LIE A0 A OSPF 0|2 NMEHE X
Zotdd ] StC IPv6 239 0|2 AHE 2E &0ldl=

27

1 show ip ospf neighbor @ show ip ospf interface

@® show ipv6 ospf neighbor @ show ip route ospf

CtE & Auto MDI-XE XI&0otAl EAHL HIg4d3EE
10/100Mbps ZHHI7l2l ¥ HZE M, I=2A JH0I=S0 E
2Ft X227

@ A2XI(10/100, Auto MDI-X OIXI&) < A=2[XI(10/100,
Auto MDI-X DIXI&)

@ AQXI(IIJHHIE, Auto MDI-X X&) < PC(JIJHHIE
NIC)

@ AQXI(IIJHIE, Auto MDI-X X&) <« 2tREH((JIJHIE
IE)

@ AQIXI(JIJHHIE, Auto MDI-X X&) « & AP(JIJHH
E, PoE)

AU EIHA 22H10/100Mbps EH| L8 XZE, 52 L8

AZ2)0IA 300m P2l P2AS ZO=Z WWAHGSIHA 2lIlEA/0l

Clo 288 £ 2E SO0|C OS &8 = X €2

A2

@ SIIE(Es &= 010 2HE)= 22l HE(L1)0A
SXGHH, T A2 MAC =AU VLAN EHOE aHAGHX
=Lt

® 38/2IHE =I5
CSMA/CD X -MHAES

® CIIEHE )6t B
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51.

52.

53.

54,

ARP S B2CIHAE Efmlo| 2ABH,

@ Z 22t A Al 2lTE/0ICIH AHEE AlE2E £
OLt, &3 oAt XIS Ol AH/AH] £ MISHS D246l oF
BHCY,

51  FEESIHE

S 5 S (UFW)OIA ZEE 585101 I8t
HHIA ROl 8X 28 2e?

@® ufw allow 22 / SSH ® ufw allow 25 / SMTP
@ ufw allow 123 / NTP @ ufw allow 143 / POP3

30

Ct2 & Windows Server 20220l Al MIZ26t= 2HAH OIHMIE
2 2 BIHA H2?

L HE 2 O0"E
Lk HH HHA OME
Cf 2= B3 DHE

ch wWsls SJz/s OHE

@ ot W
® Jt, C, et

® O, U, O
@ Jt, W, C, et

Os Z23()20 = A8 D2A2.

Windows Server 20222FH DNS ECH0IHE=Z ()
=/ AT (&S METHE DNS At
HTTPS(XZEE 443) 2B “fdns-query” HEZQIE
Z HMYEL|MH, "Add-DnsClientDohServerdddress” 2
de=2 gEEi) Ol Bz #ss Aol M3
AEIANE GEH B,

@ DoH(DNS over HTTPS)

@ DOoT(DNS over TLS)

@ TLS(Transport Layer Security)
@ VPN(Virtual Private Network)

Linux MbBl port open FZ2E Oteiet 20| &Qlst
H SEXot 24X &2 =3 port 1008001 2

i
A

x

My

o

EOIGHALH 24d3E Z2HO0l AAEN HE portE ALE0t
£ DIZAA Y F2E =016t & M, JtE 232
doe?

L pEEigaaaeE

55.

@ stat /proc/18335/exe
® search 18335

@ whereis TCPAgent
@ find / -name 18335

UES3T YR Kim AFR2 Linux MBI0IA SSH(Secure
Shel)E S8t & HF 2ot 2A56ieln &l OsS =
SSH ZotE SatAIF|D] et 2oz JI&E MEFIA L2
A2?

56.

57.

58.

59.

60.

@© Z3H/EH1E2Z SSH & IPE SH0IECIAEZ X

[0 0z

® PermitRootLogin=yes @& 22 root 210! XCt

@ SMI| o= AIE & PasswordAuthentication no &3

@ Fail2Banit 22 TFE AI20l0 2XE 1Y =2 &
Xl

UIEKI3E2IA Kim AFHRI2 Windows Server 20220(lA 2
o 482 HH F0IL. TS & Windows Server?l ot
Hz DAY ARE HEOZ HEGIA %2 A=2?

@ HE ¥=3 ZMs 4F6t0 R 21002 AIEE HEtHs

@ ZAH HEES SMH35I0 B0 O|HIEZ J|256t10 2UH
2l stCth,

® =2 20 HIHUA Yot RS MH5/0 EdES
IO &tCH

@ 25 Mg HF0IH 25 SEHS FEH

S XI20| d%ol= A7
o Ao sAEcE JYeEr 2Es 0H2E=
HAF 2dE=E foll IDEA ZXDO2ES 012615
., AEA QES EF HAF MEH = R5A 24
cl&E 0lEatECH

@ PGP(Pretty Good Privacy)

@ PPP(Point to Point Protocol)

@ AH(Authentication Header)

@ IKE(Internet Key Exchange)

UER3IE &elote KimS & SIAIMA DNS AZE ZAH

£ oA 25 AHJ0l a2 IR 0|2 2o HUFE

nl =
20| ZUEHH SIUSS MAHSACH Kimol SIAHAE
DNS AZLT BAZ 9)| St POoXX g2 HAHGHH
o 2AH0 LSS0 L0 S22 WE0| ot H=2?
O A M L A2 PCO HIUHSE Al BHAS
@ UESY3 Efz DNS 202 X&xXoz 2LIEHEE

Ct.

@ Hosts 2o SAALS HAMN 24 HNELIZE HHEHCH
O HOIEROIC MAC =AE FI|HOR HAS
U-ole J20 552 ANASE X5l Adh A &
2 ME Ois =Y Fol ME2E 2ASt= 2o AAE
=7
® IPS @ FireWall
® L7 Switch @ ESM

ololBzlE EANA, AHY AR F&0le 2lHA &
EA/WAF/ZBE & AHE UR L2 22l fdl

ALY ZSA(QUEY) AHOIN E =2t UERIQ AIOHE
g 24ddolet o

® DMZ (Demilitarized Zone)

@ ZTNA (Zero Trust Network Access)

@ SASE (Secure Access Service Edge)

@ VLAN (Virtual LAN)
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