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@ Header Checksum - 16bits
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2 UDP Z2EZ0| et SHE g I, SHIZ ¥ 2 O, ARP HZS NES X 3 88X 22 287
D2Ae. @ AIFXC SAEES XHAIOl JHXID U= ARP JHAIS &
(1 Netstat —e @ Netstat —s AtSt SH X SAEQ P Addressdt JU=Xl S=XIE
ool
® Netstat o @ Netstat —r 2ot=rt

O 2 SAEE 2HI SAEQ |IP AddressJt ARP {20l
P2t LXISHA 22o™H W3lE H&ESHD, LXIoHH
S&X SAEE= IP Address2t MAC Address 822

|24 XAS JIE2HM 8 XEHE CBT : www.cbtestpro.kr

9. =713t TCP SYN OIAIXIO Z& L= &t27

b



HEATZE[AH 15

© 20234 10 292 27| 7|&=2HM O

HX2ME CBT : www.chtestpro.kr
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CS = ®& 2% £=3H(Forward Error Correction) g8 2?
@ THelEel EA @ =355 dAM

® oY= @ ARQ

23.

24,

25.

26.

27.

OOIE s 29 YEUA =S nJie CoIH 288
FAE £+ Ase HH AE 322 25610, SAUFS &0l
&S 20l noiel CIOIE 228 M&6IH, =452 Bt
& A2 MOEEE SAS0 BEUHA SAS LA HIAI3I
= S8EANNE?

OR=1- @ 2=d

® Xon/Xoff @ Window

SclAse 20

O«
@ Xt

yu

0k
o = H K

nx

0

® @ o .
B 4

0@

[~ I ORORCR
nn 02 > 02 H
.

FO O mx Of

FERSs= OtEE0 FE(HO0IH)E
&5t Qo CIXE dS(A2)2 E%ﬁP J
ot g =+ ULL OIS g8 = XS0 igsts

SIHME SoilA Al
A0 =

A 02
2
x
1o
2
_VE

0o
%
10
pen
0

LT
= =
R
w lo
£
o

OFA
Jo

i
HU
>
10
> Hu
]
P
Y
ro
oS
ro
~)

fin rn

[wl

=
2 M 2
>
=
i
=
o
o
wl

X -
(Pl
Pl
&
Im
10

30+ EXISHC.

0
ﬂ

=

10

Hy
R —
Y

o
1
50
[w)

I

ez g2 A2?

® DPCM @ CRCZE&E

® EE23C @ g=3c

08 432 SUEHIS 2Ho| AWM A8ots J1s
0ICk (A),(B),([C)0 S0i2 MEs SHE =AUZ Lgst
2129

b

|

NZHE JIZ2H AX2RE CBT : www.chtestpro.kr



HERIZZ[AI 15

© 20234 10 292 27| 7|&=2HM O

HX2ME CBT : www.chtestpro.kr

(M2/= ENEHIE £7I12 EXE ER 20 7
ZH 2= BetAS 0IEciH EHTE L=0t
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JIEY Home MetworkHl AFERIE (&S Hi
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@ HomePNA - PLC(Power Line Communication) —
WiFi/Wireless LAN

@ Ethernet — ZigBee — WiFi/Wireless LAN

® HomePNA — PLC(Power Line Communication) -
Bluetooth

@ HomePNA - PLC(Power Line Communication) —
ZigBee
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28.

HE Iast=0 AI26H)| Hgst T2 327
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@ MSinfo32.exe

@ Repadmin.exe
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31.

32.

33.

34.

35.

36.

@ chattr
@ setfacl

@ setenforce
@ chmod
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“.htaccess” Il S MHDTIH SEE HE & = YEE O
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@ AllowOverride
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M Serial @ Refresh

@ Retry @ Expire
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37.

38.

39.

40.

41,

42.

Otch LHE2 Linux2 OHE HES AMESH

@ nslookup
@ route

@ ping
@ traceroute

Linux AI280IA "chmod 644 index.html'et= &
AZ5IYEE M, ‘index.html” I BH3EE HES

2 2129

HE
28
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@ AKX A2 D], M|, A0 JtsstH, QS
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X AE2 4|, MI|Jt IS5,

@ ARXol HES 2D|8 JISEH, OEN 1O 29 A2
X Aste D], MI|, AS0| Jts5iCt

Windows Server 20160l A "www.icqa.or.kr'2 |P Address

£ 2| As 2 3802
@ ipconfig www.icga.or.kr
@ netstat www.icga.or.kr
@ find www.icqga.or.kr

@ nslookup www.icga.or.kr
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28 WEHUAN AS2z2 A= T4 22| T2 S

&S E0Igtd ) SICH Z e T2l st 24ge

Z SHE A=2?
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Ct.

@ ‘wininit.exe’= Windows AIAEIS MHHIA
SHCH.

@ ‘Isass.exe’= Windows AlAEISl 24 T2 Oas 2t
SHC}.
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2l 8tCt.
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Windows Server 2016 Active DirectoryOfl CHst

SA g2 A=2?

@ Active Directory Wl =MIel2 & JHet =IHE 4= UL

® 18 ¥ 482 So XS PC 22 AIAZ Al
sig & ACH

® SO EEE ABXE SHQ W 0. PCOIAEX
2008 & Yt

43.

44,

45.

46.

47.

@

H =

240 N2, B4, 017 S NENo2
22 o W WEAIS olg =

Windows2 UNIX= CH2 21 MHE 2= QUL
WindowsE= OIHIE(event)2tD 22l= = ASSHE EEY
2 28 £&old MAESCH Windows OIHMIE S0{0 &
ANEleE &850 880 22 8950 Ys H2?

® ZBE Y 202 LUA ALY

@ A2, HE 2% BAUS I

@ AIEX : 2dE 2108 SMAIZI 2R

@ S L OAIZE Y MM AIZE

N EYX Park AR dIXIAERZ HEDIE 018260 &
o E&8J0F &Stk XS 4F5t0K &L OS & &
HESD|9 dNAER H=2 SHIE A=?

(1 HKEY_CURRENT_USERWControl Panel¥Background

(@ HKEY_CURRENT_USERWControl Panel
WColorsBackground

® HKEY_CURRENT_USERWControl Panel
WScreenSaveActive

@ HKEY_CURRENT_USERWControl PanelWDesktop
WScreenSaveActive

AN @YX Park AHR2 Ct2s HHoZ 18 2 WA

Of &8t 828 EAIGIQX gpresult 38 S AIE0I1 AL &t

Ct. O 2E2 Sc0IHE AFRHU MBI0 HEEHMH, BE
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%2 0/RE 20oIUHA & I U= |RE6iU. U B

gpresult 22 SHE0 Uet €22 SHIEX &2 A
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O /s XtAE FH FZE HAISHH
@ /u: YYS MHE AN AHAEES NFSC
@ /p: HSE ALSX HEAEN & 2dSE XNHEC
@ /scope @ AHEX L= FFE HF0I HEAIE 242X X
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| 4TS UEKT 28710 |
226 (Router) 9 L3 ARIXIS SHS HIDS W = U2
A Eeyst 227

@ 2E L3AAXE= NAT(Network Address Translation)2|

5= MNS&th

@ L3AR(IX & 24REQ THAXMSTEE SHERAN I1EHO
Ct.

@ ctRH=E WANT2H Hss I8 AHHOIA HS0l HE
Ct.

O CIREHE L3ARX B0 CH2EH OIE H 0l A (Ethernet,
OC-N, T1/T3, ATM, Frame Relay S) MZ8!Ct.

S HEAIDN oA FE8 HAA, QYN = 0F
ol 28t Z=t0IQ JHolLt MHUZRH UWERIE £S5t
Il 918 =2 SFS HERKT Loroict ot=d TS X
S0AH o= ERE 24=7
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48.

49,

50.

A= B2 MESE FTEALE TS
HERI Z42 TIEFEFEFI MEMNES i.‘ﬂ e

2H2E MM 2RE ZOHH. M.-“—‘-.C . IPE
2. ZE{Port) St 20 HERZ2 ENJ_I- i
z E= 4 g0 ez 2 = 50

(Sniffing)

® 2auLg AT (Spoofing)
® B Z0{(Back Door)

@ ICMP Flooding

VLAN(Virtual LAN)OIl CHEH 2o 2 SHIZX %= H2?
@ VLANZ2 oLt 0]ak9 EEI&Q LAN01| =5l XN=2ES
@ VLANZ 2c2|& 3&0| Oty AZEIAHN 2o =2l A

OS2 340l =L
® NZES VLAN THS 918 a2 284, HSA 1
al_) U|—I|.E/\I ?./\ﬂ I:lI-tH | %1[:
O VLANS SelHQl ZEW 28 VLAN & ZHAR2 4HS

9_| ITE F=AE /\|.Eo|-[:|.
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A

UESIE 22Idtl=s Kim2 2AF WIERZ9 2ot 2FE
ASt0 Fire Wallg T&dtH ERUCH B2 Leel RS2
Z Leel HOA FTP AHIAE Leel \%AP PCZ &E&2
slEolEelsE 2F2 YA ZACH TS = Km0l Leel
0Ol mer FTP AMHBIAE Fire Wall ’g’i.“Oil s Al 2est
MNE0l Ot 242°?

- Leel IPBH Lee2 PCO CHOH FTP [tcp/21)&E DIEE
« UHXl= 25 Deny 0| M2

[BMMOE plJIE WY UE: AP Men21]

st HTEEATE B

L

Lee A " Fire Wall Leay TWRRC
o R T I, Beknad B BT Ak s
@ Leell & ZQlP : 220.115.34.99
@ Leell 2AF B2lIP : 61.76.192.56
® MHlA open ZE : tcp/21

@ Lee & PC2 mac address : D8-50-E6-3C-AE-CB

RAIDOI CHEt &9

SZ SHIE 27

@ RAIDE O JHe Cla3d=z &S CAZ BHEES 20I
&tCt.
@ RAID= dI® 0 ~ 4 DX 25 500 70l UACH

ctl) ot=0dl otLkel CIoIEE
J

® 'y 0'e 01y 2= 04 o
C2olEN LH+O M&Edt= JI=0lICH

@ Bleel 2|0l IO Y& £50F wetXls Ao
M2t RE 8.

| 5US : HEESNE
te N=0l €9

52.

53.

54.

55.

56.

DY HE B SAHE AEE = UH o
Z= ERH2E UM AL HI=E £F9 7
=25 HSECE 2 A BHAM 2IAF MEHH 22F
=HHE EZ2otALE siZIHA =SWIHH E22 M.
EMZF AME HETEH HEE [ MEETHCE

@ VLAN ® VPN

® NAC @ DRM

Zat= MHI2MH H
1I 233" H 2zl et 3
2EJE0 BA AUE
SR REMH &

Hx

@ CASP
® 15027001

@ K-ISMS
@ BS7799

OsoA 29

st= Jls=2?

HrE== 2 HOIAHM ‘:'—.“:'—laﬂ SEMH o At
SIHHAH HAMKNE EAMTHEA 20 A3 E(Script)
E2 HIE 2YHY +EZEYHMalwaredE CI2
ELCEH] &#E=E A

@ CERT @
@ CXE =4

ZolAlLD OIS
@ Drive By Download Attack

Session HijackingOlct= & o JI8 1 Hi=x
o AstE €3 ol= 23
HEots EdE= Jlg=2?
@ Spoofing ® Side jacking
@ Sniffing

@ Strip attack

otLt, AFESXH
OtLIcH AFZ2 XD+ &Belst m3lol

C2 = ALIZ(Sniffing) a1 =0l
stie 227

= AT

=2
o

@ Cthernet Device 2E=2 Promiscuous 252 X &56H0
e SAEE Hile 2 H3S ZUHE

® TCP/IF’ H3le LHss HA0t

@ AE HAN Strepy2t 22 SEE Hjere ol
e EMO*OE}H A ZOIE I Jf2l3les gos BX
StCt.

@ EBel0IMEZ olod2 2 Java Applet2 ASAIIE=
StCF.
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o0 2YEEAC=s 7S LA UL TS SO A KimOl
motst iYoo) 2EEs E2IF ot 2427
@ CISEX &= AIOIEL P2P, Y Z2RAI0IE 0l
@ BN XMl FHoud & Z2{1019 FHAES S5t
2N (Active X 2EZ L Z2HAl Z2H0/0HQ HdHI0IE
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= 0lHY EoH0ICt O ICEECECRICRICEIORICREONIC
@ 2o S0l 245tn, EYTYEA A5 HHE P 11121314 |15]16 |17 /18|19 |20
Ct. @ el @ @ @|®|®
HUL, HINT 22, NST) OIE, 2T =el 9T, 21122123124]125]26 271282930
A 2ol 8, HAIK Bt 32 Y%A S9 Jiss IGO0 |3
IR 3132 |33|34|35|36|37|38|39]40
OO0 @@ OO |® |1
41 | 42 | 43 |44 | 45 | 46 | 47 | 48 | 49 | 50
ORRORRCRICE IO ICRICRECEECHRO,;
51|52 |53 |54 |55|56 |57 58|59 |60
@O0l 0| |®|®
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

