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6.

8.

. IP Address

. B ClassOll Oist &Y & X 22 A=
0

| 12t : TCP/IP |

"128.10.2.3' HiOIL2I REZ BES gta?
@ 11000000 00001010 00000010 00000011
® 10000000 00001010 00000010 00000011
® 10000000 10001010 00000010 00000011
@® 10000000 00001010 10000010 00000011

@ Network ID= 128.0 ~ 191.255
255.254 It &L,

@ IP AddressJt 150.32.25.321 &
Host ID= 25.3 0 = Ct.

@ Multicast S} 20| S48 JIs0ILt A&
Ct.

@ Host IDJ} 255.2552 M= HAIXIDI HERKA &EMZ &2
2C HAE L}

|1, Host ID= 0.1 ~

&%, Network ID& 150.32

ogr
ujo

fioh AHEE

HESRZ ID "210.182.73.0'E 6J12 AEULZE U1, 2
AEYl DG H#0 & 300 Ol&S Host IDE ERZ B0 A
g AEY DtAT gt2?

@ 255.255.255.224 (@ 255.255.255.192
® 255.255.255.128 @ 255.255.255.0

IPVEOIA AIEEE &S YAl Ot H27

M Anycast @ Unicast

@ Multicast @ Broadcast

IPv62 Z HIEZQ| Address ZEE JtXLD UEIE?

@ 32 @ 64

® 128 @ 256

TCP olld =Zoiof TSt 8¥ez2 s &2 A2?

(D Checksum2 19 E2=2} E2l= £8& J|HE AR5t

I AFEICH

@ Source X E 32bit 2EE= TCP &S <ol XI¥ SAE
Il AIE6t= TCP ZEE ILESHL.

@ Sequence Number 32bit 2E= MIOHES0| £=4AX &
AENAN MPEEHONOF & =AME Diel2ICh.

@ Data Offset 4bit 2== 32bit FI=0HAM TCP dlliel A
JIE JtelzIth.
IP 3l B8 & XM, € XNH, MY, 249 S
g XN&Ed == A2?
Varsion , Thoer | Type of Service [TOS) Total Lérgih
T w'w'“:v‘ T .nu R -:I?f";"T'rf":“'l T
TewhlefM) | Pt | HeswCreomm n
1 T —— T Y 1
T

@ IHL(IP Header Length)
@ TTL(Time To Live)

® TOS(Type of Service)
@ Header Checksum

UDP &lICI ZZCHO0 CHEE &

3oz X ge A2?

9.

10.

1.

12.

13.

14.

@ Source Port : HIOIEHE BUE S4E2 828 Z2MA
£ AY3)| /st ZE H'|20| Ct.
(@ Destination Port : CIOIEE 2e £41=9 22 T 24

AZ AEG)| SI8 TE BIS0ICH

-

® Length : CIOIEl Z0IE HMAS &l 2010ICH
@ Checksum : && S0l NIAHED =4 ZASS &

o & 4 9Ch

ICMP Z2E29| JIs0l (8 4% 5 X ¥ 22?
@ 2 SAED 83HO= SG| 2

5 BoRe Fa BNE B2

@ HESfZ F& W 2=
ctRH A4 FE HAIXNE 2HOL

® Ping HEE ARSI & SAEZ A0 pZHE H
AESI| QAT et 3 MAIXIZE XIKEHT

@ R2HO CIOIE 20l TTLE =E [ AIZED HAIKE
S WLt

RARPOI CHEH &Y = SHIE A2?

©) AI’“II SAENAM 2l =X SAEZ HOIHE &2
E I ENE=2=

@ TCP/IP Z2EZ29| IPOIA &80l HIOIHS &8 =
Hote Jlss AEEHC.

® SIS =AE |P Address2 HEIGD| QAGHA A28t
Ct.

@ IPHIANS 2FRHAHE 6HH MSBEH, AIEX SAEQ
ctRE HIHE 280

CtE2 TCP/IP ZEEZ Ji20 Jt&E ot HS

Ol £3h= 2

=)

@ UDP @ FTP

e P @ TCP

TCP/IP protocols EF"OH/VI Flie &2 floll AIESol= FTP

protocolOfl CHEt &H =S SHIE) Y& A2?

O oY M5 TZTEEZ ASCI REE HHE TS S
St=dl AF= ST

@ OI0Ie ds2 21H ZEE AIE0I0 92 HHes 20%

EE ASEthh.

O A SZ0AM A Jtsd B8E2 Is, pwd , get
put S0l O'E}
@ NHIAN SEX Z2 AP AEXS & HE2

Everyone OI Ct.

CtS2 RFC 1918 Private IP addressOll CHSt £#HOICH =
HIE2H &8 A2 DEANL.

D S9! |P address? 20| SELUHAM AISE = UL

@ Q=2 QIHY HAQl o = HX O sHE £ UCH

@ =2 g4 s Fas HAHE & JAT

@ =20l |P address2 M KR-NICOHIA SE=CH

(A) oHOll S0l 80 & SHIE A2?
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. HTTP2l S¥ 0l Al XI(Response Message)

o

HE®Z ZHEA kim AHRZ A3 ZHIE 885t
J RoHH Telnets Edl EI2oHELCE oFADF B
S5 ETf Clear text G2 Telnet 22 2
OHH Z|2F5ICHS Lee [HEIZ) 22 AAMES E*Eﬂ}.
HotdD| 24510 LEEE (A ) ZE2ES
S5tH #3F AIAEH EE5HH MO A “PEP
@ L2TP ® SSH
@ PPTP @ SSL
CUHESRIZ £ AH 22X Kim AFRIS &DI12t S3%38s g
2 HHZ M LR U= 28 PCH AHIAIAS
(Terminal service)S && 5l 8Lt 6PIID+ 4= PCIt

201IPJt OtLi2 IPERRII W20l Us AIEIPZ Al

Ch. 2A20AH 0] AL E PCOH RACAIE(Terminal

service)2 AME58I| A8t &30 AN 22 A2,
SO0 &Y S IP= 210.104.177.55, 22 & PC01| °*

gE A2 IP(EKI] W)= 192.168.0.22, H2E PCE
AAHEF0| T US (TCP/3389)]

SIEWA 192.168.0.22H2 2 tcp/3389EH0ll CHEH &

=2 ol g8tlt

!
I S0l 210.104.177.558101 ZE
Ct.

=0l

@ 10
Jr 0%

@ IP 3 z9gs &
=E

© Z2= PCOl Bt=Al Windows login password& & &
StCH

@ HRE PCOl Bt=Al CMOS passwordE A& SHCY.

Lol &Ef etel

(Status Llne)S SE HAIXIS &EHE UEHO. OS

Sci0IHED 2FE HAZO EHoH SEg M, 234 ol
250 43822 +UEUS B2 2UHE 4 2EE=?
@ 503 @ 302
® 100 ® 200
2U= I HIERZ bt

AT NS otEHo AMES fdl MetEl Z2E22 RFC
82101 #EZ0 Us HE dS Z2ES27
@ POP3 @ IMAP
® SMTP @ NNTP

. NS I Y A0 2AHS0l S 4" DY YeS
HESots gal2?

@ Sclective—repeat ARQ
® Go-back-N ARQ

@ Stop-and-wait ARQ
@ Adaptive ARQ

0io
2

ol 292 Z2EZ27

ro

- S HOE S4F 22 M7 HEEE HE
HAELF SLIHAE MHIAE Sl #&6ts
O =Hglet T2 EZ0IC

- QoS{Quality of Service)?} ZSCFIH ZCF HIO|
B #H&£E ZATl= ATCPE 22 T}

(» TCP(Transmission Control Protocol)
@ SIP(Session Initiation Protocol)
@ RSVP(ReSouece reserVation Protocol)

20.

21.

22.

23.

24,

25.

26.

27.

@ RTP(Real-time Transfer Protocol)

ZAHOI=2 0I80ol= SNUA H&eae IHEME 0lE0tH
& OIE0l M2 G2 B2 & ASE & JtEe &R0
CIE3E AIIleE gal2?
® ZE 28 UE LA(CDM)
@ 2 2 U=z 2A(OFDM)
@ A2t 28 s 2A(TDM)
O 1 2& s &2 (WDM)
HERK3 HSHAM HOoIHY HA=?
@ Eh @ =y
@ MIOYHE (1 JATEA
39 &30 aigee=e J=22
- HE £ HE
- AEE BME MET
- CAS MEE HE HEE
@ Broadband ® Baseband
® Multiplexing (@ Encapsulation
CS0lA %ol LF2AF HAI2?
=i R E 28RS diMatlc d2=2M, FEatd
Q=12 M=t ZEa M E= B M= QA
(It 25 HEE =0, 02 28 HEM &
=MHIF EMEIHE 2B MRS 2E0H ZEHL
® Y 2= @ g=8 A
@ =8== dAM @ Ii2IEl S A

CIXE HxZ X g2 A2?
@ ASK

® PM @ QAM

PCM ZAI0IA OIEE 4S9 CIXE MS dd HFe=

= j —

® otg2485 - H28 - 23535 - 2Xst - CIXNEA
=

O Ol NS - H23 - ¥Xs - 2535 - OXNEH
k=1

@ otg28ls - LXs - E235 - £33 - CKNEA
=1

@ otgz2dls - LXs - B33 - Z23F - CXNEN
=1

0S| 7 LayerOll Protocol@ HZSH A & Xl 2 H=27

(M Application : FTP, SNMP, Telnet

@ Transport : TCP, SPX, UDP

® Datalink : NetBIOS, NetBEUI

@ Network : ARP, DDP, IPX, IP
HERZ BAMA LU £3HK Y= RE?
(O CSMA/CA (@ CSMA/CD
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28.

29.

30.

31.

32.

33.

34,

35.

® POSIX @ Token Pass

| 3= : NOS

Windows Server 2016 Hyper-VOIA
NE g M4 = Y= JIs2z 0]
OIXIE ol
UCH Ol JIsEg RA0let
@ Production Checkpoint

@ Alternate Credentials Support

SE A2

St=oF?

@ Integration Service
@ Update Manager

‘runlevel 5° 2 22192 0 ‘BAE
AWM HAXIE 6t “/etc/init.d”

shell scnptE AMHEH0 "*M"*ﬂ al
=g HWRE R S

a2 Bio?

(® systemctl restart httpd.service
@ /etc/init.d/httpd restart

@ chkconfig —-list | grep httpd
@ chkconfig ——level 5 httpd on

UL A =(Zone) M2 ORIGINZ 20Iste E%
Public Domain2 2/0|6t= 2AZ2 g2 A2?

E& A2 XNE ol0l
X& ol
ot VM2l 3 A8 Az 243 S7& =

= BAE

0o @ @ .

® # @ 3

Apache && U0l - pd conf” OlA & Cleiga2lof O
ol- X-I:I:II-}\IC> A| ; g OI']_ 6Hl:|- |:|au .Ia'o”
“.htaccess” It E MLl SHS HE

Fe #F2?

@ AllowOverride @ AccessFileName

g & U=S of

@ Limit @ Indexes

LinuxOllAd 212E AMSX [Ctrl + c]2E Al BEUHXIE Al
gz gae 12?

@ 1) SIGHUP ® 2) SIGINT

@ 9) SIGKILL @ 19) SIGSTOP

ParkM%\% 3| At Windows Server 20162 IISE 01E

e

UE FTPAHS £3E
2 fI8t ZEE 60000~60100H ZEZ

0l M &3t Inbound RulestiA ZEE
HAl29

(== T

@ 21,60000-60100
® 20,60000:60100

@ 21,60000:60100
@ 20,60000-60100

AN €= Park AR
810l Windows Server 2012 R2 E221AH S0 A
Windows Server 201628 &

PD B0h OIS 5 o0 HFe Jl5S 20N

0 =2 ZAH gOd0ls @ =& Jtatgt
® gpupdate @ NanoServer
AFE X 280l 177721 Clgigelol tist 88ez X

A2?

O SR B2 Jtsd Cl2gel oIt

A H2dO0IEE &=

ol

2 Hyper-V £35t2t MHIAS S

(L)g

A2 SEZ HR D HOolH &
BHAGI LAt BtCH.
EZ o2is [ SHI=

St

o
o

36.

37.

38.

39.

40.

41.

42.

@ 27U 2E Igs 9 £ &= UCL

® 7L 2E Y2 3ot AH & £+ AT

@ S ME Cl2EHZIE Md & £ ATt

Linux AIAEI0IA JI2= HE IE2 0I20t0 AIAES
Mg AHEHD S HZ0l X E2 2427

» CPU &8 XAl : cat /proc/cpuinfo

@ OI22l AFOI= XA} : free
@ ClA3 AIOIE EAF - top

@ UESKZ CIHHOIA IIE XAl ¢ ifconfig

BIND &t&d &3 Ii0ll st 8oz X F2 A2?

@ ‘named.conf’& &(Zone) W&ol X, 2 A0l Of
B HF, MFE OIS ZRe 2 Sl et &
3 It S0 tist 328 JtXl 0 UCH

@ BINDS &MY ES ‘named.conf” MYY = MAS2

2=t

® named.conf” Y £=HA =LA /)8 MESILD, &
WY £=HA FTH2 #' 2 A28

@ ‘named.conf” Y0l AIEote TS S8ot0 1
CHoo st N2 82 = Wl =sstit

SOA diZE=° &3 il OIst €Yoz Xl 22 212?

@ F A = IS MBle Zoe =AS YHET

O UL MAUTIO =A U MFHSE QB

@ ZA TTL: 2 HBES J|I2 Cache Al2tS XIASHCY.

@ M2 D 2t 0 = HAHQ EX MH2S SHol &=
CIAS M CIAl SAIE AIZF 202 S A A SHT

‘www.microsoft.com 0|2t AFOIEQ| IP AddressE& & S6}

) & M Windows ServerOlAl 'cmd'E 0|88 o=z
242 Ae?

g 27
@ netstat www.microsoft.com

@ nslookup www.microsoft.com
® ipconfig www.microsoft.com

@ telnet www.microsoft.com

Linux WEIEN €2 A28 AR
HU, =2 OIEIEN €2 REE
R £+ JAZE W2
@ SAMBA

® IRC

Jlet HEHII SR6H
Linux J18t AFEDIt
ole AMHlAz SHIE 2A2?

@ BIND
@ MysQL

06

Linuxel "vi- 2480 & ¢
A & M AMl2dlor E Y
0 wq
® :e!

Linux2 IHO|& (Permission)Oll CH&t
=7

2 0s
e
10
J
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Y
ror
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ror
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43.

44,

45.

46.

47.

48.

49,

50.

Sendmail2 0|3
e me?

ol O™ CIAEE F4olil

v

o =

Ol

(@ /etc/access @ /etc/mail/local-host—names

® /etc/aliases @ /etc/mail/rejectlist

DNS elZ&=
dZE=?

@ SOA
® PTR

= IP AddressE TOIQ UIL2Z HAHESI=

@ A
@ CNAME

Windows Server 20162| "netstat”
827

@ TCP 8% ZzE=
@ ICMP &==41 Sl
@ UDP DI Open EE AMEH
O oo 2L IPF

HHOZ & = &

rr
0

pS=]
(=

JL"ﬂ
i)

| 422 : UESA 28900

CISCO 2t2E 40K OSPFSl Neighborol AENE =0l
2 b HBOZ 2HE 227

= AT f!

® show ip ospf interface
@ show ip ospf database
® show ip ospf neighbor
@ show ip ospf border-router

VLAN(Virtual LAN)Oll TSt #Ho=2 SHIZX =

@ VLANZ otLt olatel 2el=el LANO =o6t= X
EZCHAE EFEoz 8E e

@ VLANEZ 22I& 3l&0l Ot AZEYAHU 2ol =clA
o2 A0 EIC).

® XNZES VAN TES 918 a2 254, UHSA 1

2l SIS Al R YO UCH
@ VLANS 22IXQl TEQ o8 VIAN PH Zal2 425
of IE FAE ABELL

2| I/ &l (Repeater)0il Cist &¥ o

® 22I® =02/ (Collision Domain)E LIsO =]
StCt.

@ ZEHYD EHLY IS 2#BT

@ &)l HES 28t FEHIOICH

@ B=2CEIHAE Z0IQ(Broadcast Domain)S L0 =&
A= St

HZ U2 gH9 UERIE 4 FH6le Xz 28

AR ZIZES HEg 28cls BXE?

® Frame Relay Access Device
@ Remote Access Server

® Gateway

@ Switching Hub

WE =02l 2t2E(Intra—domian Routing E£& Intra—AS
Routing) Z2EZ20] oHEZT X (S A2?

@ RIP @ OFPF
® IS-IS @ BGP

51.

52,

53.

54,

55.

5IS : §EESIE |
WESIE 2Iots KIS ¥ SIAMNIA DNS AZY 2
S ok 2 HFOl HULHD 01 olaf HOIE 7
£0 2Y5H EIASE HHSACL KimS SIA DNS £
FH B8 0| H SOEAE SANFAN NaE
D5t M A0 2SOHACH L0l S0 LSOl
otLl 29

SC.
@ Gatewayl mac addressE SXOZ HEEH.

Brute Force =30l Cigt &Y9o=Z SHIE A2?
%*é—'?-c’ =) /ol 2 Jisst &3 I T2 HE
= AIZO0ICt.
@ & EREES QUM WERD HWEES HR6is &
HOl _1_3:10||:|.

@ UEKAAY MAE Iz HES 240 FE2E 20t
W= I0ICH

@ B AZENE Solf ChE AL BFEH ELoHH
HOIBEE L= BSI0ICH

1| Al (Phishing)0ll CHst

@ JHel HE(Private Data)2t
HEOl HE E0{O0IL}.

@ Atz =
&t Jjol
0l Ct.

@ ZIZ20l= DNS Bl0ITHZY sS
FAIOIEZ RO, JHol HE2E A
SEfe I (Pharming) =

D Jlicl FEQ ESg 2o, 2 &
AHE Uiae=z TA0l O/ AI2

43202 X g2 A27

S Al(Fishing)2 &&0i2 ol

Oll

[N g 2 J|&X 2HDIES 0IBHA oI
2, 28T LS BTos IBADI 24

04 J

WAJOIZAIOIA HXAIHN SS9 BEotS

S35 T2EZR2, NH2 S2I0|gE 2t eIsAloR2 R
St X.5098 AEotd, ANl ¢S3tE 2= ME2 &
S35 AAMEE Soll MSols HAR?

D S-HTTP(Secure Hypertext Transfer Protocol)

(@ SET(Secure Electronic Transaction)

©® SSL(Secure Sockets Layer)
@ SSH(Secure Shell)

A 2B 2ot J|=9 SR ol

ots A2?

- DRSBE Y43iCRE 1 e
o0l BAl H4E 018
2= o &

- BNTISl NS BOHCEN I HAKT B
o EEN BFCA WASS WNT 2 UG

[y — = — = T

E iz TEE AAMEE Hlis OHE

s 20t=
HE

oHH LHE_l #HE O

 PEM(Privacy Enhanced Mail)

@ S/MIME(Secure Multi-Purpose Internet Mail
Extensions)
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® PGP(Pretty Good Privacy)
@ SMTP
56. CtS2 ‘/etc/passwd” IS W “/etc/group” WS
e %$ OICt. Ol0fl Chet B&oz HAS 2AR7?
fetc/passwd
johna:2000100Uohn Kim:fhome/iohni/bin/bash
fetc/group
Adrministratorix:100:
Developer:x:102:john, peter
@ johne O& ID= 200 OICt.
@ john2 Developer 82 1822 =L
@ peter= johnt &M Developer GroupOll =8HCt.
@ peter2t john2 2E WSO UalA 22 e 2=
Ct.
57. N2 O DIARID} 22 aiM20l DA RXEZ sl a4
g4 4E2?
0 == 484 @ HIE 20|
@ 21 20l @ QNEZ1|(entropy)
58. 3lAIQl AIE UIER3T2 282 2F UIE 43 AOIOI =¥
Nz e A8 HERXAIE 20/6te =7
® DMZ @ Proxy
@ Session @ Packet
59. &&3l I8 = 2M3| &SI HEdt= A=2?
@ RSA @ RC4
@ IDEA @ DES
60. &% 2ot IS0l Uist 20 €20 X A2 A2
@O &2 SH : HIQIIRIL BEEH AMAEN HHASHK 2
ol== ot A
@ o5 : M2 ALY =AXE HEG| A6 H&X
o !IESH SAlol 2t E 4~ &S ot= A
® =02 %X : OOl SYHECeZ E26te HsS 2|
st A
@ PZH I 0|dE MEBE2 HHEE £ g ols A
1 21314 |56 |78 9|10
@QI00|®|d|0|® |60 |®
1111213141516 |17 |18 | 19|20
® B0 |®|®
21122123 (2425|126 |27 |28|29 |30
@ @ ®| ||| |® |0
311323334 (35|36 |37|38]|39]40
O ® 0|6 ®]|@ |0
41 |42 | 43 |44 | 45 | 46 | 47 | 48 | 49 | 50
OO ECRICRECEEOREC)
51|52 | 53|54 |55|56|57|58|59 |60
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