HEITZEIAL 12 O 20194 042 142 Z7| Z7|&E2H O HX2HE CBT : www.chtestpro.kr

| 12F2 : TCP/IP | @ QIEYIAIOIA MX2E(E-Mail)2 M&2 REBHCL
¢ Classol Y 9. SSH T2E20| AIRSts ZE HE=?
' © 13?82;34|Z6A;jr688:® 125.76.133.234 W TP 22t @ TP 23t
e e @ UDP 24 @ UDP 25
@ 131.15.45.120 @ 192.168.17.34
_ o o 10. EIHAES XIS 2REIF YEINAE D20 It st
2. Iflfﬂlﬂl {:lé_r; F ¢tE3 2X(Don’'t Fragment)E E&H6H1D HES3 S 8AEZ RR|5t)| Yot T2E227
© TTL_:. @ S IP Add  SwTP @ 1oMP
ouree ress ® SCTP @ IGMP
@ Identification @ Flags
i 11. IP Address ‘172.16.0.0°21 Z<20 0|2 1442 AEY SR
3. IPvell tist 22 2= =X &= A=2? LISOl AFSotDX 8 F=2 MB4Y 0tA3 gte?
@ S IPv4E TINE = AL @) 255.255.228.0 @ 255.255.240.0
@ ﬁ‘&”f A = dHE AEotH 2eIs0l ZetE @ 255.255.248.0 @ 255.255.255.192
@ IPVAOIA & MOIE 2 AT SHEAC 12. Of2Hol Z=H2 DNS JI=9 &AI0IC} 010 HHEE A2
@ 32bit =A B2 JIACY, ,
Dormain=-Mare (M M= 10 211,111,144, 240
= o MO4O 2 = D-IQ’)
4. TCP oIt 325 SHIE 22 ® 2R WY X o= @ =4 e J=
= : &S A2 UYE _
@ RST Z240 : CIOIEIDF MOI2 ASS A0S LA=CH ® U Be e = @ U b TE =
@ Window Size : &M AEHS =M HIH =JIE LS.
@ Reserved : £=4l= Sequence NumberOll CHoHO Ofl &b =l 13. FTPY J|Is29=2 ZX %2 2ig?
[:I'O gE-”o D:‘/\IOFE} (B TLOIl S A AL = — A OF
@ OIEHOIA MYUS S4AEHs BESFA0ICH
0ICH.
@ oz %*#Eiol 02 S Als5HC}
5. UDPOl Ohst 8% = X 22 2429 @ MBIl a6 H2s dager)
O JIAE 2 JHE0] Qe HIHZEE T2&EZ20|0
et H¥OZ2 2K €2 2A2?
@ TCPECI Ma=5)) L2/ 14. RARPOI o = =X .
o R QX IS BRCHAE ¢ g B3
@ 2t ABXIE 16HIES BEHSEE mEwsl b R R o ey AP =R
@ HOIE 501 5 291010 @ RARP 32 HAIS ARP I3 HAID SUBXIO S

0ote EkOI Ct=C
6. ICMP Z2EZ22 JIs22 X @2 A2?

® RARP= I’\% 20 ASE M USote =2l F4
@ o SEXNZ SA0 ElH=s ZEPHAE JIs0l UL g %*O}LHJI flet T2 EZ0IC.
@ F SAE AAQ AZlds HAEGH| <& et @ RARP OIAIXI= IP OIOIEHHOS EEiZ =3 2ol ™

51E DIAIKIZ RIS L=}
@ ‘ping” HHO = ICMPS AIZ8tC.
@ 2ol TIOIH IOl TTLS W50 X =g Alzt | 15 kREHE SRo0 UE UEHAIAZ 2 = U= Z2ES

=3 0l2) BIAIKIS SUCt =X
1 NetBIOS @ NetBEUI
7. TFTPOI Ciet &Y = X ¢ A=2? ® DLC @ TCP/IP
@D AMEX SAEE & 2AL=E SX HAIXIE S WK
HIH ol M & ST, 16. HESRIA HUHAM JIE2 MEY 0tAAIF 2EEE ™, IP
@ =ZQC= WX X0 Asst 20| @RG= THY Mz AddressJt '203.240.155.32'¢1 AL Ol & = =SHIE
ol 1= 0ICH. AE?
® 2E HOIHE 5120I01E2 & DREE 20|29 o= @ Network IDE '203.240.155" OICH.
Sl UCH @ Network ID= '203.240' O|CF.
@ BESS2S It HIoOIH AEE9 2022 TCP M ® Host IDE '155.32'JF =IC}.
AE0] UA SHCt. | o] ([l = IIbH 20 =
@ Host IDJ} '255'd [Ml= R (Loopback)2E2Z Al
I},

8. SMTPOI CHEF 22 = 8X 22 2427
D = BAE 2 HAK HES HMZEC
@ YEYI THAN HAS SUI B S0 FA | 20t= ¢ UEST et |

= mai),

@ HE0l o TCPE ALE8HC.

17. TCP MI&2 HEd Uist 8¥ecz 22X &
O H&E S8 TCP Three-Way Handshake

ro

A
=2
=)

m o
I
o
I

b

|2 XA

Ol

JIE2H 8X2XE CBT : www.cbtestpro.kr



HEATZE[AH 15

© 20194 04 142 E7| 7|==A O

HX2ME CBT : www.chtestpro.kr

20.

21.

22.

23.

24.

Al0lct stCt.

@ M =MPseE S8 SAENM YozE HEELC.

@ M& d82 Jdte AREIH ACK Ed0E 022 4
dot= TCP Walg EHLL

@ S8 SAEE OOIHI 8322 =4E AS 2015t
JIMKE SAM=2 =S

. HIOIA B E(Baseband) AIAEECH B2 =81 =(Broadband)

ANAEO O %2 HOIHE 858 & Us 08

@ O HY =22 O] HY ML F2E 2= UD
=

@ 2Aetst ASSES KNS £ A M2

@ MBIl HIOIEE MASHJACIIE 8 B0l TIOIHE a8
2 QI W2

@ 3 Wl B JHO AlS = B JHO IHLE=S MSE S
A M

2SN L2 ETCR 22X €2 H=2?

@ 2! SHDI| 2+A @ uUsg ds

® HAE=H @ s

BE0 CHEt 8oz NEE 2127

D MYSIDX ot MSE Z2RIMNK S8HC2 22U 0|
Qo ASE M0 =SS E@EHZ H3R= A0IC

@ SLI9 £AIts MSH HEet ASE MAGE XX
0ICt.
2X5 ASE S5t Sle ASEF0|CH

@ AS0 MAHASE F=Itots ==0IT

Go-back-N ARQ
Adaptive ARQ

@ Stop—and-Wait ARQ
@ Selective-repeat ARQ

ez 28 Ms&ots HAR=2?
@ ATOM @ CDM
® FDM @ STOM

OSI 7 Layer2| 2 Layer &

R2?

Data EEHHiEAM HEoHX &2

@ Transport Layer — Segment
@ Network Layer — Packet

@ Datalink Layer — Fragment
@ Physical Layer — bit

Gigabit EthernetOl CHst &% 0 oot A
@ MACHEWANE E2 & ZZ2EZE A2
t Ethernetl 108 OIS Z2
AJIE KXotHA HOIS

?
tCtH.

@ Gigabit Ethermnetil A= %2 37|12 512HI01EZ &
&6t A5 5T E SIHAIZICH

@ BTHSl Ethernetltel S &H0] (HE D, HE E&AE 8HAIQ]
Ct.

25.

26.

27.

28.

29.

30.

31.

32.

Dl @Ol D WA F 24
EHIE o0 HS

x
@ Infrastructure g4l

@ AP 24l

HOolH 8sUEUAM HY M 30l UsH &S=250
FAE EEUAM T3S =8 HI2A HMoste gale2?

® =M HA @ == Mo

® 25 HA @ A& Mo

HISJ| Gl0lE(Asynchronous Data) 850 28 AMsE?

@ MSDt 0FXIS X2 (start/stop)
® &EHXZ(Status)

@ °IHE E(Interrupt)
@ IMHel(Carry)

3= : NOS |

(8 S0 HYsle Z2NAE?- WI2IEE2 4

]

- d=E JISH skl OREN ZULE =
gl

- MHIZE HETH 0= Y StHE SO0
- M2 MHIAE AlEske Z2 M 20ICH

- AHE =S f"H5EHL O VIS8 EELL
@ shell @ kernel
@ program @ deamon

OMIIXl MM S &% MUQ ‘hitpd.conf'Sl =0 CHat &
Ho2 2X 22 27

@ KeepAlive On : HTTPOl CH&t
CF.

@ StartServers 5 : AAMBHIF AISE O CiX Y MBHE
Als AIZ2ICEH.

® MaxClients 150 : & B0l 2 Jt=& SctoIHdES |
2= 15004 OICt.

@ Port 80 : MBS ¥ ZE BS= 8020|C

50
o

g2 &K

NS ON

tar2 S ‘'mttarg E0HU= FE27?
@ tar —tvf mt.tar
® tar —cvvf mt.tar

@ tar —cvf mt.tar
@ tar —-xvf mt.tar

LinuxOIlAl Z2NA2] MEHE =I5t DXt &

350 Es?
@ ps @ w
@ at @ cron

LinuxOllAl DNSE &XlIotJ| f8 ‘named.zone” Tt 2|
SOA dIZE0 ts d¥ez 21X 22 A2?

@ Serial @ EF LI AMBIJL O 822 SXI6H
2t

@ Refresh : Primary U2 MBS Zone CIOIEHIOIA =A
22 HAote FII
@ Retry : Secondary WAB WA Primary UEAMHEZE &
0| ot 2 M MAIZEE AStE FII

@ Expire : Primary W2 AH HE2 Al J|2¢

F

rr
ﬂ

e

fol
S

o
TT

zZ ANAS JIE2M EXE2HE CBT : www.cbtestpro.kr



HEITZEIAL 12 O 20194 042 142 Z7| Z7|&E2H O HX2HE CBT : www.chtestpro.kr

@ old EH9|II9| S|EH=S —‘?'—AI%PD_ [=PNEINIDN
e

FO Xt
= = Fo| TLol S DOS A O
@ O|‘|_|' EE_ 1 O|/C\>QJ .U_l'a /\lﬁEDE STT=2 T %\EI’ @ llHlelE AlX‘HE /\—qxlol_XlE (Bel.ﬂ %%Oll—l' 9_'_1(_/51 _E_K.”
@ A2 ZC0IHEN EXEHUE Z2EHES 2E b JAesXgH 2AH & [
AL @ M2e MIIXNE NSD, PHEQ H3IXN2 DM & o
@ S20IMESOl XY HERD SAESE 2 & UEE
stk 41. DNS ¥ 2E = IP AddressZ SO0 H2LO2 A0jT 5=
@ MY Mol &2 HXISS e HEHZ JINE d2EE=?
AL @ SOA @ A
34, LnuxOIl A HIZ MBIl SX 20l 9 2gp2|2 9I510] = ® PTR ® CNAME
2l AI8EE 980eE? _
@ nslooku ® netstat 42. Linux AIAEIS] vi OICIEO CHe 8oz ZX %2 H28?
® ping P @ traceroute D YEREZ ME2 'E =AM sttt
@ HEZDEZ MEtoh)| 2ol eE 'Esc' 12 21 (2B
35. DHCP ZC2I0IHENM= XNEE 2tZ22 =2 HHI|Z2tES HAl B8 gaotd &bt
9 C=0 0|2 AS02 sl WA =2 @ JIs3l 'Ale dERE=Z ML S 2tele 20 &
2 |
. A0l = L.
@ ipconfig /renew @ ipconfig /refresh : _lj . Pl_ olsioc e xEci0f ST 2rolo] 9| atol
® netstat /renew @ netstat /refresh @ mllsolé;,(?ltﬂ Tﬁ"'_ B0 A% =213 A okl
o) 2SS 2842 2= = N = . _ _
B o Boa o, B ABR TS = 45 Unuola Thzie) B2 e B N ABEE HEOIE?
oOT =2 o = AT AT Y
@ umount @ greb
adduser -u &R0 -g 13 -d /homedest -s @ ifconfig @ chmod
Abingsh -1 40 test
44, LinuxOllAd JI2&cz MHG= ClaEgez X 22 A
@ MSX HEE testOILt 29
@ £ CdE22& /home/test' S AISSHC @ Jetc @ /root
@ 4020ICH HARKEE HHSIES A AHSHC].
45, Linux AIABINA AIES A HES E2E =&8ot= BE(
37. Linux@ ‘In” @8 OW Ost &¥e=z 22X L2 H2? =7
SlE232 MME IS |2 MY inodedt 2Ch @ usermod @ config
@ Ttal0] AAA & 2 gl= AISRES IHRME - @ profile @ passwd
=82 AMESHH 23Dt Jts0ICt.
@ MEZZIE AM2E [, ¥=2 Il ANZ0E 0 &
=225 mee AsE 4 U | 44= - HEHS =8I
@ otEgd= 2= WS AMotHets O 838 WY | 46. 2tE NVRAMOIAI RAMS 2 Configuration FileS Copyat
Ole g0l St = ggusr

@ copy flash start
38. DHCP MHIA Ol Al Ol&82=Z 22X &2 2i2?

@ copy running-config startup—config
D M BEHE 24 & I CtAl AF2E= IP Addresset =

= 2q5=2 202 z oICH. @ copy startup—config running—config
@ ZU2IXICl Sh&=3lD Hr=ERO0l &AY e 22 20 @ erase startup—config
2elg24d Y TCO(Total Cost of Ownership: 4R HI
2)8 LS. 47. 2t2E(Router)= OSI 7 Layer & - HIS0HA S&otes
_ ?
® XS K= HIPE 0/ T= 202 2EH AT ot
H = &HoHCE. @ Physical Layer @ Datalink Layer
@ UERIAS HEHE RMolsll AQEE AlIZIS AN @ Network Layer @ TCP/IP Layer
=0 (o]

48. LAN FtE 9] MAC AddressOll &M Z AIE5t= HIE =7
39. Linux AIAESOIA '—rwxr-xr-x'2t 22 HOIEES LEHU= @ 16bit @ 32bit
=X=?
® 48bit @ 64bit
™ 755 @ 777
® 766 @ 764 49. OIS = 2IREHNA 222 H=0 MEDE 2R Z2E
2o =22 2 %42 A7
40. Linux AIAE0IA RPMOI A6t S& '-—nodeps'2 9 @ RIP ® OSPF
0l=?

® IPX @ EIGRP

zZ ANAS JIE2M EXE2HE CBT : www.cbtestpro.kr



HEATZE[AH 15

© 20194 04 142 E7| 7|==A O

HX2ME CBT : www.chtestpro.kr

) X SAO S ®X MBS MEE & A0i0F BT
°0. AAIDDI HIe! S8== B6iS X=7 @ KX 015 ZA(Authentication) : EX %Sl X
@ RAIDE 4 JHe A3z A= A3 HigsS 20l E SFEXN Z23E = ANOF StCt.
Bt ® 20 I} =21 (Non-Repudiation) : MEXt= MY =
@ RAIDE dI¥ 0 ~ 4 DX 25 5012 70| UCH. Ol KFAIS A AAIS 2ol %= IOk StCF.
@ '¢ge 0'2 0l RE2HY ot=dl otLke HIoIEE oA @ Bd 2JI XA (Unalterable) : AHE 2M9 =2
c2holE0 L0 M&EGH= J1=0ICH HEAZE = YOOk SHXICH THAIE 2 Jtsol0F SHC.
@ Heol 90l&= U0l Y& SIF Wetkls SAH
(et f=stlh. 58. Apache & AH ZJ0HM &0 & > Q= 32&?
D Z22t0|9EQ| IP Address
‘ 52 : HEESH= @ Z2C10|HE°S 2F HOIX
@ SCH0IHES B AT €W
51. AIAEI Z& Bl = IP AddressE &2 Jtségt IP = oEo o ool (He
Address2 SIZBI0] BOlste SHAlS? @ STUOIAES HAR &= L8
@ Sniffing @ Fabricate 59. SET(Secure Electronic Transaction)0il CHst &Y = £X
@ Modify @ Spoofing g2 227
@ Z=JI00l DFAEIIE, BIXSHE, OHOIAZ2AZE, WA OI
52. LinuxOIM AFE X HE M Al AFS XS HIZHS O 2tst I S0l 2ol =2 ACH
22 280 Ne=s 287 @ QEHUANAMS 28 HH OHES PRSI S5 AAH
@ /usr/local @ /etc/password Ol Ct.
@ /etc/shadow @ /usr/password @ OAIXIS 253, dUSEM, CIXNEME S92 J1s0l
QULCH.
53. X8 g 3A0Iet ot =& B2 =58 2F @ XE2HEE= HLIE 0|26 LS35l6HCE.
ol YSE Qo= JIgE2?
@ Reflective XSS (@ Brute—Force Attack 60. AIAEIS] EE SEf & HERZAS & SAENA AT
@ Dictionary Attack @ SQL injection UE SAESS A w&Es RE= did RE=S?
@ Sniffing @ IP Spoofing
54, TtS0A &Ydl=e JI=27? ® Domain Spoofing @ Repudiation
2l HEZIH0A HEE2E BEHM 2 &
i ST Mz SEE 54 T2 S Bl
ot = HAEC=E oflT IFEH S22 & A7
=4
@ SQL injection @ It gzc =A
@ oY 02 25 32 @ =208 o2 2.
55. LISWIAM E%ol= 21 & LNes2 201017
19769 0= AEHHE [HEHY S0 HEEH
dez ENFE o ®HR9F 5 HE 4=
EMNEHEN EMN M S50tEE 510, CF
E HIZTF #HEL =AE EHM SHE ZFEMHM
22 &gl 00 EMFIY A5 AFEoHH
ZE UFTTFIE A5 ASEICL SEHHAML O 1]12]3[4]5]6]7|8]9]10
MIH£2| S ®E 0123 2100k ® 8 o0 e 0
11112 (13|14 |15 (16|17 [18| 19|20
@ Diffie-Hellman @ 3-DES @106l |0 |@ |0
® AES(Rijndael) ® Seed 21122 (23|24 (25|26 |27 (28|29 |30
@B 0| ® |2 |®
56. LinuxOlA nmapE AIE56t FSE S HAE [ 0l=6t= 31132 |33|34[35|36|37 (38|39 |40
ATYES HEAHE? Dol oleale oldld
® nse @ patch 41 | 42 | 43 |44 | 45 | 46 | 47 | 48 | 49 | 50
® update @ hotfix @@ el || |1
51152 |53 |54 |55|56|57|58]|59 |60
57. MRIMEO X0 LA e 2422 @I o0®v®w ®| ®|o®
@ X 2IF &A (Unforgeable): &I HHXILH0| &
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

