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. ; = ol SMB, CIFS S2| Ct2st e A|AEZ X &SHK| 2
| e | NAE 25 2 88 SH2 27 hs8 HEY DA
AEZ 0t XIJSHK Ze=C
1. OIS0HAM %ol A2z Lo A2?
PRI METETTTE 5. 02 = 2L S0z sl 2Ae?

- AL X1
M=cl 2201 S Ao S2A © BHHHE e, OIS0, S8 22T S 23]
= ol 2 25 &a9% = JUES WH =4 AFETE CIEIHIOIA T3 938 2 Z2510f o
HEE ol 0|0 2 QIC}.

- free HEMHE il THI EEFE =HOIE 4 O 22U M Helgae i =X el — 24 HES
oICt - 05 Z20d4Y —» 24t 2 -t e galoz g
E|-I'|'D§'— EI‘I'DE :_|:,||E AEHEF A I:"||:|-| &E|O-| %[:l.

C [lAgo Zot= AAEE @ ADEZD HEIAN EXDE 2HY SAMH, & =2t
ot= L=35 S24S AT SHE UOH AE JhSE B SHMAE AEED U
Ct.
S .
© HOI&(Pagino) =&(Swap) @ 529 2AMH= 95 IR SEX S As I
® ZE!(Routine) @ & 3A(Link) 3} JI%E Jlgdoz WWEGIHLE HE (Kernel) SHUIA X
2ot UCH
2. CI30AN €95l 2EMAZ A2 A2?
— - 6. & = |3XUA MQX} JIH* oIz X 2C0|HEE 0|8

- s HY HHM SEEHH, C/UC++ 2HIE (9] -r|0|'| e HAQY F= BH BHLER SBR A2?
cl&= Eilotd = ZHE 2SHHOICH @ xhost @ xauth

- JIEY AHE Ot HAdle O ke AR 3 DISPLAY &2 B @ TERM =& &=
=8lDakiky ke HME Edl AHHIE SEE
=2 ZZJ8E EE2 T2 HAHM &g 7. Ot& = Oldie mMYS Addl= HHoz g8l A2?
IEZ DN SUCH

- 20074 11EH e SHEE EE R 2 root@ihd:~
ZHH=EM T M ZHT = 4842 File Edit View Search Terminal Help
otERIH., 2ZEFNH. EM AL B B = [root@ihd ~]#
o= & C Al %El{ll J":DI:IEI'I Handset [reot@ihd ~1# 1s -1 script.sh

- = _ -mW-r--r-- 1 root root 21 Feb 18 17:28 script.sh
Aliance, OHAHAM SH EEE 28 HESHD [root@ihd ~]#
oIC} [reot@ihd - 1# I
ot = i H(Ti
@ 'S 20/=(Android) @ EFOIEI(Tizen) @ #sh script.sh @ #. script.sh
5
® 011(MeeGo) @ BiCH(Bada) OS @ #source script.sh @ +#./script.sh
8. U8 3 (&3) 20l S0Z WBSE ane N7 8. (OtIIAIEE SAGN A22CE2 HY & HAYCE =
= Jist ot D 8tCh. CIS & GRUB £E StHIM I 2 =
19914 63 FS5FY ZIHE AENE ( @ ) 24| A2 ogre 2129
A AD| 2iEEt TE FAHI Ch2dF A2 &
- B MG 2E AL ==Y AS Q@ 'a'J £2 = o ol 1" U

? E -?-EI- EEP—I‘EE I:" @ :I E{E} %FEEI-?AEI-' @ [ || L= = 0} |:|O“ ||bu oled

(@) 2= AR 2ZEYHE OrS [HSE A @ "c'3 t; - u: Z|01| e ::;

Ealt { © ) 2(=) AE =ZEF 0 Ot @ "c'3 i; N :H Zl()ﬂ . TTola

EH AZEYHHME AHE JHSEICH TE T S T oshde =a

. . . . 9. &M EOIZ0A OlXl & AH O2(httpd)2 & &3 H
® O GPL, ©:LGPL @ @ :LGPL, ©: GPL 5 oz mH e 7
® @ :GPL, O :MPL @ @ : MPL, © : GPL = .
@ /etc/rc.d/init.d/httpd start ® chkconfig httpd on
4. [I2 = 2|=A0 Ex0oz s@l 242? ® service httpd start @ /etc/init.d/httpd start
@ 2lsAE= 0lH Y (Ethernet), SLIP, PPP S9 C+Y é U E - - _ - o
93 s@=S X2otl TCP/IP, IPX S| HES3 Zae | 10. OS 3 ( 25 ) il S0i2 IRHEA UHES= g9
=25 X ASCt. A2?
@ 2l=As G2 SYAMO HIoh 0144, 2ZS S0l § ¥ Is
HLIXIGH S3 SIEANHUH X0 HED RE EHSA
N =EBHTE eECh At Bt c.t
@ clsA= AU, JIEE, PCES Ust SHOZ AISE _—
2 9D, 00 M2 CHYst BHE 0| =MHotl, 82 #1s CHT )t
H R HEO| =THEHC. atut bt oot
clsA= Windows FAT32, NTFS, WERI3 I AIAE
® ® [ac] @ [labc]
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. OE 8 LUMS 79 2400 e U422 292 A2
2 |

® [a-c] @ [a~c]
. 8 = RAID-60l Chet d¥oz 22 A2?

@ =N 304 Ol&9 ClAZ=Z P2AolioF SHCt.

@ 229 UA3 2RI £MotH HIOIHE 238 £+ g
Ct.

©® 200GB GtECIA3 8IHE RAID-62 FAHE AL Ii=
22t2 1.2T80ILCt.

@ Ct=8t 2dNeISO2 Ml =% W20, dIoIE o
st M2IE T =L

EMY g (Journaling) JI&CISACZERIAL?

@ CIOIEIE CA30 M| &ol €529 20 HIOIEE
=H == J1=0IC0.

O HE2 JI=0| 8% MYAIAES ext2, ext3, JFS,
ReiserFS S0| ULCH.

Q MIAZBZ 2HIL AIAE 2= 22 AEN =3I I}
=0otCh.

@ fsckz 236t A7 20 501 20, 2329 otdd
& FHO{LICH.

@ VG(Volume Group) : LVII 20 A MATE oFLES
g0

@ PE(Physical Extent) : &Kl ClA3N S2el¥eZ 2SS
THEIA, /dev/sdbl, /dev/sdc1S0l Ol0 ol &

@ PV(Physical Volume) : Physical ExtentOl A LF=0{ Al

Eote 438 =58 22 449, 8 1PVIt AMBE A
s

@ LV(Logical Volume) : VGOIA AIEXIDF 25 ot3 &
g0l HEAHX = 2 22lF UAINM SESHH
AtEStE OHEIA

. th8 = #(Shella EFo=z goe2 A2?

@ bash(BiAl&)= TAB J1E 0IE&t IS4 Jls2 W3
SHCF.

@ ABXtel 200 & H2E= /etc/passwd IHEl 621
co Jl=gof ULk

@ ksh(2 &9 A2 olAE2 2I1AE B HAEE HH
=2 2/0tell HEI|E MEoIH s = QULCH

@ 2I=AMMNE sh(2 A)E JI222 bash(BHAIL) S
csh(C &) Aol HEHOH 2atsh ksh(2 )2 EECZ
St QUCH

Jtsottt
16. OIS ( 25 ) 20l E0Z HE2=Z a2 A2?
olt2] C Edi2 2 HHE =22 20EM MED

Or~33grS 255,255,2551928 EEEI5CH 01 &

ZH ME5= MEUHES IS M= ( @ M0ICH

& OIS W20 TIE2 *5‘:“?3._ CHH EF W2 M
(

HHEZIE ME ISt P 4 M= (@)
QICH
® a2 0125 ® a2 © 126
® O 4, © 61 @ O 4, © 62
17. O2 230 HE6l=s LAN 4 ZHAlOZ 0t 2429
Zt HES® 2 ZHI7F Hed WY 2IHB0AE 2
o &EZe W3Agis geMOICH X HIE0l S
E= THHE LANE 2 EY 20 212HE DIE
oA LaNDF LaNS dEabHLE sEgs g
M =2 AEETICH & 248 AT OE A28
9] FER| B S3E 4 Sis 20 EMSHH
HME|E0] =0
1 Jelg=d @ 2
@ HAE @ AEHE
18. TI2 = IPv4 =4 HMAH 2 HIwaiA IPve =4 HAHO CHst
ggo=z sal 2e?
FA TA 22t0] 32HIENA 64HIEZ EZ SHAM H
o 250 I F=AZE ME8HCH.
@ IPv6 SAEE UWERIN Bss6ts =240 As=o2
HERD =AE sdg=(},
@ IPv4 SIS HIREH0 Il REDJb ch2=35l6t0 85 &
ES 52 £ UL
@ SE2 Mo Jlsg Xgsl=s BEQ E2 oIS =¥
WA DEZE2 MHIAEZ XIS
19. OIS 20| iEZs6t=s 0S| 7 HELCRE U2 2127
=8 Z=z_]d P EAMES BZTH REF 2R
EJEE SAEkE MHIAE HSTHE Ed 4O
Ho #g =M @ S289 RXE MS5HH Qo
BH A& EH 2B 2rdd AW HASTEHLE

HOIEE =S4 =+ SU0H
~ root@ihd:~ © HESAI A= @ 85 A=
File Edit View Search Terminal Help O H& AHS @ =& AB
[root@ihd ~]#
[rocigihd ~]# find ¢ -Type T 2s/dev/null > dir.txt & 20. I2 = &3 |IP TAE E0I5= YO a2 e
[1] 7353 . T
[root@ihd ~1# @® ip show @ ip list
Erooteikd ~1# | ® ip addr show @ ip show addr
O = #1S5(Job Number)e 73530ICH.
@ g ol PIDEEBE 2 4 9ih | 205 ¢ cl=2 A28 a&dl |
@ oY XS ZTYIOetRER HAGIHH # fg %7353 21. OIS & 2802 €90z S& A2?
gygoz 8d Jisoltlh. : o =0|5 5=
@ fdisk : CIA3 HIEIE S &0lot] &ols HEN
@ olle ol 48 AE(Running)E jobsEE 22 &0I0|
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22,

23.

24,

25.

26.

27.

@ mkfs @ DILAAEIS MHG= HY
® mount : & OIREES &0l5tn &Y =
O cject : CO/DVDEXISNI2ELMNAET=ZE
ct
Dxl-
- umask gH2 0007 O|CH
- Iz OEHECM M=

1o 0io

=|
HEE

=) mOlM0ICk

Cleteel: rw-—rw——--

ClaE el: rwxrwx——-

TWXTWX ==,
D IWeTwe——=,

Corwxrwx———, CI2Eel: rwxrwx——-

we pe pe e

Crw-rw————, CI&Hel: rw-rw————

SEf0INS BE 2222

Ol-Dl-xl

E top 8O &€ A
=R

P ZZMAC RSS gtz HZEEH

PO @F AA T2 AN HOIEY HIHEZE

DT AM2d.

HEE AMAHEHAM #
=Lk

- 22 E 0|21l MakefileS

AT

@ g= 20

@ configure

@ make install
@ make

Ct8 = /etc/group WG St L8 &Yooz a2 A
27

# cat fetc/group | grep ihduser’
ihduser: 500 katuser,userl

=20

@ user! AFEXtSl = 1E ihduser0lCH

@ ihduser AF2Xt= Kkaituser, user! S0l ol QUCH
® user! 1152 GID 20l 5000ICt.

@ kaituser ALE2Xt= ihduser &0 Ex 0822 Xl

UL
O & =20 %= IYR A2 A2?
I HE0l 225l 22 =2E HES 2
22 HEZS 227 S0 2= IH20ICH

@ /proc/interrupts
® /proc/uptime

® /proc/cmdline
® /proc/meminfo

Ct

oo

5 Y0 AIYEQ HYOE UL A7

e x H

28.

29.

31.

# while true
» do

» echo ”
» ps -eff | awk '$2 == "Z" {print $2}
» sleep 10

» done

© ®I2C2 SHEC THA 5 A8 T AT
S A MEIS Z2HAE FAots O

O Yol Z=HU2L
Ob BI2cIE XXlotl] A= &Eie
ZH0ICH

@ QEHEEN 28 sleep AHZ EF OIHEDI} ELIIE
JiCtels ZZ2NAE BHots ZHEO0IOH

@ CIA3 1/O0l SJSHtHDIGHD U= AEHS Z2HASE &
gote FE0ICHL

il

0

i

x

[>
[El HU

A2

—

ro
ro

O 3 (Zs) 2l 02 280z g5
HHO0 SH2 ZEH UX fCH)

[root@wwew ~1% { ZHE )
kaituser ihduser root root userd

@ w

@ users

Os (25 ) o0l S0Z 02 &2 2oz 2U2 A
=y
—

% echo $HOME
JhomesAhduser
% pwd
Jetc
% su ihduser
Pasgword
% pwd
(2T )
@ /home/ihduser ® /etc
@/ @ ~/etc
. OIS 8 8493dl= 982 292 A=2?
- MEF 23 MY Setc/aroup. fetc/gshadow EE
- 2 B2 EE M EAM
- 18 &5 FE M
- S&FF O8NS A
- SFF G0 HE 2M
- 18 HHTF 22lA A
™ pwconv @ grpconv
® orpck @ pwck
02 & €92 aAX560H AT =Y =N=Z o2 A2?
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S M2 F21E 0238 &Y EX
Q@ LLFEI*’.E =E 3 45

©otE 023 2AY HF
]

aICk

32. &2 & =20 H=

o
o
3
5
o
nx
Jal
0
H
K
==
r
pas
ro
D

32 E& footsindackup,sh OICFH
# crontab 2EMHE 0125t OIOIE

® 01136912 * /root/bin/backup.sh
@ * 3,6,9,12 1 1 0 /root/bin/backup.sh
@ 3,6,9,12 * 1 1 0 /root/bin/backup.sh
@ 0 1 3,6,9,12 1 * /root/bin/backup.sh

33. Lg & (&5 ) 2ol S0z &Y

- OS2 fdisk FEHIY SHIAUZ 220ICH
Command action
a toggle a bootable flag
b edit bsd disklabel
¢ toggle the dos compatibility flag
{ &% ) delete a patition
g create a new empty GPT partition table
G create an IRIX (5G1) partition table
| list known partition types
m print this menu

oz ¢ A2?

0 d
®n

@ w
@ t

34. U4S

S (Z3) 20l SOZ FFO 222 Stt
c’?( )

, vsftopd= m3|Xl OISO0ICH

Croot@wwwe ~1# [ ZE )

5.5....T ¢ fetc/vsftpd Atpusers

5.5....T ¢ fetcfvsftpd fuser_list

c fetc/vsftpd/vsftpd _conf_migrate, sh

-V vsftpd
—qi vsftpd

@ rpm —qf vsftpd
@ rpm —qc vsftpd

35.

teE =
27 (¢,

xHE
sendmail2 W3I|X OIE0ICt.)

- yurn-utils TNZLA 2HH &
- WZINE xatA

zhzl 2= HOICH
o0 O2EE g £ SICH

@ yumdownload sendmail
@ yumlocalinstall sendmail

36. LIS & (25 ) o0l S0{2 SEH2Z 2xe A2

-~

ol
ot

HEoHs yum B0 FACE FYS A

® yumdownloader sendmail
@ yumdowngrade sendmail

37.

38.

39.

40.

d=z HEHMZ rpm ZEMHE -of S8 ME
oM AIET D20l £3F 2R 028 88Y «

ALk
OHIZE HZ2HM= dpkg 22  EE )
AMETHH E= JIS§ ' + S

® -P sS4 @ -L sd
® -S4 @ - 34
08 5 (23 ) oH0ll S0 2= A0 tar B =
& Xgo2 8 A7
- DM EEA gz (@B
- IOFZ EERAL 2 (@) (@)
- OHY =EEL w2 (@)@
- OFY =RERAE bz2 (@i (@)
® @ gzip, © z ® © compress, @ k
® ©xz, &®J @ X bzip2, © |
CIS = root AFEXI0I OiSH B o2 S8l H2?

® #HSM(Super Usenetl &
@ UID2t0l 00ICH.

@ su HEUHEOISoIHUSAIE N2 M EE 4L

@ /etc/hosts T MAISXIOICHEHD |2 2= M SHCE,

SeCh

CE S EE00l et 4”2 ZE 22 A2?

# agrouprnod -n ihdgrp kasitarp

@ kaitgrp AF2XE =16t ihdgrp &0 Hot== &t
Ct.

@ ihdgrp 82 42 22X A8 HASH.
@ kaitgrp 1E2 OIS i HES
@ kaitgrp A8 =

G & 880 2= (25 ) o0l S0Z chmod Y380
O QTSR AL A2?

WEE &N gtE & HJH 2HgiH ZHE ol 2
o EEE0 O AU OEHAZE FH0

% id -un

ihdugzer

% rm -f filel

tm: cannot remove filel ' Permigssion denied
tls -Id

dr-wr-wr-x ¢ ihduser ihduser 19 Feb 20 12:07 .
%l -1 filel

-rw-rw-r-- 1 ihduser ihduser 0 Feb 20 12:07
file

$ chmod ( 2% )

$ rm —f filel

%
@ g+x @ u=rw-
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® 775 @ 551 ® @ sane, © xsane @® O xsane, © sane

41, SEHE Y8 ZE( HZ}US I 448EH= X MILHO | 48. U8 S HYE AMAS S0 &0l 28 =SLS &0l
2 gge g7 Sl 2oz yge ne?
@ /dev/sp0 @ /dev/sg0
® /dev/Ip0O @ /dev/sr0 P .
DpEF) WRE =TIV R
[root@wew Linux-4.15.17# pwd
e = _ = Jusr/fsre/kernols/Linux-4. 15.1
42. g = /etC/DaSSWd Mg 200 E=oti) € M ( 235 Lroot@ww Tinux-4.15.11%
Cleaning targets:
) OI_ 0” EO'I DE" |:c):>' Ec’;‘9§ OE"gc"g 3\"87 clean - Remove sost generated Tiles but keep the config and
enough build support to build external modules
mrproper - Remove all generated files + config + various backup files
# |: I_él-i :| -n 2 l.""Et':..""DaSS"."‘."d distclean - mrproper + remove editor backup and patch files
Configuration targets:
config - Update current config utilising a line-oriented progras
o |p @ |p|’ ncenfig - Update current config utilising a ncurses menu based
: program 4 i
@ | @ | c menucont ig = Update current config utilising a meno based program
pa p xconfig - Update current config utilising a 0t based front-end
geonfig - Update current config utilising a GTK+ based front-end
oldeonfig - Update current config utilising a provided .config as base
= Llocalsodeonfig - Update current config disabling sodules not Loaded
43. U8 & HE MY SHUA JHE DXl A8t= H Localyesconfiy - Update current config converting local nods to core
= OE orate He9 silentoldeonfig - Same as oldeonfig, but quietly, additionally update deps
S — Xt AT defconfig - Mew config with default from ARCH supplied defconfig
. savedefconfig - Save current config as ./defconfig (minimal config)
o make |r]Sta|| @ make bzlmage allnocenfig - Mew config where all ﬁ'pt:liuns are answered with no
allyesconfig = Mew config where all options are accepied with yes
® make mrproper @ make menuconfig
@ ./configure ——help @ ./make —-help
44. OFS 20l SHEsls Yoz e A2 © make --help @ make help

49. 'uname -r' YO ZWIl 2.6.32-696.el6.i6860IC. LIS

= reak@www - = —

T T —— . s 25 29 JgELES JISE W FZE g2 A2?
[root@www =& L .

86:86.8 Host bridge: Intel Corporation 448FX - BI441FY PMC [Natoma] (rev 82) @ /etc/modprobe.d/2.6.32—696.e|6.|686/modu|es.dep
08:61.0 154 bridge: Intel Corporation B2371SB PIIX3 ISA [Natoma/Triton IT] X

0:01.1 IDE interface: Intel Corporation 823714B/EB/MB PIIX4 IDE (rew 81} @ /Jusr/src/kernels/2.6.32-696.el6.i686/modules.dep
00:92.0 VGA compatible controller: InnoTek Systemberatumg GmbH VirtualBox Graphi|

cs Adapter H _ H

00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet Controlll @ /“b/mOdU|eS/2632 696'e|6'|686/mOdU|eS-dep

er (rev 82) .

0 :84.0 System peripheral: InmoTek Systemberatung GmbH VirtualBox Guest Service @ /usr/local/srC/Z.6.82—696.e|6.|686/modu|es.dep

98:65.0 Multimedia audio controller: Intel Corporation B82BOLAA AC'97 Audio Contr|
oller [rev 81)
B0:06.8 USE controller: Apple Inc. Keylargo/Intrepid USB

90:07.0 Bridge: Intel Corporation B237LAB/EB/MB PLIN4 ACPI (rev 88) 50. CI& &30l HEole HHEOZ U2 H2?
gslgirﬂ{i:'g ::::1]'0}.::::&?;!:1. Corporation 82B41HM/HEM (ICHSM/ICHBH-E)} SATA Eun't:
[rootEan - 1 |:|_||:|5[|-||JH HEZs= EElE-l HE l:nE1|:|.|._EI_
=0 FFH= Axi®F A O]
@ Isblk @ |SCgrOUD \:l-—l = _I_Ec-HE - MEl'.
_ Ipc Ipinfo
45. 8 oSS 1ID16+EA-I AENUS DES 20| HHGH @ lp @ lp
DEmM((ZS) 2l S SEC=ZE U2 2127 ® Ipstat @ Ipadmin
# modprobe { EF ) ipGtable_filter 51. Ct8 = rsync B0l 2Ast &HOZ Sl 2427
_ _ ® UEYIZ ¢S AAX S DUSS SIIststs R
© -a @ -d 2IEl0ICL,
® e Q- @ sshlt rshE 0125t M= JHs5tD rootA B0l ZQ
SiCt.
46. 22 AAEN =EY HZE CUPS ZelHE & SN E o = e L ors ~
~ — =C= b Ast Js= HMB&t
OISHA S5 B O OS (25 ) o0l S0i2 ZE ® reodl HlgH xelS ciLt Lhger JISS HsEn
MESE 2YS Ne? @ 22 ALY W AU EOE HH &F 20l ARl
JtsotCt.

httpAAocahost: ZF )

52. /2 = dd ¥ ™ B d3Oo2 Yo 29
0 631 &) 2654 ; m:H olLt Eﬂmla u;oli BHOISH ([ AFRBHC}
® 5900 @ 8080 - == ==
@ %2 29 OIoIE =0l Holl tar=2CH WH2CH.
47. S (25 ) 00l SOZ WEoE Lo AHE? ® ClEEe S22 GOoIEHES AME IH AFZEHCE.
- @ ANBNE 01Z5tD B2S HOE O AFREH}.
cls~ HRLIEIHME MZE FIEE &E Bt -
OIHE METH #lal 3“5'“]1" (@I MEH 53. SSH(Secure Shell)o| &o=2 S@l AH2?
Sl 2O~ 2 S22 Qg HM=E ( © B @ A= AHscp)2 KB
AETLE @ otEBEH MYUNS(sftp)2 XIRBHCH
(3]

O @ ALSA, © OSS/Free @ Q) OSS/Free, © ALSA

b
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@ rshX@ 82 45 XsCh @ maillilAl Zasts 2E HAIKIE info =01 Ottl 248t
/var/log/maillog0il J|=8tC}.
54. T8 d%ol= WEH o2 2127 @ 2E facilitydt &Mole HAIX & info =& HIAIXIC
— - — JI25t=0 cron2d DIAIXIE M QST
=1 JEY A 2lsA =72 syslogE HHGEH
M &#=5 HE 2= W3AE ZE A4 E JE. _
TCP Z2ES X2, S5 TS, HOIEHOIA | 3}S : UERI % Ml 88
27 2 AE St 2= OEE JIS§ AT 61. CIS0A HUsts LHEOR2 oS 2H29
@ asyslog @ rsyslog e HME 2=21H A 22 EE " o Sl T
® msyslog @ vsyslog & M2 CPU AFEEE EAE CPU MEE B8
BLIHEE 4 2= GUl /g2 =320|0H
55. Lt & PAM(Pluggable Authentication Modules)2l T4
S50 A0l o 22 A2? @ virsh @ xm
D account : MHOIS 22 UE o522 Soll AIBXE ® virt—-manager @ virt-top
T SHCL
@ auth : AFEXDF 1S9 olsetEE HAHGH| fst ¢ 62. & AIOIEN % o= & ¥2 3K LRI LML C
2 M3sttt S & 00 olgdt= HTTP AH 2E HEE oAU 2A2?
© session @ A2 21EEH)| ME0fl oHOF & 212 LIEt ™ 400 ® 403
O @ 404 @ 408
@ required @ AF2XDJI HE MHIAN E20 =2 =X
FE SASU 63. (IS = LDAP 240l U8t 4oz o2 A2
CRH(3IA = AHOl 22X 0|
56. 018 & JIE 220l AARIOl WREE 28 U0 & s (BIAD 018 @ o AR
25l o [ YUS ¥H2? @ dc: E2Y FA(KHYH) @ ¢ F(R2Uete ) 018
last —1 reboot @ last =L 1 reboot _ _ _
° 64. NISANHHE R43dtei] St TS = NISOHIA AFEE T
® lastb -1 reboot @ lastb -L 1 reboot oIS THEY AUE H2HE=E S=2510 Qs Ie2 g
2 A2?
57. & 3 sudoll 23 & &HYHO0| ot H=27? ©) Jetc/yp.conf @ /etc/networks
® )E\Xll%ifrfggf?o%i 1S 0l root ALEX @SS JHE @ /etc/ypserv.conf @ /etc/sysconfig/network
@ visudo= SILFMLS HIEY M AMEsts HE0IC 65. C}= = AHi(samba)0ll [HE HY¥oz sal He?
® ﬁ%%ﬁ%gf sudo HHO0I" SEHZ JHSHH root A @ &HHs GPLOIES KR AT E010ICH
T @ dHls 2lsA9 222 (e L IY SRAI A
@ FHBLEFHUL2 /etc/sudo OICH. =g
SE .
- o 1o ® &Hl=E 32 dI2S AlgSoted 2 2 E2 smbd,
58. Cig A0 s A2? nmbd. bmbd O|Ck.
MAED 2EZ [ S8C9E 237 J25E @ &ibtel 2 &% MYl smb.conf MY Global
_ ; ing 2 initionsel Yoo =g
D92 HE HY 2HE HAT 2I8+0 5t Settingdt Share Definitionse ¥z R EECH
@ /var/log/secure ® /var/log/dmesg 66. CIS0A 2Hol=s A]ECIRXAZE L2 227
® /var/log/lastlog @ /var/log/wtmp - ZE2HMozilla) EH A HEE A8 2ZEJH
59. Ct& 2 30O AUE Y A0 S8l A= d =EeA
' - 2E2 g5 A, Mac 05 X, StEZOIEHME A
@® last : /var/log/tmp @ lastb : /var/log/btmp 23 A o}
@ lastlog : /var/log/lastlog @ dmesg : /var/log/dmesg N R(GeoKo) HOIDIS HIAS ASSHC
60. CISEZ & LTINS U Z ERIZR? @ QM 2HOpera) @ 3=(Chrome)
authpriv, = vardog/secure _
e fvar/log/ 67. IS = PHP 5.301& HIE0IA T2 &4 Al ABES
mail, =:mail '=info Avardog maillog 02 oate He?
UUCP.News, crit Mvardog/news @ <php ~ > @ <lphp ~ 1>
M el&s 2 21EZ /var/log/secure®l J|=8tC}. ® <?php ~ 7> @ <xphp ~ >
@ uucp & newsOllA ZM5H= crit =& 0la HIAIXIE . )
Jvar/log/newsOil 7| = stCh. 68. Ct= & smbclientd 2 S 0I2dl &tHH(Samba) AHS B3R
ClelEe] 28 E0ldle SEHSzE LURS 227
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0 -L @ -M
@ -N @ -U 77. TS0 %ol T2)o2 o2 AH29?
o = ol e o mAL o om = tcpdels O =201 SHO=2 inetdl 2IGHH |
69. gaﬁgrima MNH & (MTA)E L85l T2 O2 E E MH' —| E% I‘"D‘l ﬁ"EE ﬁl_E EEJE.:.H
O kmail @ gmail @ Proxy @ Squid
@ postfix @ sendmail ® Xinetd @ TCP Wrapper
70. CtE & /etc/aliasese FEE 4 =0 2&H DB FLE 78. IS = (23 ) ol SO0Z LSz JI1FE Lo AHE2?

71.

72.

73.

74.

75.

76.

AOIOIE &l= 9
® mailg -Ac
® sendmail —bp

goz ga2 A2?
® sendmail —bi
@ sendmail —bp —-0Q

Ct2 = DNSZE4E= 8t named.confllol 8O Z £l

A2?

O FH2 SUAHZUA AFSole "#" Q20 AIZ2E
UCH

® include XIAIXIE &5

4= ATH

@ named.conflt2 0l A2 AN 21 RRoz 24
S0 UCH

@ 2 P22 =235 }I'2 SHMND BY e HoI=Es

'S ALEetth

CtS = DNS(Domain Name Server)AIHOIA Zone WY
HOIE {8 SOAHIRE gs50=2 £l H2?
@ Serial_number @ Retry_number

@ Expire_number @ Maxinum_number

CtS = 2IHA Z=(Reverse zone) M MASH AT E
TC Eoz a2 2i2?

@ A @ NS

@ CNAME O PTR

OGS0A &st= Ot
HAE Z2HH =BHAM 852 =8 2
2100 ZHEEEH S2IE2 R0 A E
2 0I20] HFSTHCH

@ HILAS @)
@ SAE JIBt Jtatst @

gHotat st
otOl cll® &0 Jtetzt

_,_

OSoHA £Hols Jtatste J1s2 232 A27

- 19900 HZECIA HEuHAM AZEZIH O
|:|-|._R| EEAJ\DH:I.

- otOIHHIA 2192 Jretgt 2120/0, dsa@
OF OHLIZH ¥ 5. Solaris S5 AHELL

- Hlbctet ERA dbeet 2RA S HE AT

= =

@ Xen
® VirtualBox

@ KWM
@ Docker

8 & UES3 JIgte ols &3 MBIAZ Sgl A2?
@ NIS ® SSL
@ LDAP @ Active Directory

79.

80.

81.

82.

83.

[root@ihd ~1# cat ({ 2= )

# Unix_name = SWB_namel SMB_name? ..
root = administrator admin

nobody = guest pcguest smbguest

M /etc/samba/user @ /etc/samba/users

@ /etc/samba/smbuser @ /etc/samba/smbusers

FTPAHH 24 = /etc/hosts.allow?t /etc/hosts.deny o
£ 0|28 ¥2HNUE &doteil &Lt OS
vsftpd.confIFL 0l %= *51010F5*°*EO§°“:‘*°318?

@ tcp_wrappers
® session_support

@ userlist_enable
@ pam_service_name

Oleiet 20l 2%

NFS AH &3 S

- 92 2 AT ISHIEE 43

- NFS ECH0|HEHM HI2GIE root AFEAE
SASHA &0, root2 2IF

CI2E2IE &30t & O3S &
HoZ Y2 A2?

- HOE SHEH &l HI=E2E Mo
@ rw, root_squash, secure
@ rw, root_squash, anonuid
® rw, no_root_squash, async
@ rw, no_root_squash, no_subtree_check
CIS2 sendmail? i3zg €302 SJ6t= WUHOILCH
(23 )oHl S0HZ W8Sz U2 227
Fmd @iy (®)

©® @ /etc/mail/sendmail.mc ® /etc/mail/sendmail.cf
@ @ /etc/mail/sendmail.cf ® /etc/mail/sendmail.mc
® @ /etc/mail/sendmail.m4 ® /etc/mail/sendmail.cf
@ @ /etc/mail/sendmail.cf ® /etc/mail/sendmail.m4

ts s (25 )2l

[root@ihd ~14 cat { Z& )

cen@linux com ihduser!
ceo@windows com ihduser?

@ihd, or kr admin@ihd, or, kr

S0 Ulige=

@e2 A2

@ /etc/aliases @ /etc/mail/access

® /etc/mail/virtusertable @ /etc/mail/local-host-names

o 20l HeAHZE E20ts SAEL WS MO
o BCH 30 st €32z S8 A2?

m
&

b
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84.

85.

86.

87.

88.

From:spam®@spam,com REJECT
From:spam®cyberspam, com DISCARD
Connect:10,10.0,109 DISCARD
Connect:192,168.0.82 Ok,
TCrihd, or kr RELAY

@ 2= At0lihd.or.kr SOOIt HISHEE!HCH.
@ 192.168.0.822 H&6t=22I0IHdE=MHL S5t

@ B4 A0l spam@spam.com 0lH HLES A
HE HAXE BHCE

@ =2 A0l spam@cyberspam.com 0|8 HLS HE
StD HE HAIXIZE 2UHCH

Qal
=2

.

o

tCE.

45t

A

tatstel J1sol ois &
(sharing) : Ct=9| &2 Jf
CIE KD HZD N UHL Jt2ld

[m]
alo
10 01>|

S)

TH0 =

(Aggregation) : A X ¢t
IH\-IDF MNEdte 20 22 =22 6t ol
dl0l & (Emulation) : 2
FXI 2 QUXICH Dpad
OIXl 488H & HZCJ AHg It
nsulation) :
= AFZ XA Ot 9&
&

oI UHAS0l WHE += UAES =Lt

@

=10

®

SRy 1 == ] FD 3 1o oy

JA 00 e 1o =2

Os (& )20 So2 WEez g2 A2?

squid.conf WEHAM { = ) =5E UISilM
B2 HHE & 4 ZULCH

{ &2F )& 0S5l EE IPF4-,
CH2 S8 g& EHE }'{IE“JEF.

HEHZ H=.

® suid
@ proxy

#  &Z 1ihd orkr Aarnamedsdhd zone

@ named-check @ named-checkzone

® named-checkconf @ named-check-config

xinetdOl Al MM dl= 2
st sttt Os = (
AH2?

& 29 20 W+E 5022 X
ZS )l S0 Ugez oot

ro 02

# v fetcdinetd, conf
(EF )=Hh0

@ instance @ instances

@ per_source @ per_sources

DHCPAHE Z4dll SAH0AHEN 192.168.0.2 2
192.168.0.2547tXl IPE EHotd 1) &L OS &
dhcpd.conf M0 £3%s SH2ZE 2E2 A2?

@ range 192.168.0.2 192.168.0.254;
@ range 192.168.0.2-192.148.0.254;

E

89.

90.

91.

92.

93.

94.

® range 192.168.0.2, 192.168.0.254;
@ range 192.168.0.2~192.168.0.254;

C2 = VNCHHOIA atiad
27

TE PFSE DYz gee 2

@ /etc/vnc.conf /etc/vncservers

e ®

@ /etc/sysconfig/vnc.conf /etc/sysconfig/vncservers

Ct8 = NTPOI Cist o=z S8 A=2?

M NTPE HEEZ A2E SII5 otell MREHE Z2&8
20|CH

@ NTPMHE OIZdHA AlZE SDIs & [ AIE8ots ¥
A 0= ntpdateOl Ch

8 NTPA—IHi_ ol )4| OZ RHTEM, 2 HES LIEHU

@ NTPANHE SZot)| flolMd= 883 &8 ool
/etc/ntp.conf LHOIAM SE2& 4= ULCH

OHILIXl 2 Ol AR Al Olchet 22 QT MR O
S £ 0l 2XME HEd| I 83%= MYz It g
2 A2?

[root@www ~14 Ausrdocal/apachedinsapachect] start
Httpd: apr_sockaddr_info_get{ ) failed for wwww

Httpd: Could not reliably determine the server's fully
gualified domain name, using 127.0.0,1 for Server MName

©® /etc/hosts
® httpd—default.conf

@ /etc/netconfig
@ httpd-userdir.conf

CHSS DNSAH zone IHel 2SOICH ( S )etol S0
2 8oz 2w 2ue?

I (&&F 3 nsihd orkr
It k10 rnail, ihd, or, kr
wanee (N A 192, 168,12,109
® A A NS
@ MX @ CNAME
CS2 442 LS 0|E8 Apache Xl & 2t BE2
X RE2 XNFGIH &Xlot=e 3tH LL0ICH (23 )ot
o E01Z UEo=z2 AA2 A2?

# . fconfigure - -prefix= Austdocalfapache { ZE )=all

1 —--nodeps @ —-with—apxs2

® --enable-mods-shared @ --with—config-file—path

ClS2 & Samba)UlA 25 A <2l(Share Definitions) &
SO0ICH €3 AdE HYo=z g8 227

[ ]

comment = www share

path = Ashare
valid users = thduser! ihduser?
writable = yes

@

0H

S C#EHels /share2 & & &L

&
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O NSO O MM, AH HEE2 2 % gl
@ AZ20A E2E ol 2 0152 www OICH
@ g Cagelol @22 Ar&X ihduser! It ihduser2gt
Jb=36tCit,
95. OIIXl AA @IY0| FMXNOZ REE HAY=X HSH
e B O8 & (28 ) 2l S0 UISez g
2 2A2?
# { =T ) httpd-2.2.29.tar,bz?
@ md5 ® md5sum
® md>b5hash @ mdb5source
96. OI2 = ssh ZEE S0{2= ZAS UJ| Al M2 Its
& Hot 32 £l 2A42?
@ iptables ® Tripwire
@ fail2ban @ TCP wrapper
97. U8 &Yl sl ol RESZ JIE LS A2?
MAZES 1AL HOEHE YEsEHH AFSE
SEE O =0 =HE E40le 2E Z=1#
OCH %2 S 2EAEEAY 0 2H322 LDl
2 HIEZ AETIFLCH
@ DoS @ A&
® E=z0/=20t OR=L1EES
98. Lig =& 8= &&= st TO S(Type of Service) && 1}
20| 3! CIOIEE BAHdle E R2l8 HEdles
iptablesQl EIOIEZ 232 318?
@ filter @ nat
® mangle @ raw
99. U8 & UNHX A T2 R8o 2ACRZ U2 227
@ Crypolocker @ Stacheldraht
@ Trinoo @ TFN 1121345671829 10
@00 ®| 0| le| Ol @] ®
100. C+& &9H0l HLSH= DoS 8 JIBHCeZE L2 H2? 11112113114 1516171819 | 20
= @060 ®
e A A o| =k
_“M P = lH” P T*E 72 21 |22]23]24]25]26|27]28]29] 30
il 149 NAEH TSEC, 0f [ S2ERA 313233 34]35]36]37 38|39 40
EE M [H4T AIiE.:*IE [CMP Echo Reply B lolololoele ele| e e
WIS SJA0F 0K =8 &2 MH = 8 &5t 41 |42 |43 |44 |45 |46 |47 | 48|49 | 50
H ZIHAM 2515 2rat A 2ICH OO @ ®| 0Ol 6| 3| @
51|52 |53|54|55|56|57|58|59| 60
@ Smurf Attack @ Ping of Death B Ol el e d G
@ Teardrop Attack @ Land Attack 61|62 |63|64|65|66|67|68|69| 70
® @ e’ e | @
7117217374 |75|76|7778|79| 80
OO @O 0O|ele e 0] 3
8182|8384 |85|86|87[88[89| 90
ODIB® @ OO @] ®
91192]193|94|95|96|97(98|99| 100
DB @
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