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7. elsA CEge 2 & AlAE

FAXNZ o2 A=2?

nx
b
]
i
i
n

.08 & 2gMHl 2xo2 S8l 227 @ /bin ® Joon
@® &25 AtZ(efficient use) ® Jopt @ Jetc
@ AHEX #2ld(user convenience)
® Hl2Hd (noninterference) 8. LISOIM H25s 2D 2RE DIY AIAHS 2201717
@ Ost" X el(Interactive Processing) L2 2H CHEE L 222 o5 M
> CI2olN HEEL ATES0lZ oS o9 H SHE SH = EEE_E =eEtes "LHEE
' == sSaE AT E ¢EimballocE METIL 022 22 2
UETE J|ZF S0t IFZ AEY &~ Y F= E HHEE SLTLE O ek 0122 258
2 22E2 HEE =F uHM HH =2 A2 H=al HAFD Eal AHE = estents2t 2 S
M ARETH RlelME HIZE M EsiOetis &2ZE s d2ld 0 752 03 ZHWH ZeErs
AHE FEEHE SBEC 5’515 2EF OHE & A B=Lh
2| HLIZ HEE A IZEIF MSTIA 4L @ ext3 © extd
HH =22 ®=F0] £ 2 =0 ® FAT3? @ NTFS
b Zelnlol{Freeware) 9. ks (23 ) ol S0 Uge=z g9 212?
@ MOS0 (Shareware)
® HIBI 2= E0{(Closed software) & HEHM Z2E Ml SCHITER MEEE
@ SELIZEY 0(Proprietary software) 5 JH EZ2EM0l LA gt R0 Scidl
HE= IPCE DI20HH MHE x5 2-28Hs
3. Ejéog 2t JIDI0A AIEElE clsA 2EHMMZE g8 HOEHCE 01245 % MBI X 20H0|HES] Atg
. Hge mum DEe S6l OZOASH. HAR
b Androio @ LiMo SEDH AFBEIS ( B+ BT
® Bada 0OS @ Mint
4. O3 (23 ) ool S0 HES=Z a2 227 DX A @ xas
® X Holg @ X I2E2
E EI='T;*’“|}IIM M= EEEIEIEI Eil‘f—l.*ﬂ L . 3 )
El:IT?ﬁ—l leEE J_-|_ ': :' ]Hup: | Pﬁl'm é))ﬂ X_,d I|Ax § =13 7&}\|j|__)|_ 9}1‘_ oz OH:\I-O
Ch OIZ12 23, =28 © EEZ22EM =M A=Y
2ls 42 bE HoY =208 =2 aHLHIC @ x-window.org @ x-win.org
@ yum ® apt-get ® x.org @ x-window.com
@ YaST @ rpm 11. OS2 & ADEE Ad Az L2 A2
5. Ot8 = OtAIOt=sAS JHEOl E0sh Jot2 J1gel Z&e # l/binsbash
& 88 R=7 aza=(l 2 3 43
© &I els2 -85 echo “${aaal1+11}"
@ st2UAFEH - &=
® MEZRI0|X HASRA - 0|2 @1 ® 2
@ BIE AZESO - HIEY ® 3 @ ${aaal1+1]}
6. S #Y0l HYoH= RAIDS BR=Z LS AS? f2. & 4 2389 J8 248 Fas A27
- =E MEIE HAUOIE Z=EETE #!/bin/bash
- 30 Ol&9 O3 HH0E 838 aga="15"
- M R0 A = OHE MEM M if [[ ${#aaal » 3 1l:then
BIH EHESHk gaa="expr ${#aza}l + 10"
- WEIEl= &5 JAEoHA F=C0H else
aaa="expr §{#aaal - I
@ RAID-0 @ RAID-1 fi
@ RAID-5 @ RAID-6 echo $aaa
2 NAS JIE2M EXE2HE CBT : www.cbtestpro.kr
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@® 1 @ 12
[ihd@www ~1% route —n
® 15 @ 25 Kernel IP routing table
Cestiration Cateway Genmmeask Hags Metric R Lke lace
13. OI8 (23 ) o)l S0Z W8e=z Loz AH2? 1921681590 0000 MEIEIED U1 0 0 ah
— 16925400  * 25525500 U0 0 0 et
A EZZ2HA=E BEOZZH AN ESSEH UOAM 0000 1921681592 0000 UG 0 0 0 ehd
g0 igf\‘"ﬁjf Z25IH MECE2 =Y E=2SI0} [ihd@www ~1% cat << _EOF_ >> /fetc/sysconfig/network
_ . __ - )
ALt BER2 Z24 A0 S8R =HE A E=2 > EOF
M2 0 =0 2 322 =0, 012 &
EZHAE (@ ) 2D okl 0 E2HAE 2 (@ NOZEROCONF=yes @ NOZEROCONF=no
E=2oH Rlol KIZEN [ © ) HE FN6HH 2 ® ZEROCONF=yes @ ZEROCONF=no
H &3 g = SICH
19. OIS (&5 ) 20l E0{2 ez LU 2127
@ @ pending process © -0 ——
@ & zombie process © -0 - FA4-E ZHOHHD REF EAE= BOOTPMHM
® & pending process © -9 EJ]] BEE HY OH= MAE P =28
) EH, Ol ¢ ) 2 F4E MSEHLL
@ (O zombie process © -9 _
- JIE ctEHE =Ft Mok cERELE E4E
14. 02 5 HI2S Agss YHOR2 Spl 2427 2 228 HOIESE Al () as =42 U
@ /etc/init.d/httpd restart @ /etc/rc.d/init.d/httpd start JP AEEIN SIA = LHHA E= WERZIE
@ service httpd start @ service start httpd =L
15. 1S = 2] ABADG SAGH HE 302 2 A @ 127.0.0.0 ® 169.254.0.0
httpddt XISz AMEEE ot oz a2 2H2? ® 127.0.0.1 @ 0.0.0.0
# service httpd start 20. C+2S nslookup B0 ZH0ICH www.ihd.or.kr SOl Q10]
st HOST IPE =261D| Qo =Holior & M2 22
@ chkconfig httpd on He9
@ checkconf ——level 3 httpd on
® sysconfig start httpd ——level 3 [ihd@www ~1% nslookup www.ihd,or ke
@ daemon start httpd ; connection timed out: trying nest origin
16. C+S = 0S| 7 LAYERO| 6D H2lot ©f Heo(2H < : connection timed out; no servers could be reached
= SO gt e HO2 SHEAKX O SHEOF S
E§ gg J’HEIEIQ*J%BLI DEOﬂIA-IEl ;ﬂ js teop Mg %l @ /etc/resolv.conf @ /etc/dnsmasq.conf
2l €Lct) ® /etc/host.conf @ /etc/hosts
@ HTTP @ FTP
® E-mai @ SNMP | 22 & 2lsA AAE 2
17. CHSOIA 2%5ts X2 01508 IHE LS 21S? 21. LS 3 B 30 Uet I=28 & + A= SB0=2
sgl 22?
Mo HH E =ok= EA 24 F7 @ whoiam @ whoami
- LaN S22 SC2IE 07 FHHH 2RSS
M 0 S2ELZL} =C|H2 2 =HEAAH 22. Ct8 S AI2X ID M4 2 22| 2EE WEez S8
== E¥ aE2?
M /etc/passwd: AIAE KRS 0|2 £ As 290! A
@ Repeater @ Bridge 21 220 &S o2 0lC.
@ Gateway @ Router @ /etc/default/useradd: useradd & Als A, &Xol=s
e A8 ImY0|CH
18. route @O AlsHANI} T2 2SS [ 169.254.0.0/16 @ /etc/shadow: passwd@l HIYH S 222 2535 o0
(H ol 2tRE HIOIES AMMIGA D B0 (2S5 ) o0l S 22loteE I 0ICH.
02 uWges gxe Ae? @ Jetc/default/skel: HE M Al Y CI2E 20 TUS
ANEXHOH DI MZ8tCh.
23. Ot8 & ihd HIE MA Al wheel2 2Xt D822 X&dtL
UIDE 10802 &3&8dle ¥EZ 22 22?
@ useradd —u 1080 ihd -G wheel
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@ useradd ihd -U 1080 -g wheel
@ useradd -U 1080 -G wheel ihd
@ useradd —u 1080 —g wheel ihd

# cat fetc/passwd
root:x:0:0:root/root:/binsash
daermon:x:1:1 daemon: ust/shin: ust/shinologin

24, BT ET LIS HE L OS50 2 HEE sSAl0 &
ol 8 £ Q= HHUHZ o2 A2?
O w @ whoami # cut -f 1.3 -d: fetc/passwd [ grep daemon
® id @ users
@ de @ x
25. CI2 = root AI2XIZ BA Al XS SZHSDIX 8IS @ daemon:1 @ 1:daemon:/usr/sbin:/usr/sbin/nologin
St= gEoz gote 227
@ su ® su - 31. vi HEIIE AIS0l0 W2 =8 = <Ctrl+z> 23|It &g
Of T S=0 & sHo2 MSCQULH OIS = OAl H#H
@ su -u @ su ~u root ag NS f8 POz gwe He?
26. $HOME/.ssh/id_rsa IS private key2M BHEAl S XS @ undo ® redo
Melst 08 & 2RE TUE AIZXUA &D1, M|, A& A ® bg @ fg
SOl S1O10FBt BICEH OIS ¥ & S8l A2?
@ chmod g—IrWX,0—TWx $HOME/Ssh/|d_rsa 32. EI’% = 'C'é!/HtH EIIEEJ QEH% §\|'O‘_|8|-E QEEE jl'jc%l- %
a2 2127
@ chmod go-rwx ~/.ssh/id_rsa
@ pstree aux |grep httpd grep httpd | ps —ef

@ chmod 600 $HOME/.ssh/id_rsa
@ chmod 006 $HOME/.ssh/id_rsa

® ®

® top —ef | grep httpd ps aux | grep httpd
33. OIS = tailfete SO ZEE ZDE ZZHAE HOIM &
M E&ote 280z 232 H2?

du -h --rax-depth=2 @ Kkillall =9 tailf
@ ps aux | grep tailf |awk '{print $1}' | xargs -9 Kkill

27. o

alo

Jaool

o

Yoz I Yy ALY

o
10
E
ue
Ha

® pstree —p | grep tailf |awk '{print $2}' | xargs Kill
-9

@ ps aux | grep tailf |awk '{print $2}' | xargs kill -9

@ 8N CI2E2ZE JI=0Z 6l9 & o

Cl2E{2lofl CHEH DI HI0IE &

@ 8 Cl2E2E J|=02 69 & A 2l
CI2E{2I0fl CHEH 2DI12 ZZ2HI0IE &2 S50,

® SN ClAE2E2 J1=22 519 & A ot iy «
Cl2ME{2lofl CHEF 2JIE HIOIE, ZLR2HI0IE &2 =
Hetlh killall -1 httpd

@ B8 CIAERIE JIZECR 5t9 S CHH otehoel mY L
CIZE2Iof CHEt 2JIE ARO0l 2D He SE(EIE D YANHE AR SHC

&
10
=
o
Ha

Al
=

34. C

alo

80

02
52
ujo

Hel 2tz L&

flo

x=27

un

A2 =S

@ httpd HI22 2X SZ &L
28. (1S = Cl2Ei2) ot 27 IYUS ZEs DE 2AE © httod HIZE 2H SRot.) S WS SHB0
MANEEE OOl BHEQ 8 E¥ols Hygoz ¢o @ httpd HI2S WIOLRE ZZ2NALEHZ M3 SHT
=2 A2?
@ Is -alF @ Is -ali 35. IS & HWIAUREZR &Y S ZZANALE 8T suspend
. AENOI T2 NA SEO| PIDCH F=F0I0 &=8ole 8z
©ONl @ Is —sAil orgte 29
29. CIEERl Lol 2 MY L ClaiE2l 2AE HE 5 Uu @ jobs -1 @ jobs —p
MABHd, |, s SE2 MU '-'2 HAZE=E IHY)E =25 @ pstree —p @ pstree -r
S @goz wye ANeY
@ s —al |grep —v "/\[a—zA—Z]” 36. U8 & &M 220 U= VSftp—222—11e|6l686rDm H
JIXE HXots BZO2 S A7
@ Is -ali |grep —Ev "*[d,l,s]" (HE Sxet = .
@ Is -ali lgrep v "“[d.l.s]" @ dpkg —Uvh vsftp—2.2.2-11.el6.i686.rpm
@ Is —al |farep —v ..A[a’_’zA_Z].. @ rpm -Uvh vsftp-2.2.2-11.¢l6.i686.rpm
® yum install vsftp
30. TS0l MAl= /etc/passwd LS JIFEO2 cut HHS @ dpkg -i vsftp—2.2.2-11.e16.i686.rpm
Al WS [} PR L2 A7
37. Tt8 & &7 yum repositoryE FIto6tI| o aiOF dt=
Mol Cl2E2l2 2ee 2e?
@ Jetc/yum.d/ CI2EHZI0H MZ22 MZEA MY (.repo)S
Z=IJb =, yum clean E&2 &l SHCt.
@ /etc/yum.repo.d/ CIEEHZI0 MZ22 M&EA IH(.repo)
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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2 FJ} &, yum clean all S8 2 &8 SiC.
@ /etc/yum.conf/ CIZEHZIN MZ22 M&EA IHL(.repo)
£ It =, yum refresh all &8 & &sHC).
@ /etc/yum.repos.d/ CISE2I0 MEE HE4 It
(.repo)2 =JI £, yum clean all 38s A8 SHCE
38. Ot2 = yumS Soll telnet MIIXE HMGIH HIZ AXIoH
= Ldez 2oe AH2?
@ yum find telnet 24 =, yum install telnet -y &N
Z Ht2 &
@ yum find telnet 24 =, yum —-Uvh telnet & 012 bt
2 Axl
@ yum search telnet 224 &, yum install telnet -y &%
Hz Hiz &X
@ yum search telnet 2244 =, rpom —-Uvh telnet 2EHZ
HI2 & X
39. UIS = tar2 oLtz SO & I s &osie 3E
oz do2 AU2?
@ tar tgv ihd.tar @ tar vtf ihd.tar
@ tar xvf ihd.tar @ tar cfv ihd.tar
40. U8 = 4=MYS 2= ofMols HHOZ E2l A2
@ zip —d ihd.zip @ tar zxvf ihd.tz
® gzip —d ihd.tz @ gunzip ihd.tz
41. HE AW (Compile)dl Uist 8&Ho=z £l H2?
O HE AAE UR2S56H0 Al=6teE AIAEN 2 XS
Heg pEEs BHHOICL
@ HE B0 N2 sSoll SEQs 822 HAHE = U
Ct.
@ HE FUWLS Soll AA8ol= AMAES HFNHN Hs2
SFA & 4= UL
@ HE WY & 6 HE HES AAE
/usr/src/kernel CI2UE{2I0 CIR2Z E6HCH
42. O (23 ) o0l S0 HEgoz Ao 2H2?
- (@) AHEH EES HUSEALE MAHSs 2
2l
- (@} CAHEH ®HUE 2T EE2. 3V 0O
E IslM ME &Y =, ME EY B =2
= EHHgl= HHE
- (@) HEH 2ERH U= BEE HAHT=
=10
@ @ modprobe © Ismod © rmmod
@ @ insmod © listmod ©® delmod
® @ modprobe © Ismod © delmod
@ @ insmod © Istmod ® rmmod
43. OIS (223 ) ol S0 UEez 292 2127
[root@waww ~1 Is | )

blacklist-kvw,conf dist-alsa,conf dist-conf

anaconda,conf blacklist,conf dist-oss.conf openfwaf, conf

44,

45.

46.

47.

48.

49.

50.

51.

AR 20 £F

@ /lib/modprobe.conf
@ /usr/local/modprobe.d

@ /usr/modprobe.conf
® /etc/modprobe.d

=

= =

o

[el3u]3
=2XxX

Chs

H27?

HE 249 &3 gt

By
tol

Izt

P o=F

rr

2q
S

ol
ro

1 make bzimage make modules

@)
® make install @ make mrproper

@ make menuconfig @ make modules

® make mrproper @ make install

O Al

o=/

GRS

i
o
o
Qﬂ
rr
02
o0

@ fdisk -l
® fdisk —v

@ fdisk —-L
@ fdisk -s
ANl =02 0I2E

HEE &

0
ol
rr

™ /etc/autofs
® /etc/inittab

@ /etc/grub
@ /etc/fstab

® @ Ipg © Iprm
® Q@ Ip © Iprm

#1pi 12 fetc/passwd

d
-p @ -t
Jtollet=2 =& 0I0IX

D sane-find—scanner @ alsa

@ scanadf @ xcam

ron

Ct& = logrotateOfl 2t
® XIS ZHIOIE, 25
@ zZOmYs od W=z 2%,
® &1 &3e /etc/logrotate.confOll A
@ A, 2, = H2I2 ZHI0l& & %ll}.

g

A
T

=

=)
Mol BHOIZ2 Hadt
2 ygoz gge e

=

ol

=

I

Ol

1
)

Ct.

~ fon
D
alo

b

=2
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. SHXIEH CIHtOIA M2 S A 2Jts0ot
! 3 root,admin _ _ i
@ ftpE 0180t M&0| Jtsotl rootAE0l ER6HA &
@ *.emerg @ =.alert Ch.
® syslog.s @ authoriv.+ ® SIRICIAEZIY 08 AKX BEGH ZASE S
&2 —r OICH
53. 02 = ihd AFRXS] 200 HEHE 0I5l HAWR = @ rootHBCZ UERIAE 01250 AX0 I S|
2l 229 3t JtsGtat
@ dmesg ihd @ last ihd
@ lastlog -u ihd @ lastb ihd \ P2 : YEYT U AMHAQ EE \
54. OIS = ihd A2 XIO 2701 AIEH J|=0F stolgle gz | 61. OIIXl & AbBl= DSO(Dynamic Shared Object) ZAIE X
oz agte AHeY 2ot & O Rds FAMHE Fde = 0 =t O
S = DSO A0l et & sEez g8 H=2?
@ last ihd @ lastb ihd < -
. @ DSO DHALIZEE T2y DEE U2 =4 32H
® lastlog ~u ihd @ lastiog -t 3 SHOo2 HIYAY + = JISS NG 2= S
) IMAMA=E AHSE == UL
55. gzr)a QIEJIE 0188t SSH MH &= JtE AH2or o @ DSO ZAIS AIRSIX = 200 DA Lermoz
= g MHE +Sot= Oiol 228 Al2Zt0l & O 0| 2
@ ssh-keygen @ .ssh/id_rsa.pub Lot
® .ssh/authorized_keys @ /lib/security ® & ANHE 2Iot= ol AAHAM DSO Zals ALESHA
2= 24 HIWGHH LR oz 4501 EHACHD 2
56. 1S £0l SHEsts 2o P2 AU AS? ML
— — @ g NMHOl DSO 2552 HMAIZH0 322, [IE 28
s Hx HRE AMIE TFE2M MDE, SHA, 0f FINOR RS A2 ANH IS UA 2T
CRC-325 £ OI2Tr I &4H, HE ME & OtO10F of= ©&0I ZIHETh
dotd g F= 220

62. Apache && W0l OIS 22 M 2H 24¥oZ £l

@ GnuPG @ nmap A2
@ tripwire @ John The Ripper LoadModule php&_module modulesAibphp5,s0 # (a)
57. /S = SELinux®l AIEHSl BHEISl DC2 S2 29 AddType application/&-httpd-php . php .php3 # (b)
@ active @ disabled M DSO AR php 2E0| HUEO AIZECH.
@® enforcing @ permissive @ IH 210|122l LACZ phpE AWMLY MO (a) &
He mWQ Qur}
58. crontabS 0|28 el MANS &tzd StCF S &0 o SR T E— = A
Y~ 2020 WA 52 2HOZ (At b @ AUBOOR SIS php ATEES KBNS () 23
Wil Jusr CIRMEIRIS S22 28EH} Tos A

—q et — 63. C}82 dhcpd.conf M2l 222 S MAC =AE H=
@ % */5 » 2,46 tar ~g list ~cvfp backup.tar /usr ANAEIO RO P =AS Sos =D B (25 )
@ * */5 » = 2,46 tar =N list —cvfp backup.tar /usr oLl S0 RO LTS A7
@ */5 » » = 1,3,5 tar —g list —cvfp backup.tar /usr ,
@ =/5 » » x 13,5 tar —N list —cvfp backup.tar /usr # i ,I-f’etcfdhcpd.cnnf
host ihd_pc |
59. CISOIA Agste Y Yapa gge 229 hardware ethernet 08:00:07:27:c6:ab
. {3 192168.1,22
- B2 22 H0IEE HY 2= M =ClotCh }
- ZHE M EE Ea MR wWE0] MNsotlh
- B EH &40 AUHetE: =4E 225 HT @ fixed—address @ mac-address
otd =3 =6t ® address @ ip—address
- SRWMH=E FHTHA =0
64. (}S2 & =(Reverse zone) WS A& s5= WEOICH IP
@ dd @ cpio FAJ1 192.168.12.222 ¥ ( 25 ) ol S0Z UEe
2 It Lot A2 7
® dump @ rsync

60. Ct8& = rsyncOl CHist &y9c=z 2ot
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65.

66.

67.

68.

69.

70.

zone i M A
type master:
file "l rey”

H

™ 12.168.192.in—addr.arpa
@ 192.168.12.in—addr.arpa
@ 192.168.12.22.in—addr.arpa
@ 22.12.168.192.in—addr.arpa

DHCP MH WA Mac addressE OISoiM ABHLE SAEQ
FAXNE L0l M AIEotle Z2EZ22?

® ARP (Address Resolution Protocol)

@ TCP (Transmission Control Protocol)

@ IGRP (Internet Gateway Routing Protocol)
@ ICP (Internet Cache Protocol)

Ct2 = LDAP 540 Oist dgoz g8 Ha?
@ o : zA9 XH

@ ou : ZEQO 2A

@ cn @ JbE LEENOl 0|

Hotd Yes MAHO et AFEX HECZE
EJC’lOI JPEEPIIE anonymous HE Sz 205X
SEl U8 5 28 d¥oz g2l H2?

(@]

@ &3 WY otol <Anonymous> ..</Anonymous> XAl X

@ RequireValidShell XIAIXtSl 2F0l OffOlC}H.
@ /etc/passwd W0 ftp AFS X0 CHst

f
@ ftp AFEXIQ & Cl2He2lol e AK XLt AsH0l 2R
SN UL

SZFO0| 8liCt.

nfs Zt0IAENA nfs ABHQ! ihd2 £& CI&EelE Ot

SE o6tJ| U8t /etc/fstabltL ol &M OZ A2 22 ?

@ /ihd/proc /mnt/ihd nfs defaults 0 0

@ ihd:/home /mnt/ihd nfs defaults 0 0

@ /mnt/ihd ihd:/tmp nfs defaults 0 0

@ /home:ihd /mnt/ihd defaults 0 0

22 MySQLel aA 2Me 4X UHE & & 200

Olet 2R H4FO2 S@l A2 ?

Joonfigure —-localstatedir=/usrAocal mysgl /data
——prefiv= AosrAocal /mvsgl —-with-charget=euc_kr

@ --prefix=/usr/local/mysgl= MySQLO| Xl = C|&
El2l& XAstse S&E0ICH

(@ —-localstatedir=/usr/local/mysql/datas MySQL2l dl0l

Ef=2 /usr/local/mysal/datatil H&AI2|I] A& S&0I
Ct.

@ --with—charset=euc_kr2 MySQLOIA &t
St ollz== S&O0IC.

@ O e 21

-~

2 A8

o

It

or

} /usr/local/mysal/data0ll mysqglzt test

< JHS DBIF MAECY.
NTP= S8 AA =F29| HSH, Ut HS3HSemi-layered)=

71.

72.

73.

74.

75.

ANAEES M8t 0l AS X2 2 =2 Hs
(Stratum)Olct StCt. CH2 = AHS 0l st

AAHCA HelE #ol etCh
S XotI| &M etCh.

2AIZE 2A0 H SEO &=

>|>

@ H=s 0
’é*iIOIE.

2XAIH GPS Al £= OE R

TEA ABHSe L=0l
@ squide AFE X F
22 Iol st =&
@ squide T2 AdIA(0f
SA0 XIK6HK
2A5t0 X ot AMHIA
® squid.conf &8 IY=s
AJNE XNEE %= UL
@ squidg Aoz HAAGH)| ldeE AAEN squid
cte A2 XS S=IoloF &t

squid0fl C

] ozi'

MBIA BT
S)E

elnet, http =
83 Al HAZ2 X

ol > in
P

- J
W L,

-— -

0z o

X

% —_— =
ol

ra
o ol

2
=
0t
ol
:\l_’l:
0z
d
A
10

o

h

Sl 2l=A JhatstolA JtE 20l AEEE KVMOl et

dgoz gl 2129

O KVME CPUNIAM JtatstE XIRaH0F SHCt.
@ Kernel 2.6.2026 2lsA AHZ oieletelol S22 HY

2= SEHOICH
® KVWME 2E X0l CHoll HOtastets M3EHCH.

@ SAE MHOUAM 22 HAE MHE Gtu
ZEEED W20 2WGIEHIE A2l 8LCH

AT L (SpamMail) 228 HAEMH L (SendMail)S §6D|
P8t /etc/mail/access IOl K g0l JIsol O

S s M e 2Yo2 Sl A7

@ Relay - NZECHONASOHR=HLASHGIS

@ Reject - NFE THANAN SO HLS HE KA
Xl gtol ED|

® 501 - XEE MY =422 X6
2t

=
@ 550 - K& SHL e 2LE

ron

Ct22o PHP A 0l BMECZ AME A St 2o
php.ini I}Y2 +=3ddtal] &t Os & 2d &5 2 4
Jgtoz Lo= H2?

<7

phpinfa

e
@ short_open_tag = On @ short_open_tag = Off
® open_short_tag = On @ open_short_tag = Off
o= Ql0] &H MHOl &2 Jisdt=S &3d™olei] st
OsS (23 )2l S0Z U=oz 292 227

# wim fetcfsambassmb, conf

security = i
@ all @ users
@ user @ share

b
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76.

77.

78.

79.

80.

81.

82.

ChS0lA £3Eol=s NFS AH &3

NFS SCHIYEHM ®EZ2el=s 2=
(oot EEH2| ATHS nobodyi®E= nfsnobody)
= HE AL

@ no_root_squash
® anonuid

@ root_squash
@ all_squash

Ct

alo

) 2Ol S0 ez g2 227

i}
fol

(
NS= ( @) MEoH| HZH 28 ZES A
clgt= D=8 BtEAN 4=
= (@) =0 1 3%
= (@) =01 Ha

oF 19

tad RACH

@ @ BIND © rpcbind © portmap
@ @ BIND © portmap © rpcbind
® @ RPC © rpcbind © portmap
@ @ RPC © portmap © rpcbind

CS & OIHIXINAM AFEX 215 T s MAHotn 22l ol
FE Yoz 24U2 2127

@ apxs @ chpasswd

® ab ® htpasswd

ChS = 192.168.12.228H2] [P =AE AIS6ts &2 Al

AHO TR EHE odle HYL=E g*‘%’% H2?
@® smbclient -M 192.168.12.22
@ smbclient —=L 192.168.12.22
@ smbclient -D 192.168.12.22
@ smbclient —U 192.168.12.22

{ @) jetc/mailfaccess { © ) fetc/mailfaccess

® O m4O > ® O m4 © <
® @ makemap hash © > @ O makemap hash © <

sz cael
DNS M2 gJl= 32 ot &t (

=
2 Ygoz age e 7

options 4
directory “fvar/named:
() only
(@) {168 126,631 }.
b

@ @ forward © forwarder @ @ forward © forwarders
@ @ forwarder © forward @ @ forwarders © forward

OMIIXI & AUl 23 HFOA At &%, o2 220
» S0l JIEEE ABl RE CAE2I I8 B2 UF
FE =207 2uS AS?

83.

84.

85.

86.

87.

88.

89.

@ PidFile /usr/local/apache/logs/httpd.pig
@ ServerRoot "/usr/local/apache"

@ ScoreBoardFile
/usr/local/apache/logs/httpd.scoreboard

2F 22 Name Resolution® Z1t HIOIEE LFI2 &

2 MEot) ¢ 22 WS e QA =SB XN
ol = CIOIEE JtKL SAl €8 diss= DNS M2l 3

[e] [ o
2 2o= A2?

@ Primary Server (@ Secondary Server

® Caching Server @ Proxy Server

TEA MHO e 252
D UEYIAAS TE SAE)D
O DXl &Y AIAEIHE S0|H

=
0x
|0
o
N
>~
=
ol

@ THO WS SOHes QS ZHY #o2M YEI
25t ofge g 4 Ul

® /A SAEQ DRNA M0 20iEHCH

@ DRIEY 22 AE FH IS ZRsisH AR
Bt

xinetd? A& Ml /etc/xinetd.conflilAl AIE&= B4
ol CHg d¥oz s A2?

(1 socket_type : stream, dgram, rawzt= X & &=Lt
@ user : MHIAE AMEE AEXQ 0IE0ITH
@ wait : ABIA He2lo Z2ele Al2ts XE

@ server : MBIAJIHZEASMHAHE T2 40|,

Ct& & XenOl st

%O
® HEol AA0 &0
2 2

200 2HE S CHst 2 H Ol

@ s HQ HEE AR AAS £HE £ Qe 2s
A8t AX|EC

@ JtAHA UM Ad8cts =&KX Z2l0IHE dlgdts
Jls0l QUCH

@ Xen2 BHI&g ME2O2 WL 0o CH2 GHOIIHBIOIA
Ol HIgH tt=Ch.

sendmail?l alias J|s0l Oigt &¥ez Sgl A2?

@ AISBUES0H & 0lHgY =4 ol CIE 01§88 7

G & UCH
@ HYY AES HHT

@ =4I ol HAIXI2 O

HH AIHE 2= UL
@ EX SAEZRH BUE HYS HEE £ QUL
Ct2 = NoSQLOIl CHEt 8o £l 212?
M SQL QIHMHIOIAE M25HX L= 22 HIOIHBIOIA

OICt.
@ NoSQLE2 ZAHE dolel 20| ot 3-8t

)
3 NoSQLZ CIOIHS FEH0 UE 27 MEEL=s &
LHE Ol CHEt 2 FAE0l O SK0tCH

@ SQLite, MongoDB, Canssandra S0l NoSQLOIl £&tCt.

CHSOlA &Zots otnt
Module)22 o2 =

ball

| A2 MPM(Multi-Processing
?

ro

b

|12 XAS JIE2H X2 HE CBT @ www.cbtestpro.kr



2|SAOIAE 15

© 20174 073 31

& dr| 7|1E=H O

HX2ME CBT : www.cbtestpro.kr

90.

91.

92.

93.

94.

95.

96.

7|0 NEBHE TEH A2 W42 NESHD H
DIFl RE0 SHRW AYCEZ HAIFHE WAD)
[ HE Z2HA 2 H2GHE AYEY H42
AEED AME ABES 25 21 Z20

MZEZ A Z2HAE WE5HH MIEHLH

@ prefork
@ BeOS

@ worker
@ 0s/2

al
4N

ot

o £3

t

ol
rir
E
0

s S NIS HeZEE 28 Al 22
2 29
—

@ /etc/hosts
@ /etc/resolv.conf

@ /etc/sysconfig/network
@ /etc/networks

CtE & vsftpd.conf £&0A St IP =4 & 58

0 8&48 NFots 8202 2o 227

S =

o
[

@ max_per_ip=3 @ max_per_client=3

® max_per_address=3 (@ max_per_ip_address=3

= = 232 U2lo 92 +dote Z2J8ez |

A0 &St HYES WA ML MEdle 92
= ZE2)gog g2 A2

(Mail Delivery Agent)

@ Mg O

Mail User Agent)

—~

Mail Transfer Agent)
@ IMAP (Internet Mail Access Protocol)

08 & 24 THes 2HEez XAE6H)| 2ol AtEst=s
sendmail.cf It =02 Lq=2 2427

® Cw @ Fw

® Dj ® Dw

oI HHIOIAE AFSotALE H=E =2HHE
R0k Bl MH =20 EEF Tz 1
dF 2H0IEd2S OI0IAE Sl Z2HAH
B =S4 M7= SEEE et 24500

@ OpenStack
® CloudStack

@ Docker
@ OpenShift

xinetd 2 20E €& M0l /var/log/xinetd.logOll X
Aot S OIS & 28 83802 492 Ji=2?

o & Ud =o
@ log_type = FILE /var/log/xinetd.log
@ log_type = SYSLOG /var/log/xinetd.log
@ log_type = /var/log/xinetd.log

A

@ log_file = /var/log/xinetd.log

= 5 ZAR 2HESHA

|AE‘II I =l

J8 97IR 21
M g;.:m 0lg gy 4
- NABIO EISH A2 BRE 2 SICH

O WARKE Ieh
@ Login ®E 0

97. CIB0IA &Eote i SR LUA2 2AH27?
- EERZ TCRPAP JI== OIEaHH AIZEDIZ #
= H
- Cult of the Dead Cow (52 =M AT =) 2t
= oA JE0l 19989 H 720 M= SHH HHX
- OREsS D AVIWMHME Win-Trojan/
B0, 57856 EZ0I=OHSHEE)I=Z SATHH <HH
g #HE
@ Prorat @ Netbus
@ Subseven @ Back orifice

98. t= = iptables 3JtXl ML=z S H27?

@ INPUT @ DROP
® OUTPUT @® FORWARD
99. LIS & badman.comUl X sshE Soll 2= Al 6td
Ct. oY TOiele s 2| fdl =X & = Je ¥

5t
20 =2 MYz S He?

@ /etc/sysconfig/iptables @ /etc/hosts.deny

@ iptables @ selinux
100. G310 20| HEHE &8 & M WHAXl= JHo st
dygoz ga2 227
# iptables -L
Chain INPUT {policy ACCEPT)
target  prot opt source destination
DROP  tcp -- 100,100,100,0 0.0,000 tcp dpt:23

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (palicy ACCEPT)

target prot opt source destination

1 100.100.100.0 ez E0HLE 2 W30l X
Ct.

@ ol MBIOIA 100.100.100.0 CHE S| MHHZ telnet &
=0| XHE=ICF

@ 100.100.100.120 AIAEUHA HY AMHZ telnet 0|
i|.C|-EIE|-

@ Y HHMOZE= telnet S UsS £ eIl

b
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