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ro
)

2EMAS =82z S8l A
A AE

™ 2|4 (user convenience)

(efficient use)

®@ Hl J/\*(noninterference)
X 2l(Interactive Processing)

22 ABE 2 2 Bt
N WESIRD, A

S AEsl0ists 4ZE
=ms sier MY 2

BEHLE

on

M= HIE
FHE O
Yo giLtE HEE A ZEI HETA
HH =22 ®=F0] £ 2 =0

@ Zelfo (Freeware)
@ MOS0l (Shareware)
® HISM LZESI0(Closed software)
@ SV AZES 0 (Proprietary software)

3. T8 = 2t JIJI0M AIEEE 2lsA S29HMZE 8
A7
@ Android @ LiMo
@ Bada 0OS A Mint

4. T8 (Z28) ool S0 U882z 2ot

A2?

ro

=M 2I=£HAM HEE FEDE A2
2201 2RI UH—E—'HI Jurix HZIHS M|
cIS45 JE22 g o ) HESE MSoiR
Lk O1Z2E 27, 2Egd 2 24z M A
=42 JHE HoE Z2J3 =2 GH0ICH

al
=

7.

8.

9.

10. @M cISAE HIRGHH |RYA9 HFE

clsA CEge 72 & AAE 830 28 M0l U=

AXNZ o2 A2?

@® /bin @ /conf

® /opt @ /etc

CIS0A S35t WSl 2ABE TIY AAHS 2201017
gLt 2H el sHte BEES *”:"_FE CH M
H Tt E2H Y= EE=S= 2ol "LHEE
E wehiimballocE MEEHCE DIZIZ2 B2 2
HHAIEE =ILECE OIH M2k 0= 855
HAZID Edl MHE =EI exents2t H 2
ottt dold 0 =2 &3 =23HH 3ErE
A B=Lh

1 ext3 D extd

® FAT32 @ NTFS

CS (Zs ) 20l E0Z UEo=2 g2 AH2?
A EEHAM 24E ML SCHITERN MHde
S JF EE2#M0l LEMA 82 S0k 220l
MHE= IPCE 0IEaHH MHY Za 2 s=HE
MOHECE Olget X MHTE x SCHIHES| A
HE2 IHIAIII uES Edll 0IFNHA =, HAA
HHEHTZE AFEEE | oD THCH

@ X Ol K @ X 2=

® X Hog O X T2E=

Ol O] Z2RE ]|
HEO| X2 AIABIZS AIE6tD UM, freedesktop.orget

H XATE XHH2=Z EHEAIDIL Y= RS2 U2

A2?

@ x-window.org @ x-win.org

® yum ® api-get ® x.org @ x-window.com
© YaST @ rpm 1. 02 & AJRES A8 22 Y2 A7
5. & = OtAIOt=22 JHE ol #O{S 3I12 JI¥e X882 #1/hinsash
= ?EI RE? aaa=(1 2 3 4)
® Bl 2d=sA 52 echo “${aaal1+11}"
@ SBSBEEH - 2=
® YEZ20|X HASRA - 0= @1 @2
@ HIHE AZEN - HEL ® 3 O ${aaal1+1]}
6. El’% ggoﬂ 6HE’>6|’E A|D—-| KEE l- l- 1{87 12 EI‘% Aé ﬁi%}EE’J éi.” DE:’I,—I'E %9:"8 3187
- =2 II2IEl HAHO0IE ZEEHECE #!/binsbash
- 3N 0/&2 043 HYOE g2EH aza="15"
- M EEO] A 2 CE MEA Al if [[ ${#a=za} » 3 11:then
BIH EHESHk gaa="expr ${#azal + 10"
- H2lEl= &5 H&otAl =0 else
aaa="expr §{#aaal - I
@ RAID-0 @ RAID-1 fi
® RAID-5 @ RAID-6 echo $aaa
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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0 1 @ 12
[ihd@wwea ~]% route —n
® 15 @ 25 Kernel IP routing table
Cestiration Cateway Genmmeask Hags Metric R Lke lace
18. CI2 ( =& ) o0l S0 HEezE Lu2 AH2? 1921681590 0000 2/EISEXE0 U1 0 0 ehd
— 1825400 ¢ "EXE00 U0 0 0 et
A ERHAE HEIZZHAN E£D0H UOAM 0000 1521681592 0000 UG 0 0 0 etho
=y igj\-ﬂﬁj‘} =gl M=E=e=2 T ===t [ihrd@www ~1% cat << _EQF_ >> Jetc/sysconfig/network
_ _ _ > )
JALL, 523 Z2HAJ Z2E SHE A IZ e
M2 0 =0 2 322 =0, 012 &
ZZ2MAS (@ ) otd &0, 0 Z2HAS 2H @ NOZEROCONF=yes @ NOZEROCONF=no
E=2oH Rlol KIZEN [ © ) HE FN6HH 2 ® ZEROCONF=yes @ ZEROCONF=no
H E8 ® % ZICH
19. OIS (&) 20l S0 W8Sz LU 227

@ @ pending process © -0 ——
® @ zombie process © -0 F4E OHH? 2EH EAE= BOOTPMHMH
=

) J HEE HY [MH= AMHE P =&
® @ pending process © -9 .
@ O zombie process © -9 S0, Ol () = =28 ARSI
- JIE 2IRHE = [IetM 2FRELE EAE

14. OIS = =22 Ad8ol= ggoz sl 2487 2| AIRE HOEZE M () Bl T4 HE
@ /etc/init.d/httpd restart @ /etc/rc.d/init.d/httpd start JEAERIN A = LHHA 2= UERZ3E
® service htt i =ELL
pd start @ service start httpd
15. 0S8 5 2J|°| As2De SYSH MY 322 29 Al ©127.0.0.0 ® 169.254.0.0
httpdIt XIS Z MM EE ol HYozE 2AU2 A2? ® 127.0.0.1 @ 0.0.0.0
# service httpd start 20. E+°8 nslookup 20| ZWOICH. www.ihd.or.kr SO Q10

JE OSE

otJl ol ==ol0oF & MY YUS
@ chkconfig httpd on Y|

@ checkconf ——level 3 httpd on
@ sysconfig start httpd ——level 3
@ daemon start httpd

[ihd@www ~1% nslookup www,ihd, or kr
; connection timed out: trying nest origin
» connection timed out) no servers could be reached

16. CH2 = 0S| 7 LAYERS| 6HSI Heldt ™ AS2(2M 2
[/I JIYe HTAl 3HOZ YT UX O SEEOH SHA|
0C NGO HAHUSLICH OJIAL S L2 N A @ /etc/resolv.conf @ /etc/dnsmasa.conf
2l gLct) ® /etc/host.conf @ /etc/hosts
@ HTTP @ FTP
® E-mail ® SNMP | 2 1 2lsA AIAE B
17. IS0A HdYst= X0 0|ECZ IR LS 2427 21. T8 & &8 A Z0 Oig 32 & = U= 0=
£gl 22?
Mot dak= JA 4 27 ® whoiam @ whoami
- LaN S22 SC2IE 07 FHHH 2RSS
M 0E SCHEHL2L} =CHe 2 EHEAA 22. C}8 3 AIE2XH 1D M4 L 222 2EE Hzez e
He9
x‘— xl-Il AT
M /etc/passwd: AIAE KRS 0|2 £ As 290! A
@ Repeater @ Bridge ZX S50 M&EE T 0ICH.
@ Gateway @ Router @ /etc/default/useradd: useradd & Als A, &Xol=s
Jl=2 X2 OYolCt
18. route ol A MAI}I CISW ZS 0 169.254.0.0/16 @ /etc/shadow: passwd®l HIZBIS 228 24535 60
el et<E HIO| Motei 8t ( 25 ) o0l = 2te|ol= IOl L.

=22 Ab
=2 T
HZ WESR 232 Ha?

@ /etc/default/skel: HE Mo Al Y Cl2EH22 MY
AS RO D12 MISetCh.

=2
=

23. Lt8 S ihd HE 44 Al wheelE 2 1822 XN&otll
UIDE 10802%Z &¥ols HEHOZE U2 HA27

@ useradd —u 1080 ihd -G wheel

zZ ANAS JIE2M EXE2HE CBT : www.cbtestpro.kr



2| SAOAE 12 © 20174 078 31 27| 7|&E2H O SMXE2ME CBT : www.cbtestpro.kr

@ useradd ihd -U 1080 -g wheel
@ useradd -U 1080 -G wheel ihd
@ useradd —u 1080 —g wheel ihd

# cat fetc/passwd
root:x:0:0:root/root:/binsash
daermon:x:1:1 daemon: ust/shin: ust/shinologin

24, S H&s Lol HE L S0 2s FEE SAM &
ol g > A= YHOUZE e A2?
O w @ whoami # cut -f 1.3 -d: fetc/passwd [ grep daemon
®id @ users
@ de @ x
25. IS & root AIBXIZ HA Al X3 & SFHENXN EHY ® daemon:1 @ 1:daemon:/usr/sbin:/usr/sbin/nologin
Sts we oz wge A9
@ su ® su - 31. vi HEJIE AI80ol0 TS &3 = <Ctrl+z> (It &g
O HE TS0 & 3HOZ NMETQUCH. TS = CUA
©suu @ su ~u oot gg AaoDl fa yyoz wne xe?
26. $HOME/.ssh/id_rsa T2 2 private keyiﬂd HICA RME @ undo ® redo
Helgt 08 & 2E CE MEXNAH &2l M|, 8 A ® bg Q fg
Bt0| 2000 BICH OIS HY = SE 318?
@ chmod g-rwx,o-rwx $HOME/.ssh/id_rsa 32. Uhs S MW UE2 JHE Hedls QY= Iy &
e Z2?
@ chmod go-rwx ~/.ssh/id_rsa
® chmod 600 SHOME/.ssh/id. rsa @ pstree aux |grep httpd @ grep httpd | ps —ef
@ chmod 006 $HOME/.ssh/id_rsa ® top —ef | grep httpd ® ps aux | grep httpd
- o o 33. UI2 = tailfcles S0t Z8tE PE TZHAE FHOIA 2
27 El'E [=R=} O'Ioﬂ EH 9% jl‘é" 0&*9:": ﬁ:'? I‘” x§.0|‘|_ ooo'lg oEH:H.O j.|c>7
du -h --rax-depth=2 @ Kkillall =9 tailf

@ ps aux | grep tailf |awk '{print $1}' | xargs -9 Kkill

o
10
E
ue
Ha

® 8 CIAHZE JIESZ oft?l &
C|

CI2E 20 i3 3912 biolE ® pstree —p | grep tailf |awk '{print $2}' | xargs Kill

-9

M ClEEHe E JIEe=z & ¢ cHol e & . - | .
® ElaﬁEilﬂlmHEIil%F J{JIE ;l(;gl} ol Eﬁl?lé Hgle;iatu @ ps aux | grep tailf |awk '{print $2}' | xargs kill -9
= 2l o = o| [tal al o
® ai”lgf'arﬁ?da Jljlaim&}g ;,Eﬁ'm;“;'ofl;; 34. O} YOS A% #2 0o ZDE 2pS Ae?
= e =, = 7 =
et killall -1 httpd
O 3 CHEeE JI=C=z ot & ©H OteHe g &
Cl2lEfelol THet 3DJ18 AF0l ED] BHet SHEl(SHAE O 2 AHE THAIZ SHCH.
:_cadg
A= S8t @ httpd CI2S 2H Z2 54
08. L1 = CIEEIZ o0 AW MYUS TS D= 2AES ® httpd HI2S 2 S2ot0 HELVE S0}
ANEEE 0l0|LE BI59Q &) =85l ¥yHoz ot @ httpd OI2E #OH2E Z2NAYEHZ M St
2 A2?
@ Is -alf ® Is -ali 35. O8 & Wck2E=E /Y S ZZH AL 8T suspend
) AEHQI T2AA S29| PIDEt =610 £A5s HAUOZ
29. CIE2] Lol RS MY ¥ CIAE2 2IAE HE = Yot @ jobs - ® jobs —p
MLoHd, I, s E€ MAS '-'2 BAlDHDE IHY)S ==t @ pstree —p @ pstree -1
= HY¥oZ a2 AU2?
® Is -al |grep -v "“[a-zA-Z]" 36. &8 & &M HZ20 U= vsftp-2.2.2-11.e16.i686.rom I
JIXE &Xlcte Hygoez 2a2 H2?

@ Is —ali |grep —Ev "*[d,l,s]"
® Is —ali |grep -v "[d,l,s]"
@ Is —al |fagrep -v "“[a-zA-Z]"

@ dpkg -Uvh vsftp—2.2.2-11.e16.i686.rpm
® rpom -Uvh vsftp—2.2.2-11.el6.i686.rom
® yum install vsftp

30. Ct20ll MAIE /etc/passwd IIUS JIECZ cut HHS @ dpkg -i vsftp—2.2.2-11.e16.i686.rpm
A S [ 2Z YRS 2427
37. Ct8 = A7 yum repositoryE =Jtat2] | aioF &t
A0 ClaEgeI2 222 2427
® /etc/yum.d/ CIZE2I0l M22 XMZ L Tt (repo)S
Z=IJb =, yum clean E&2 &l SHCt.
@ /etc/yum.repo.d/ CIEEHZI0 MZ22 M&EA IH(.repo)
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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2 FJ} &, yum clean all S8 2 &8 SiC. @ /usr/modprobe.conf @ /lib/modprobe.conf
@ /etc/yum.conf/ CIEEH2I0 M22 M&A TH(.repo) ® /etc/modprobe.d @ /usr/local/modprobe.d
= F=JF &, yum refresh all @8 sS ASSH.
@ /etc/yum.repos.d/ CIZEI0 M2E M&a Ot 44. T8 & HE 429 423 g =J|8 ol HE2=Z LU
(.repo)2 =JI £, yum clean all 38s A8 SHCE 27
1 make bzimage @ make modules
o = = =] = D—I H .
38. gamggyuingféﬂ éeglf?t IIXE MG HE & XISt @ make install 9 make mrproper
@ yum find telnet 24 =, yum install telnet -y Z &0 45 OIS Hgoz oge 229
Z HIE &X
@ yum find telnet 24 =, yum —-Uvh telnet EE M Z HI A ALtz I F A Lz 4 22
2 4&X HEE FoHH S"ELE
® yum search telnet 24 =, yum install telnet -y E& )
oz g2 Ax ©® make menuconfig @ make modules
@ yum search telnet 24 =, rpm -Uvh telnet EE N2 ® make mrproper @ make install
Ht2 &X
46. CI8 = ClAZ3 =1 &3 A 2A S E &0l 5l= HY
39. OIS = tar2 stU2 SOA MY LHES &Holsis Y o= gxe Aa?
OS2 o2 A2? © fdisk | @ fdisk -L
@ tar tgv ihd.tar ® tar vtf ihd.tar @ fdisk -v @ fdisk -s
@ tar xvf ihd.tar @ tar cfv ihd.tar
47. T8 CIsA B8 Al NSO OIRE T T2 HFot=
40. CH8 = A=MAS 4= FHRSE BHOZ S HE? nas wae 287
® zip -d ihd.zip @ tar zxvf ihd.tz @ /etc/autofs @ /etc/grub
® gzip —d ihd.tz @ gunzip ihd.tz ® /etc/inittab @ /etc/fstab
41, HIY(Compile)0l et MBO2 Sol 2Ae? 48. O18 (25 ) o0l SOIZ HB2E e Ae?
@D HE AAE U260 AIE6t= A2 == SHE = = = ==
Sgs oice mEoIC) == ﬁﬂ'lclnfﬂag—i:_ ) i—lulgxa;_ E
@ N2 MY BFS Sof SLRS IS HAHE = U ML) SSHE Disshl ( © 3 2302
Ch. Ol25HH AH HA 9 S SHELE
® Zii Z.:.m%o%luéﬁH ANEolE AMAES HEMHN Hs5S ® A Ipg © Iprm ® @ Ip © cancel
@ 52 T X DY H HEY AAS ® Q@ Ip © Iprm @ Q Ipa © lpr
Jusr/src/kernel CI2IEH2ZI0 CHR2Z ESHCEH _ s _ _
49. Ot2 = /etc/passwd MYS 201 a4 & O ( 23S
42. T8 (23 ) Ol SOIZ FHO=Z WS AS? ) el 2oz BASE BAS &7
#1pi 12 fetc/passwd
- (@) AHEH EES HUSEALE MAHSs 2
2 ® ® -n
- (@) HEW BENE EEQ RS2, 30O ® @ -t
E IsHlM ME B2 = ME BRI ES =2
2 sugs o 50. 18 5 GUI JIBlo2 BB AJLLE S22 RE 010X
= == } g AU F= &2 U2 A2?
- (@) HEH 2ERH U= BEE HAHT=
oy (@ sane—find—scanner @ alsa
== @ scanadf @ xcam
® @ modprobe © Ismod © rmmod 51. CHS = logrotatelll 28t 4 O= gre g9
@ @ insmod © listmod ©® delmod ® U= ZHOM o U 953 J|=S TAEC
® 0 modprobe © Ismod © delmod @ 2OWLE 0l N2 28, S8 & = UL
® Q insmod © Istmod © rmmod ® =) EFH2 /etc/logrotate.conflil Al JtsotCH
43. O3 (B3 ) 20l S0Z LEo=2 gye Ae? @A E 2 99IR ZHOA & & A0
52. NAEl 2] 43 5 o1& &2& 218 root & admin A2
[root@wevew ~1 Is ¢ )| Aol El0IE2 MS6Hd StCH O8 & (23 ) ool =0
anaconda.conf blacklist. conf dist-oss,conf openfwwf,cont Z U822 282 A27?
blacklist-kvw,conf dist-alsa,conf dist-conf
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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53.

54,

55.

56.

57.

58.

59.

60.

[ 1 root,admin
@ *.emerg @ =.alert
@ syslog.* @ authpriv.*
S & ihd AIEXIC 2101 HEE &0lol= HENHZ E
gl 212?
® dmesg ihd @ last ihd
@ lastlog -u ihd @ lastb ihd
CS = ihd AFES XIS 27901 A IS D=0 &0lgl= 28
o=z ASUR AH2?
@ last ihd ® lastb ihd
@ lastlog -u ihd @ lastlog -t 3

el

Ct

A2?

01

JIE 0/88 SSH AW W OtE Helot o

0 00

@ ssh-keygen @ .ssh/id_rsa.pub

@ .ssh/authorized_keys @ /lib/security

Ce 490l oot 2o == 92 A2?

OHEs ¢ HEE dAlals 42 M MDE, SHA,
CRC-328 & 0I8%t FJL &M, B &S &
dotd i F= 2= 13

[El of M

® GnuPG
@ tripwire

@ nmap
® John The Ripper

Ct8 & SELinux2l AEHQ &lE Rz S8 227
@ active @ disabled
@ enforcing @ permissive

crontabg 0|8t WY 4FE 6tH

€dl= d4FCFE g2 A2?

g, & SEET A B2 HEHE2=, listhrzidt Hi
walfl fusr CIEMECIE S2YE T

@ * x/5 » » 24,6 tar —g list —cvfp backup.tar /usr

@ * */5 » = 2,46 tar =N list —cvfp backup.tar /usr

® */5 » » » 1,35 tar —g list —cvfp backup.tar /usr
@ =/5 » » x 13,5 tar —N list —cvfp backup.tar /usr
CIS0lA £93dl= e HE 2 292 A=2?
- B2 22 H0IEE HY 2= M =ClotCh
- ZHE M EE Ea MR wWE0] MNsotlh
- e BN &0 UM =&E 2ES T
atd =3 Jbsaict
- SEMHE AHTEA =0
@ dd ® cpio
® dump @ rsync
Ct& = rsynclll Uist 8oz 292 A2?
O 0SS Zast ALSAH, SIIEE SXotH 2AHJE Jis

61.

62.

63.

64.

SHAIGH CIHHOIA 2 SAE 2Jhs06tC.
< 80l

@ ftpE 0lgsctd M&0] Jtsdll rootA S0l EHRotAl &
Ct.

@ otICIZgHZIS 08 A29ANK B=0t0 SAtole S
A2 -r 0IC.

O ootHECZ HERKIZE 0I25I0 =X IHY =D
3tJF JbsotCh.

| 3}S : UER3 ¥ MHIAS g8 |

OHIIXI 8 M DSO(Dynamic Shared Object) 2AlE X

]ol & ¢ 7Hd AMNHE RHEE = JUA HZECH C

S & DSO 2Alo et &2Ho Egezs g8l A2?

@ DSO HAHUBES T2 e
sHoz HMTHAIA
MMM E A

@ DSO 2AlE AEGHK %= A1 Hl W6
d MHE F*Sot= ol 228t Al2t0
ottt

® 8 NHE =Y
2= A1 "W
N UCH.

A 2 ANB0 DSO 22 HEMMAIZAHO otE2 2, g 28
o] FIIE#o=z st BNH AAHE CAl B
ot4OF ot= ©&EO0I

o
| =
aCcE

0

= =
— =]
O etz 4501 S0 2

Apache &3 W0l TSt 22 [ & €822 Ed
A2?

LoadModule php&_module modulesAibphp5,s0 # (a)
&ddType application/s-httpd-php . php .php3 # (b)

@ DSO #alez php ZE0l IS0 AFSE L.
@ FZ etolBefel ZAleZ phpE B

g 2 glth

® html & XH= Apachelll 28 SHAED 20 (b) &
ol =otgr = 8t
b St= php A2EHES HEXNE (b) 2F0

@ ArEotnX
=13

AAEN DFHQ P =4
[m]

ool S0 WEe=2

# v fetc/dhepd, conf

host ihd_pc |

hardware ethernet 08:00:07:27:c6:ab
{3 192.168,1,22

i

@ fixed-address
@ address

@ mac-address
@ ip—address

N D
N
N
ne
oY
10
|1}
fol
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65.

66.

67.

68.

69.

70.

zone i M A
type master:
file "l rey”

H

@ 12.168.192.in—addr.arpa
@ 192.168.12.in—addr.arpa
@ 192.168.12.22.in—addr.arpa
@ 22.12.168.192.in—addr.arpa

DHCP AHBI0IA Mac address& OlSdolA AHLE SAEQ
AXNE 2otd M AISole ZZ2EZ2?

® ARP (Address Resolution Protocol)

@ TCP (Transmission Control Protocol)

@ IGRP (Internet Gateway Routing Protocol)

@ ICP (Internet Cache Protocol)

LDAP &40 e €02 S’ A=2?
_{X

proftpdE 2d56t1 U= AU LE AIZER HE2Z2E=
27910] JIs5HXIC anonymous HEZE 2QIH X
o=l U8 & 2d 88ce2 S8l A=

@ &3 WY otol <Anonymous> ..</Anonymous> XAl X
Jb SiCH.

® RequireValidShell XIAIXFSl 2t0] OffOlCh.
® /etc/passwd ULl ftp AFS XU CHst & &0l L.

P
@ ftp AFEXIQ & Cl2He2lol e AK XLt AsH0l 2R
2350 UCH

nfs 22l0IHEM A nfs AHQ! ihd2l S& CIAEEIE Of
2E 61| 8t /etc/fstabl 2ol MO 22 2UR 7

® /ihd/proc /mnt/ihd nfs defaults 0 O
® ihd:/home /mnt/ihd nfs defaults 0 0
@ /mnt/ihd ihd:/tmp nfs defaults 0 0
@ /home:ihd /mnt/ihd defaults 0 0

CE2 MySQLS 44 HIIY &AX ud & &
Olet Z3EE dHOR S8 A2 ?

f=0IC

Joonfigure —-localstatedir=/usrAocal mysgl /data
——prefiv= AosrAocal /mvsgl —-with-charget=euc_kr

@ --prefix=/usr/local/mysgl= MySQLO| Xl = C|&
ElelE X &ols s&0ICH

(@ --localstatedir=/usr/local/mysal/datas MySQL2l G0l
EIS2 /usr/local/mysal/datatil MZ&AIDID] |8 S&0I
Ct.

@ --with—charset=euc_kr2 MySQLOIA &t
St ollz== S&O0IC.

-~

2 A8

o

It

or

@ 0] YOl Z1 /usr/local/mysal/datadil mysqllt test
S JHS DBIF MA =,
NTP= 284 A £F9 H&H, Bt HS3HSemi-layered)=

7.

72.

73.

74.

75.

ANABE AME6td 0l HE XS 2 =& A=
(Stratum)Olzh StCL ChE & AISO CHE

=7

D H2 =2 Y HAA AHUA H2l2 HO st

@ HBPXo==SHSUXIoH|AHSMECH.

® I3 3AIZE AAEDH HZ 24128 AAD ¢ EE0|
3tCt.

@ H= 02 XA GPS AlA = OE R4 AN 22
& XI0ICH.

OSSN AHSY 2EQI squiddll Tis &94o=2 Sel XH=2?

@ squide AFEXIF QS MYSE MHUH EHSC2M
22 Lol et =5 QAL AE6HH APlA St

® squide U9 MHIA(MIS S0 ftp, telnet, hitp S)S
SA0 XI&6HK 206t MetA =1 &8 Al HAES X
2ot DA ot= AHIAE XIESHMOF SHCH.

@ squid.conf &% IWYLE 0|25 AIEE Hal 22+9
AJ1E NEE = Ut

@ squidE FAMNECZ X6 faldsE AIAE squid
cte AFZ XS FIHoloF 8L,

Bl clsA JINS0A JtE 20l AHEE = KVMOI OYst

dHoz g8 A2?

1 KVM2 CPUONIA DJtatstE X o6H 0k

@ Kernel 2.6.202H 2lsA HE B2l
2= SEHOICH

—=
O KVME 2= ZEXI0l ol MOtast
@ SAE MHUAN 28 HNAE MY

ZEEED W20 2WGIEHIE A2l 8LCH

o

tS MSettt.

Q [Ir
Ql
c =
10
I
HU
>
>
HU

AT L (SpamMail) 282 EH HE0(SendMail)S 2&51D|
8t /etc/mail/access L2 MY 0l JIs0l Chst &

oz 8s ¥N0 Ot 202 Sl 2Ae?

@ Relay - NFECHANMSHENL2ASHGTE

@ Reject - NEE ZHAUWMN SHR2E HLS HFE HA
Xl glol HDI

® 501 - XEE MY =422 X6

@ 550 - K& SHL e 2LE

php.ini I+
datozg 202 A2?

<7
phpinfa
e
@ short_open_tag = On @ short_open_tag = Off
® open_short_tag = On @ open_short_tag = Off
o1= 2l0] AHl AHOl &2 Jisot== &Aoot sttt
US (23 )otd S0 UEez L92 2127

# wim fetcfsambassmb, conf

security = i
@ all @ users
® user @ share
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76. LS0lAM £€Zot= NFS A &3

77.

78.

79.

80.

81.

82.

SEe=2

o o
g2 A2?

NFS ZSCHIHEHM F2ols E= MER
(root EEN2| #HEHE nobody(®= nfsnobody)
2 HE AZICH

==

rn

@ root_squash @ no_root_squash

@® all_squash @ anonuid

ChS (23 ) ol S0 UWEgez a2 A2?
MSE ( @ )& MBS MEN 2 E2E H
glgte =& HtEA ESAIAHOE T E71H
= (D) =0 1 9=8 "2l I
= (@) =20 HMED 2UCH

@ @ BIND © rpcbind © portmap

@ @ BIND © portmap © rpcbind

® @ RPC © rpcbind © portmap

® O RPC © portmap © rpcbind

Ci2 = OIIIXINIA AIEX 213 TS MMt 2teldl

== BP0 e He?

™ apxs @ chpasswd

® ab @ hipasswd

Ct& & 192.168.12.22H2| IP F=AE AIEote 82 Al

AHIO BL EE 0I5l HYOR LU A2 ?

@® smbclient -M 192.168.12.22
® smbclient -L 192.168.12.22
@ smbclient -D 192.168.12.22
@ smbclient —U 192.168.12.22

22 28 oY =3 & Hg AM3le 2E0It ( 28)
oHlfl S0 g2 %“3:*8 A2 ?

(33 fetc/mailfaccess D ) fete/mallfaccess
® O msO > @ O m4 O<

@ @ makemap hash © > @ @ makemap hash © <

CHS2 DNS AHZ S0ios= il Ho 2FS CIE
DNS AMHZ HJl= 45 steid ettt (23 ) o0 S
02 8oz gee A ?

options 4
directory “fvar/named:
() only
(@) {168 126,631 }.
b

@ @ forward © forwarder @ O forward © forwarders
@ @ forwarder © forward @ @ forwarders © forward

PSP

B EF0M MBS £33, oz 20t
Ad SE CAH29 Il 32E X8

o o
Ao A27?

OMIFXI & Mo
Y sol JI=gE
o == g=o=

@ DocumentRoot "/usr/local/apache/htdocs"

83.

84.

85.

86.

87.

88.

89.

@ PidFile /usr/local/apache/logs/httpd.pig
@® ServerRoot "/usr/local/apache”

@ ScoreBoardFile
/usr/local/apache/logs/httpd.scoreboard

Lo
ez
&
g2
@ Primary Server

22 Name Resolution2 Zt GIOIEHE L&Dt &
N&EotD ot 22 WEol st 9I4OI E0H XN
= HIOIHE DX SAl € dli== DNS MHY =
a2 27

(@ Secondary Server

@® Caching Server @ Proxy Server

ZEA AHO O €¥9o= It g2 Aa?

O UERHILS RE SAEI 828 HE2=2 XA o
O OrXl & AIAEIXE 201 8Tt

@ O U=Ru = = RS EHEY So=2MH €39
2oty Aas & = UL

@ A SAEQ HEZANA AN 208

@ DElEe 22 A3 =Y JIJIE 3Rotel MEdHIE
SHCY.

xinetd2l A& M /etc/xinetd.confllA AIEZ= B
ol CHst ’5%92 Egl 2427

(1 socket_type : stream, dgram, rawzt= X & &=Lt

@ user : MHIAE AIE2E AFE XSl 0IE0ILCH.

@ wait 1 MHIA Helol Zel= Al2tS X & ST

@ server : NHIAJIHAZASTHA S I Z 40| CH

S = Xenlll UIst €Yo Z o2 2127

D HEQ AAN UL 21D CHsH OIEHHIOIAZE X
Sofl fFHS S0 CheFst OIEHHOIAE MEB8HCH

@ 22 Mo HEE A2 AAE £FHE £ Qs 2
A 08t AXIECt

@ JAHA LHUHA Adoles =&KX Ze2l0lHE slEols
Js0l ULk

@ Xen° BOLAIGE MEo 2 HE SN CHE o0l a0l X

sendmail?l alias JIs0 Oigt &¥2e =z
@]
-

® METSHH Z& 0IHY F2 01200 C+2 0SS £
CiohE 4 ULCH.

@ HYLY AAES HEE + UCH

® 48 WY HAXS 012 Helsts ol Z2Ius
o AIHE & UL

@ ST SAERSE BUT HYAS HEE = AT

0s s
™ saQL

Ol Ct.
@ NoSQL2 ZAHE dIoIE 20| Ot |-

)
3 NoSQLZ CIOIHS FEH0 UE 27 MEEL=s &
LHE Ol CHEt 2 FAE0l O SK0tCH

@ SQlite, MongoDB, Canssandra S0l NoSQLOIl £&tC.

NoSQLOI THEt & ?
CIEIHIOIAE MSotkl e ZEE HOIEHOoIA

CIS20lA Z%dl= ORIl &IAH 2 MPM(Multi-Processing
Module)o gl 227

b
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90.

91.

92.

93.

94.

95.

96.

7|0 NEBHE TEH A2 W42 NESHD H
DIFl RE0 SHRW AYCEZ HAIFHE WAD)
[ HE Z2HA 2 H2GHE AYEY H42
AEED AME ABES 25 21 Z20

MZEZ A Z2HAE WE5HH MIEHLH

@ prefork @ worker
@ BeOS @ 0S/2
IS = NIS THoYE 29 Al 228 [ &8ss It

=2 gze ner

@ /etc/hosts
@ /etc/resolv.conf

® /etc/sysconfig/network
@ /etc/networks

CtS & vsftpd.conf E&0A dlLQ IP =4 & 528
Hd5+8 N&¥dl= g852e=z a2 H=2?

Lo

® max_per_ip=3 @ max_per_client=3

@ max_per_address=3 @ max_per_ip_address=3

OS & 259 0elo g2 8o T2 Qo2 0
BFAQ ==st IJiI%'C> BGHA JIMAHU HYol= At
2 8ol T2 gl 2127

@® MDA (Mail Delivery Agent)

@ MUA (Mail User Agent)

@ MTA (Mail Transfer Agent)

@ IMAP (Internet Mail Access Protocol)

S & 24 ZHE AMESR XA fdl AIEote
sendmall cf IIY S820=2 Ao2 2127

® Cw @ Fw

© Dj @ Dw

AETHHL H=E =BHHE
AT IJ_ Al =ZH E85TF == 1H
dF 2H0IEd2S OI0IAE Sl Z2HAH
8 S AP FEE Jrata 200

@ OpenStack
® CloudStack

® Docker
@ OpenShift

xinetd 2&d =218
Aotein st

® log_type = FILE /var/log/xinetd.log

@ log_type = SYSLOG /var/log/xinetd.log
® log_type
@ log_file = /var/log/xinetd.log

Heol Mol /var/log/xinetd.logdl X
(S & 23 HdF302 Age 2H2?

/var/log/xinetd.log

CHS2 AIAE B0 (8 4OICH OIS 5 A2 &Y
o WAL BRI OE A7

97. IS0 A £Zot= ol

98. L} = iptables?l 3JIXl AHle2

HIE S ZRlADE orEEp
E |AE‘II I =l
Js 92I% 20, 2201CE SO

M g;.:m OIS Z2e 2 20
- NABIO EISH A2 BRE 2 SICH

O MARE A2 (2]
@ Login &0 @ 2 E3!(Rootkit)
=

- 22| TCPAP 7
2 Mo

- Cult of the Dead Cow (F2 =M [HEF =HH) 2t
= A 20| 19989H 72H M= SHH BHE
- Okga O340 AJHMAMHME Win-Trojan/

BO.57856 EZ0ISOHGHZ EI= ZAGHH A

E HE
@ Prorat @ Netbus
@ Subseven @ Back orifice

g 27

@ INPUT ® DROP
® OUTPUT @ FORWARD
99. Ot

& badman.comOlA ssh& Sdll 222 A& st
SHCH Y ool AYs o) el =X & & Y= 9
30 E2 Iz s 2A2?

@ /etc/sysconfig/iptables @ /etc/hosts.deny

@ iptables @ sclinux
100. IS 20| HHOE A& & M LiKl= A0l st
HdHo=z g2 A27?

# iptables -L

Chain INFUT (policy ACCEPT)

target  prot opt source destination

DROP  tcp -- 1001001000 00,000 tcp dpti23

target

Chain FORWARD (policy ACCEPT)
prot opt source destination

Chain OUTPUT (palicy ACCEPT)

target prot opt source destination
1 100.100.100.0 ez E0HLE 2 W30l X
Ct.
@ ol MBIOIA 100.100.100.0 CHE S| MHHZ telnet &
=0| XHE=ICF
® 100.100.100.120 AIAEUHA HY AHZ telnet 0|
i|.CI-EI[:|-

njo

@ oigy dMe2:E=

A2 of
=

telnet & a2 = SiCh

b
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112

AE

alsAn}

PN EEREEHEHEREEEEEER
2 9|20 0801288 @R IBe®
© @R 0|&|VS|@R0B @8R S|9S @
SSI=EINISI Sl SSIHElHINE] SIS
CRERINEEEHEEHEFEERE N EREE
©0|©|20|&|V|@|@|R|O8| 9|8 |OIR|98|@|&|©
SIS EIEE SIS RS EINEFSIEE
=028 0|8« Q|8c8c|R 8 @|8 e
N EINSIESISIFS] R RINE @S
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