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1.

| 1312 : 2lsA 429 ol |

2gMHC 280 s d¥9oz E8l HE?

@ Multi-—user : S+ AIAEINA 02 AFZXHSl ZZ 0|
A = SE

@ Multi-tasking : 8 AFZ2XIJF O JHel &2 SAIN %=
§>H6|“i /\|£E4I

@ Single-tasking : Z2EHJF & SOl oL A0 X 2l6h
= S

@ Multi-switching : Ct==2 X0 SAl A& TfLF et
SC TS0 SXgles HEN

L OS B dsA 2SN SELE 292

@ TCP/IP =8k OtLIct IPX/SPX, Applet

-|-

AR =
O TZANMUAME SEE o= AL
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o talk, P
Bluetooth &2 042f JIXl HWERIA Z2E2S XA

2&2 22l& 2 2LIEHE It

2= A2MH, ¢ Ol Za&stHE XNJZX 2=
s = 2isA tHEEHezZ Sl A2?
M Redhat @ Caldera
® GNOME @ Mandrake

. tt8 = GNU/FSF

EoIS A0
27

ol

::ﬁ

@ Microsoft Office @ Apache HTTPD Server

® Emacs

N[

El

HMulti-

® oo
o 0

Ne o of O
S
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Multi-
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@ GIMP

s & & AMEXIt
20z g9 A2?
switching)
Processing)
tasking)
llel-Processing)

XH WEAAE ASE=S 8 €M

3log

201412311200, 109

® "date +$YY$mMPASHIM"
@ "date +%Y%mM%d%H%M"

g MSots

= SH2 €2 A2?
@ RAID 1
@ RAID 1+0

FELZUA HE US0Hl £ &

Ct.

rr

et A
= UWE0ITH B2t S0 HEe=2 ¢
Z2h2 20144 128 312 1241 F=20ICH

RAID(Redundant Array of Independent Disks) dll& =
S(Fault Tolerant) JI1SS MZ6tA LoHHA IJHE =

& 100 SHHUAE AHEE

RAZEOHE)NAN REE ANFAE
iz

te AZEQNE JHE 2ot o A
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Oel JHel #gsS A

|2t

® ‘date +$YY$IMSIASHIM®
@ ‘date +%Y%mM%d%H%M"

(=il
=
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11.

12.

13.

@ /etc/rc.d/rc.local
@ /etc/rc.d/rc1.d Cl2ER| 2+9

Ql
=2

@ /etc/rc.d/rc6.d ClEER| o2 S22 A&l AJEE
ol

w
HU
=

)l
[e]]
rr
[>
W
I
Im
=

=]

@ /etc/rc.d/rc.sysinit

clsA MEAMAEUA ext4E £Hols SEL2E 8¢ A

27

@ JIE ext2 WUAIAEO HEsS E2ot)| g HEE
(Journaling) 210l E%EIOH’A

@ JIE ext3 MAANAHS extd4 MAAAHSZ 0O D20
& s 2 QY.

@ extd MAAIAEQ X H3J= 16TiB(HIHIHIOIE) 0I0,
MUY A= 2TIBE XI5t

@ ext4d MLAIAEO NECHELR MAEIIsS IHE= ext3<

3200H0I A S0t 65536 0H K A0l JHsSIHCE.

0
>

125

/HE [e]3

HU

2lsA AIAEN 22Xt 2A46HH A=
Iot0Xt & [ grub REZC0NAM ZHHoi0re

M j
]

- kernel 2EME] ™ %H single & F7F A
BIEH},

E - 275 DEoHH WIZER BHE = kemeal
HEMHI EEHE 2I2lE TETSH}

@ - 2EFIA dl= HY OI0AE A™EHTH,

@ - b E M EEIEE AEEHL

DeO-b-0-0 @0-@-0-0
®@-0-b-@ @O-0--0

cl=24 UM httpd Z2HAS 2/ AESE BM
0l 11671 Z2AHNAE BE22 JHX=

&
Ctsot £0l F
= AELUACH 01 EFots 02 &2 A2?

A0 O

root 11671 100307 7 00:00:00 Ausrdzshindittpd
apache 11675 11671 0 03:07 7 00:00:37 Ausr/shin/httpd
apache 11676 11671 0 0307 7 00:00:38 Ausr/shin/httpd
apache 14668 11671 0 10:02 7 00:00:00 Ausr/shin/httpd
apache 14669 11671 0 10:02 7 00:00:00 Ausr'shin/httpd
apache 14670 11671 0 10:02 7 00:00:00 Ausr/shin/httpd

1 process clone @ zombie process

® process fork @ multi process

2lsA AAENAN GRUBOI =450
CD-ROM2e =z 2E6tH sRE2EE
GRUBZ =303tJ| ®Ist 380z &
A 3= Serial-Attached-SCSI| &4 0|0
AR 0 QACH)

M grub-install /dev/hda @ grub-install /dev/sda
® grub-recover /dev/hda @ grub-recover /dev/sda

<
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O
T
| >
LU
=

2lsSAAAEOl 8 CLI(Command-Line-Interface) 8+S
X&atD ULH Os BEA ANH=se=z e stHE A2
ol DXE [ HESIHOF & MYz 2SS AH2?

@ /etc/initmode @ /etc/initgui

@ /etc/initboot @ /etc/inittab
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14. IS & E802 Z13F Run LevelOl CHE 2iez ot
=7
@ init 6 @ halt
@ reboot @ shutdown -r

02 CaER 5 SE0A30 NN UK &
Se|ZASS M N2l S 2
S0l PIXIE Ro2 LS NS?

@ /proc ® /dev
® /var @ Jetc

nr 2

of

= 52

FogI2Hol S02 WHELE 22 H=2?

. OS2 TCP/IP 220IM Client2t Server2t2l 26 S5
0l (a—b-c—d

Client Server

ESTABLISHED | ESTABLISHED

| B 1. T
Ll albis (e ) CLOSE-WAIT |
{ = ] 5

(b

] ) LAST-ACK
TIME-WAIT TTERRE |

l A

@ FIN-WAIT-2 —= ACK - FIN - CLOSED
@ FIN-WAIT-2 - FIN — ACK - CLOSED
® FIN-CLOSED - ACK - FIN — UNESTABLISHED
@ FIN-CLOSED - FIN - ACK — UNESTABLISHED

K
(IH
= Usy 2Ch)

v 80 e USTEM 11671 Mttpd
add3 e USTEM 11671 Mttpd

@ netstat —ano | grep httpd
@ netstat —ant | grep httpd
® netstat —anl | grep httpd
@ netstat —anp | grep httpd

18. th8 &30l Jteldle 80z g2 A=27?

fo

A

==
ne o

=
A
=)

ZAHIAJF LISTENING &2 TCP

ABE & 9= FBOZ 2

20.

21.

22.

23.

24.

DIEYIe] A M ZZ2ES(TCPOILE AEAR O
OEde ==E=2(UDFHA HEZAHOE0] &=
EMNE Fol AMESTH 2UEHDHHM EMNZE O
& MEGIZE I =0 1 #2= 0~655360|
Ct 0 EH= 1ANAZE HECIHOHESZE K EEt
A8 (well-known). 2l AF2Z SEiregistered). 1
2l HEES == (dynamic)Dl 0. 1 HF=
Z+2F 0~1023. 1024 ~49151, 49152 ~655350|CF,

@ MAC Address
@ TCP/UDP Application Number

@ IP Address
® Port Number

ts s 1
2|2 Aol

=7

=401 O
DNS MHHE SSots Ie

@ /etc/hosts, /etc/resolv.conf

@ /etc/hosts, /etc/host.conf

® /etc/resolv.conf, /etc/host.conf
@ /etc/host.conf, /etc/services

Ct& = ifconfig @0l st &¥oz o=
@ ifconfig 8oz &8s A= AMsez I M
T MRS A& HEEC0

@ IPF=2, Default Gateway =24, DNSAMH =49 &FHEZ2

s A O] I.

H

=
e

® -a SES AMSotd 4= =oAL S 2HE 0
UX %2 UEKID AHHOA HES HFEE & = U
Ct.

@® MAC Address®]

FE= BUH=A

212 : 2lsA A|AE 2AZ|
LS & root A2 XS UIDgteZ o2 2127
® 0 @ 1
® 500 @ 1000
CtS = /etc/passwdll M UIDE LiEILE Z2E2 292
27
O JE} -1 @ = Bl Be
@ M W 2= @ Ul Hm 2=
CtS1 20| useradd HE 2 SYst 8880 A} &
S0l BDte DY LY A27
[root@ihd ~1# useradd joon
@ /etc/passwd @ /etc/skel

@ /etc/default/useradd @ /etc/fstab

A3
?

Ct
Jt

M

FOF
=<

(74 LHEIAEE (fdisk)

(LF) DAl ABM A (mifs)
(Ch OI2E ZCIH M & (mkdir)
(2h 0= E=E (mount)

un

=Itet = AEsI X2 =MZ2

10 10

o Hu

oy MO

no o
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25.

26.

27.

28.

29.

30.

ChE = AIEX 23 HE09 4yo=2 292 2127
@ passwd : st

@ chage : il

® userdel : AF2XIE AHH|
@ su : otYo WOolA

22X &

at

(]

AEX
St

Os & MEXIE 2AF L M 01822 ool &5 &
=

(Primary Group)2l HZ&5td 1] & Ml AIE5t

o o

rr <

@ charp @ usermod

® groupmod @ chage

HHEHO| ZUIL Olell et 2L Cs & 28 8oz &l
2129

[ mot@ihd ~1# Iz .1d /project

drvxrws, T, 2 root admin 4096 May 13 00:13 Aproject
[ mot@ihd ~]# id posein

Lid= 500¢poseiny gid=500 possin)

groups= 500 po =einy, S0S,admin)

[oot@ind ~ 14 id yJloje

vide S01{wiloje) gid=S05{edmin) groups=S05admin)

@ yulojedt /project CIRER|0 Y S
A2 adminOlCh.

@ posein0| /project CIAE2|0 IIYS MAHGH I=A
S 32 poseinO|Ch.

TT T

@ /project LI E2|l= admin S0 =8 AIS X
= 8201 2JtotLt.

@ yuloje= posein0] 2tE MY S AHE £

s & A2(Swap) It MY HIz
® mkfs => mkswap —> swapon

@ mkfs —> swapon —> mkswap

® dd -> mkswap —> swapon

@ dd -> swapon —> mkswap

08 = /etc/fstab Dt X Bl SO &3 Jbss 3
oz sa 2e?

© AT @ UUID

® Ol2ERQE @ ey

2
=
0
Q'B
rr
0%
0y
Q
N
i

[root@ihd ~14 |s .| joon.sh

- ————— 1 root root 1222 May 13 00:13
joan,sh
ls 22D A AT 22 H4EHA 22 HE

HE posein MEAE I 2 AT AT
JHE5kd yuloje AR S0 #HEREE JESEEH
FHH OFMS=2 1 212 AEReE HIA 2 M
J| HEH| 2 snlEE SFEE}

@ chown, chgrp @ lIsattr, chattr

32.

33.

34.

35.

® chgarp, chmod @ getfacl, setfacl

CSe Z2MA &8 EX0ICH O3 ( 25 ) 2ol SHZ
ez 282 H2?

[posein@ihd ~1% find / -name “+txt’ 2>deywnull
»list tut

()

[1]1+ Stopped find / -name “=txt* 2 dev/null
wlist tut

[posein@ihd ~1% { © )

[11+ find / -name “=tut’ 2xdev/iull >listtx &

@® (7): [Ctri]l+[c] () fg @ () [Ctri]l+[z] (v): fg
@ (7): [Ctr]+[c] (v): bg @ (7): [Ctrl]+[z] (v): bg
nice Y& S 0|80l R4 =<2 HAGZ D St O3

= 23 JbsE NI HIIE Qe 229

® 20 ~ -19 ® -20 ~ 19

® -19 ~ 20 @ 19 ~ - 20

02 = 2y¥s Ad=0 HOIZ0 SSHEH2E HBES
2 olE TZ2AIAD} AWML EE s [ AI2ols HEOZ2

gore AH2?

® bg @ jobs

® nohup @ fg

OsS (25 ) ol S0 ez ¢u2 A2?

[root@ihd ~]# ps aux |grep httpd

root 23417 0.0 0.1 142116 6912 7 35 15:60 0:00
Ausr/local/apache/bin/httpd K start

daemon 23419 0.0 0.1 473936 7268 7 S| 15:50 0:00
Ausr/local fapaches/bin/httpd |k start

daemon 23420 0.0 0.1 473996 7268 7 31 15:50 0:00
Ausr/local/apache/bin/httpd K start

deemon 23421 0.0 0.1 473996 7268 7 51 15:60 0:00
dusriélocal/apachesbin/httpd |k start

root 23864 0.0 0.0 6388 G40 ptsA

&+ 16:04 0:00 arep httpd

[root@ihd ~]# killall § i
@® 23417 (@ 23417 23419 23420 23421
® 23864 @ httpd

S = rom SEWHE 0l=0ol0 ftp MBS WIIXE &X
8 [ AIEole ZZo=z a2 H2? (8, s &2 =
S RHEGHOF BHCY)

IZIAl BHZ FTP MK IP @ 192168,10.1
1Al B2 FTP MW CI=ECL @ Aub

714 Ol : wsftpd-2.0,5-28.e15,i386.rpm

® rpm —ftp
ftp://192.168.10.1/pub/vsftpd—2.0.5-28.e15.i386.rpm

@ rpm -a

ftp://192.168.10.1/pub/vsftpd—2.0.5-28.€15.i386.rpm
® rpm -f
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36.

37.

38.

39.

40.

41.

ftp://192.168.10.1/pub/vsftpd—2.0.5-28.€l5.i1386.rpm

@ rpm —i
ftp://192.168.10.1/pub/vsftpd—2.0.5-28.el5.i386.rpm

S22 AMAEN EXE rom WIIX S0W mail Olets Xt

20| E0Us WX BM5H D L (25 )otol =
Z Esez gors A2

[posein@ihd ~1% rpm 11 arep mail

@® -al ®@ -ai

® -aa @ -qe

OS2 ( 23 )2l S0 WEo2 L2 227
[posein@ihd ~1% rpm | 1 zendmail

2.5, T ¢ Aetc/mailfsendrail, of

@ -qc @ -av

® -q @ -V

ChS & yum2 AFSot S AIAEN AXE WIIX S

Soi2 =0l gyyoz e HS?

yum list installed

@ yum list install @)
@

@ yum list available yum available list

tsolA 29

ot= WE

|0
HU

A E-ILLI'DI.-‘I‘-.l

AMEEI= MakeZ] [HH Z=271
Hez HEISHES AEoH)| #E SHE=R
S&otNY, 2 A ZSZHEQIOL YA
HEZ Z2HH 20 Ot 22 HEHM
5 AFEJFSGEHD MySQL KDE S01 0] 2
g MEdoHH £75H=8 HETH] R0

@ qgcc @ automake

® cmake @ pacemaker

OS2 (25 )2 S0 Usez Lo 2127
[rooti@ihd srcl# tar o 1 linux-3. 16 tar =2

@ Zxvf @ zxvf

@ jxvf @ Jxvf

elSAAMAENM LVM(Logical Volume Managen& #4&&

/home CIR&EC|2l EE0| =501 FIt2 U238 74
ot &= scliXt e 0 HHol oHEE=E =42 &

S22 A2?

42. 2

43.

44,

(NEY OAT= Mewlsda, ME FIFE C)A3
Jdew/sdb OI0. LWM wersion 2 =E0(CH

Jome CEED=E 2818 YolGroupll =2

=288 LogWoll2 JETDIMESH, EEJE

VolGroupDD M= I Aevisda O3 THE

£H2CH MZE FJE OA3= 12 diE&e

= OE E§E F4FH})

& : # fdisk Aev/sdb

® : 4 Ilvextend -1 40960

Jdev/mapperMolGroup 00- Lo g¥aldl

@ & wgextend VolGroup00 Adev/sdbl

@ : 4 pvcreate fdev/sdbl

DE@-b-0-0 @6 -
®E@-0-0-0 ®@-

e CtE W0l st

AnLS 28

® : make clean
@ : make modules
® : depmod

: make menuconfig

@ : make bzlmage

@ : make modules_install
@ : make install

@ @ : make xconfig 2E0HZ AHoIH X-window &&
OIN =HPE 4= UL,

@ © : HZO0I0IXNE Mosttt. MHE
e HI0AN 2=l

® @ ® NMXS WHZE make all HHAHZ

HE 0l0IX= 0l=

SHA B0

A
-

@ @ : HEWLS /boot CIHERIZ 2 AT

clsA AWM UERKA AEHHOIA IIE 22 0= &
A2 o6t #otH bond0 CIEHHIOIAE HBIRLCH OIF
/etc/modprobe.conf IO CI2 22 WEE =II6tY

Ct. bond0 CIEHOIASE &AM MA5HI| Rs HFAHE LY
2 A2? (¢, 9480g Adole &g CHE2d= Teol
ZTHoHK 2=Ct.)

alias bond0 bonding

options bonding mode=1

options bond0 miimon=100 primary=eth0

@ insmod bond0 @ insmod bonding

® modprobe -r bonding @® modprobe .| bonding

cl=A0AM XIJot=s of=A00 Het &8e= &

s s
gl 22?7 (RlsA= zAHEL HE0| dX0Us A2
2 2UF

= Al [ —

(@ Sun SPARC, IBM Power-PC S2| QIEIHZ0| Ot =
ZNME XSS,

®@ 64bit 2L HMS B2 4GB 0|49 HI2E XS £

@ DVD-ROM Z&E2t0|E= IDE/SCSIgtAle K& g X|et
OIE{HIOIA HaloR2E= XS &

UAEE Plug —and - Play

[
o
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=2 HHSI= AdEZIEO|
45. RIS AAAEIOIA VGA J2H® 2 S0 A ZOhe At £-1= SZots 23BEY Modeg.sh
OlA RS-232C OIEHIOIAZ 22| 222 0I25tDX & S = 8. = =82 MY 4A HEN
O AEEE SAME2 EXS A=27 HHUCEE HEEIL
d db d 232
g ;devjs o g ;deV;: soc @ 4 5 %+ 1,3,5 /etc/log.sh
evim vty @ 54 % 1,35 /etc/log.sh
46. 2SANAZOIN GIECIATE FIH5t01 ALE St Xt & ® 4 5 * 02,4 /etc/log.sh
Ct. IZ2SENH Y= 380t O 9/\ 102 ®MI2 A=z @ 5 4 = = 0,2,4 /etc/log.sh
aore He?
@ CA3 ZO - fdisk , Command ZEZEN M f 54. CI3 8Yoz o2 A2?
A MAAA - fdi T=2OE —
@ [:l_j.ul'Eltoo fdisk , Co_mmand ODETEWAM p syslog2 DHAIGIS AAE 23 2 HY HAR
® /dev/sda2 HIEIE S swap HXIZ XI& - swapon Iy YEo2 I glsAs O] 27 HES A
/dev/sda?2 == e e —= =
SFHCL ~HEES R &ata, = =
@ /dev/sdal IEI®ES 2H=Z OF2E - mount —f G|_:F %El= A Adstd, TP Z2ES=
/dev/sdal AEEHCH OFE8. MySAL, PostgreSaL. Cracledb
ZZ HOEHH0 -~ 23 22| & JHSEICH
47. HI22l0l e 22 cAEN HEZ2 JIE £~ gl ¥
22 Ape A29 @ rsyslog @ ksyslog
@ Ismod @ insmod ® msyslog @ nsyslog
@ mmod @ modprobe 55. C+S A0I ALRSI0E WEOZ JIE Yo 2e9
48. CISAAAEN MEIEIN EXTHUX L0F, HEZA T . EE MHIAN HEH AFRFHES J2)=9 #H7
2 ¢§>H%E+ 0 AHSEIIE 2 252 Felst Tt BCh, i 1D|,E'HLF£ FERES 185 ol
O T AHSE & U= PZO2 SB A7 =5 @S r=En
. EH A = =2 = =
@ make config @ make menuconfig =2 MHI=H et MSMHES A&IE= A=
= Dl:* Or=
® make xconfig @ make modules_install == = ==Lk
- AME ARE OIS HTFELE
49, EI‘_/\ /\I*E“Oﬂ/\-l SIECIAAE F:II6H WEIAZS MHEH .
= swap HIl2 ARSI DA BN Ol AIRE = e © PAM ® SELinux
fdisk HE OO SHS =AMUZ Ltgs 2H2? @ A= HARE @ sudo

50.

51.

52.

53.

@ fdisk —n-t-w @ fdisk —-t-n-w
@ fdisk - n-t—-qg ®@®fdisk-t-n-q

1Eel X0l oilg He &

HH O
==

Ct
2

| }\|ﬁE-H |

=
=)
g ?

b
=

ro I>

'

1o 10

M
M H

ZE AAE 2I020 AELn
HOIE 5= DLS0l SRS
A2l Ag4E mel S0
ZIIHO BAIJF BRI

@ /sys ot9l CIAEL]
@ /home ot%l Cl2ER]

FANE H

E7RIE=

&2

ot?l CIE

slEe|

® Jvar
® /dev &t<l C

st

[= eyl

SSHE 0I&0t0 Al 0l =2
a2 & g 2 JI5€ 21 u}o'i

@ /var/log/messages @ /var/log/dmesg

@ /var/log/secure @ /var/log/boot.log

MO B28 JIE &
stit. Oh3 & oiled d2E =9

@ lastb
@ nologin

ChS =200 % cron €8= ot & [ €2 A=27

56.

57.

58.

AL
S

2 ?

]

Ct

oo
Ofor

HOfl

Botea2 gok2 A

<]
FIO

MEIE EHFlE HEZSE poseing LZEHE
Al2E posein ARSAMHAH rootl] WAREES &
HEs 22 BEAHEDHL AEAM 22N ESTt
HHM2 useradd, userdel, passwd S1F EE
22 FEONT AEJS OHH S D EH0L

@ COPS
@ sudo

@ PAM
@ Tripwire

o

oo ¥ J¥ e Uy Mo
H
°
o

r

A3tot)| {8k JI=Q AlgotH HEUHE
2 UdotdA 2 & %E‘ H2?

SAF & Al reptial0l scpE
S Al ftptHAI0l sftpE AtESHCH
N B Al telnettH &0l sshE AtE&tHLY.

O X MHOU &= AlOl xauth CH&IO ssh—keygen2

n
m(—!
T

r

®©E O
> B
i T
u 10

i
10
0
1
2
o
o
x
0
0
Hy
un
i
Y
o

D

&
o
2

m]
il
J:I:
QR
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v

RN
>
L
o -

@
rr
o
ne
]
=
z >
0z
=

=)

®» ®w oo 3
o to = gg 00
O s U 12 O
i
s
o o
X
rir
s
188
jua)

il

fon
tol
o
aQ

[m]
o
O
Q.
[y

3

o}

U
IE:
19
ror
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60.

61.

62.

63.

64.

65.

2 2oz u2?

@ rdump @ rdist

® restore @ rsync

CIS2 cpio2 01E0t0 dots HHOICH (25 ) ool
SHZ WEse=z 282 HA2?

# g wconf { @) cpio { ©) (O ) posen cpio

@ (M) | (v) —iev (=) > @ (1) >(v) —icv (=) |
@ (M) | () —ocv (=) > @ (7) >(v) —ocv (=) |

| 322 : HESR3 ¥ AHI2Y B#E |
20N £&956t=s LIESZ2 JIE aoe 2H2?

g Al Z=2]IEH} T8 T2 1A HH R

S2 0] 20| BEEEEHA AR 2510 T

2t CHEH HiSshes =SEC HH=E dMNE -
SIS, JIEY HOBHMONAR Bt 2=
HEE HEFE = A ZRICH

@ TML @ cal

@ NCSA @ URI

OS2 telnet YEOHE 0I85I0 2EE0! & MB{el
£ o= WHOILH OS (25 )20 02 HTTP 2F O
2E(Method)2 22 227

[yuloje@ihd ~1% telnet www, posein,org 80

Tewing 203,247, s, s

Connected to www, posein,org

Escape character is *1°

{ iy
@ GET @ POST
® HEAD @ PUT

ChE O"ol A= oigdle HTTP S 2FIE Bs=2
agt2 227

'ﬁ . pOSEIN.og

Forbidden

You don't have permission to access /—posein on this server.
@ 401 @ 402
® 403 @ 404
OlIXl 2.x HEE AA Z2WES St XAl OtIXl =
NMAE AYE(Thread)tA o2 S& == HAolell &
Ch. O8 & HAA (configure)Aldl XI& o=
——with-mpm?<| ez LU= A27?
® winnt ® thread
@ prefork @ worker
OE = PHP 5 HHES AA XS I MM T B
mygoz Adgte 3129
@ mod_php5.so @ mod_libphp5.so

66.

67.

68.

69.

70.

71.

72.

73.

@ libphp5.so @ libphp5_mod.so
U8 & (235 )2l E0Z sz 292 Au2?

NIS MHEHHAM sch0F 5l == ( @ 0|
., NS SCHIMEHM 2ASHl0F 5= o=
= ( © ) OIC

@ (7) ypbind - (-) ypserv

@ (7) ypbind - (-) ypxfrd

® (71) ypserv - (-) yppasswd

@ (7)) ypserv — (-) ypbind

S = OI0IAZ2ATZEAS HEIE [ EL|(Active
Directory)2t Jt& 2AHDJF 22 AMHIAZ 292 212?

@ NIS @ NFS

® LDAP @ SAMBA

Ct2 = NIS MBHUIAM CIOIEHIOIA A AN MY &= Tt
22 AISAe HE dE2E €10 Us Iz a2 A2?

1 passwd.byid (@ passwd.byname

@ passwd.id @ passwd.name

CtE & NIS 22019 ENM NIS A2 0|Sah 2=
meES #2240 & [ AFE0te 880z 292 H2?
@ ypserv ® ypcat

® ypwhich @ ypbind

CtS2 LDAP 220l ENIA ldap2 AIEJts otH &8 &
o A=K &olgts EXO0ICH (25 ) ool E02 ey
oz gue 227

[posein@ihd ~]% grep "passwd ( i
passwid: files ldap

@ /etc/host.conf
@ /etc/openldap/slapd.conf

@ /etc/nsswitch.conf
@ /etc/openldap/Idap.conf

S 4HHSamba)ol SILE Ml
g [ AMEots g2 92 X2

o o —

mb.conf Tt S

(@ smbstatus
@ testparm

AHh AHO &5 Jtsd 2209 ES HERA
XNEE M AIE6t= smb.confl 52z 292

@ allow hosts @ hosts allow

@ access hosts @ hosts access

NFS ABi0l S5 CE20 82 Jisdt
192.168.12.0 LIER A HAS AtEdt= Al

A
o ACH O3 (23 ) ool €FE ez La2 A=2?

SctoIgED

—_

[posein@nfs_server ~1% cat fetciexports

Aoan ( )
D 192.168.12 @ 192.168.12.
® 192.168.12.0 @ 192.168.12.0/24
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74 USE NFS AB0IN B0 e U2l U Setolel =H2 S0l EiSHesolving)2S Sal AFETHS
EE #0olgte ¥ 0|u. ( 25 ) 0l S gez oot O, SHOIH T resolving IS HEFID MY
2 2H29
= A= H == ZEEH HeF 530 SHE 252H 2 E
[root@nfs_server ~1# 1 -e localhost Zzath Sl HIZ SEuliz= 9E2E gl
Export List for localhost: PIEHS AFESEE =2 I MERIMNE T
Jioon 192,168,5,13 .
rimary Name Server econdry Name Server
@ P N S @ S dry N S
@ showmount @ nfsstat ® Caching Name Server @ Master Name Server
@ exportfs @ rpcinfo
82. L}S2 DNS AMBi2l /etc/named.conf TSl LL0ICH CF
75. T+S = vsftpd B0l B&E 2 = 220/9EC 48 S (22 )20 S012 W2l g%e 2e?
Mstotell & [ d8olse 522 LU2 2127
M maxclients @ max_clients zane "." 1N
® MaxClients @ MaxInstances t:_.,.'pe ( v
file “named,ca®:
76. OIS = Y AH HY MH 2H0 AIE2ds Z2EZE2 ¥
JFE gt 2127
@ SMTP @ IMAP @ master @ slave
@ POP3 @ https ® caching @ hint
77. AT spammer@aol. comOI el A2 HEs= & | 83. LS2 DNS A2l zone W2 LROICH TS ( 2& )
&2 /etc/mail/accessOl SEatdd ) &Lt O8 &8 S0l oYl E0Z LHeoz a2 2127
A otgte 3129
(@ Connect:spammer@aol.com REJECT W1 llm '?' ) 192.168.3.224
@ From:spammer@aol.com REJECT m N ¢ : AR
@ Connect:spammer@aol.com RELAY R
@ From:spammer@aol.com RELAY @ A @ PTR
® CNAME @ AAAA
78. TS & /etc/mail/access MY BIAHAS Adliocls HHO
2 gge 2e? co L=
= A= 84. 22 MEN &&& DNS MH S 2l=&2(resolving)llsS
(» makemap hash @ mailg HZolJ| 2ol Y AMHe 8832 HHPolse HAHOICH (&=
@ newaliases @ aliases SO S0 LEes Zx= A=
79. HS A9 JME 2HIF US MUZ Y2 2427 [posein@joon ~1% nslookup
A HE HE ZMH help2t= ;t||x-19-_2,_ sSH2 Default server: 192,168,12.27
= HEE JHFHE A HHHM AZLEE Address: 192,168,112, 22# 53
SEGHH D 'HCH >
@ /etc/mail/access @ server @ type=server
@ /etc/mail/localhost-host-names @ set type=server @ nameserver
® /etc/mail/virtusertable
. =S = O] SIAMNMXNTIUEZ H=Fl Gdd
@ /etC/allaseS 85 étgigl}’\é?é\l&l—l o= .U-I’EE EIOOI'L ooo'ii jl’
80. OIS = (Y 23 ANIIYN 23 Py Xsto2 =gl (@ named-checkconf (@ named-checkzone
=V ® dig @ rndc
@ /etc/mail/sendmail.mc - m4
=20 ol = OlOo| XO| St A0 O =3 Ho
@ /etc/mail/virtusertable . makemap hash 86. LisE UIBANH £ II&°l 39 g5 L3282 Se X=?
® /etc/mail/local-host-names . makehap hash @ IN SO& ns.ihd.or ke, rootihd. or kr,
@ /etc/aliases . newaliases 2013111900 : Serial
10800 : Refresh
81. L8 d¥e=z Ji¥ goe 212? 3600 ; Retry
3600000 : Expire
43200 : Mnimum
)
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@ Refresh : FTUILAMHS BXHLANHZ2IS BE =I5 ® mac—address @ fixed—address
E 9E AlZE XH
@ Serial : zone OO A= AIZ2IS EAlots A8 94 94. CIS2 VNC AW E2FIel LL20ICH (25 ) 2ol =0
L 2 g0z gge 27

@ Expire @ =UIY MHOA OE WY AHZ CIOIED
E€LAS [ CIOIEE &UE Aol 20t 225 = VNCSERVERS="1 root"

A2t . "
@ Retry : FUILABY FE SIIstE AW 6t O C VHESERVERAGRS[2]= 11 !} 8004600
S ANEE <Ich tHolsts Al

(i}

(1 —geometry @ -nolisten
87. LIS = 2l=A JIatsl J1=9l KUMOl it 4zoz sg ® ~nohttpd @ —localhost
A7
_ _ - - 95. k82 NTP A& HAFIL Ol Jetc/ntpd fo] LH=O0lCt.
KNS E10 ZOIYS B NS0 NEE SOl CISS NP it SSTeel fele/ntod confel LIS0IE.
@ KVM2 Disk 1/02| BHIIAatstE XI&StHC). [yuloje@wwwl ~1% cat etc/ntpd,conf
@ KVMZ2 QEMU ZAl2 AFZEHC. [ ) 0,poolntp,org
@ KVM2 CPUSl BHJIAISIE X BHCE. { ) asia,pool ntp,org
88. 1S = KVM J|Bo2 Ma5= HAE 0l IS C @ ntp @ server
A3 0|0IKIDF MEEE ClHER 22 L4%42 H2? @ time @ date
@ /usr/local/libvirt/images @ /var/lib/libvirt/images
=2 = 240 O & A =2 D o+tOt
@ /usr/lib/libvirt/images @ /home/libvirt/images 96. giig?DoS S22 S0l LA ik TE ez 2
8. [+2 = GIOIHBIOIN JIBC2 M= Dby HAl 40 © tI23 e ® Bizel 12
e 2 g2 e g5z g A2 ® Mail Storm @ Z=ZHA SHED]
@ HRelx @ ol=llAan s
= 3 97. UISH A &EYoles A2 JIE LESH EilK8go=2 oo
® CPU 20 £ @ oIy =9 £ S Dien
90. (12 = MAIACZ Ity HUEE U ABES 2LIEHZ AAE 29 ol BN ZEE FHEMNS
g W Arsots 382% 2%e XE7 2 ps, ls. find 52 HELIH 5B Z2
© libvirt @ virsh HALL IS 25 & 24 D0
® virt-top @ sar
@ &(Worm) @ H}Ol24 A (Virus)
91. xinetdJ|Bte| il MUIAS #4560 st OS & ® T2 ZZ(Dos Attack) @ E=20|=0HTrojan Horse)
/etc/xinetd.d/telnet0ll £&Xols 2 o2 2U2 A2?
@ disable = no @ disable = yes 98. Tt8 =& && AMUlA0 CHolA IP =4 J|gteg 822 Xt
Clal= Oi%l—% _/'k_éoH; — D-IO Eél E‘dg?
® enable = no @ enable = yes 2or= € oh= R2=
@ xauth @ xhost
92. [I82 Z=R0 *=5lH RS AHE LU2 2A2? ® tcp_wrapper @ iptables
ZIAHN QUES DIEA BHE BIMTS 2 = 99. 20 2MHELI ST IP FAMA ssh ZER 22 [
o0, DIEY F&9 ERLE BZ £ 3 o2 S5 ®2 JIS2 LAGACL US F Y IP T4
Ch E3t 260 MIIE AT Y SE 26= MEohs GRes JhE RS e
|:|." [Hﬁl_l- EE‘ E"‘—.“% #E!#EI- # E,-“:" @ Tripwire% A XIS XFSHEHC.
@ John The Rippercte ERE &XIGH0 XSS
@ NTP At @ DHCP At @ Jetc/hosts.deny MOl 1S PEAS S=8HC}
® PROXY At @ VNC AMH @ NessusZ2 & XISt XFEHEHCEH
93. [HS2 DHCP MHOIN S SASNH DFE IP Z28 | 1) s ooz age o9
Ea=ge| Wl -cn’—lé SFOICH (25 )2t =02 Usez ¢
%= A=2? 2= AAOpen Source)?|HF]  IDS{Intrusion
host jalin { Detection SystemiS 2 [HEZF BT & A2t
nest-server joon.posein. org; HelH 2 Z2EE =L 3El ZH(Mulitcore)
hardware ethernet 12:34:56:78:48:CD; = =B Ao =(Mdlti-threading)S Aldghl
|: :, 192 1GR 12 22: EEE‘l EEHB Lua2 AIJLI:-'H ?—EHE.'E” ;'|'§EH:|'.
' ™ Snort @ Suricata
@ ip—address @ host-address @ netfilter @ nmap

b
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