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@ Multi-tasking : 8 AFEXIJF 02l JHQ 2 SA 2
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= EHY
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3. I8 & dlsA HZmez sl A=27
M Redhat @ Caldera
® GNOME @ Mandrake

4. TS & GNU/FSF(AISAZEAME AN #AEs "IgAD
Efoe AU HHEole AZEHZE JIE H2loF H A
27
@ Microsoft Office @ Apache HTTPD Server
@ Emacs @ GIMP
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201412311200, 109

® "date +$YY$mMPASHIM"
@ "date +%Y%mM%d%H%M"

@ ‘date +$YY$mMPdSHIM®
@ ‘date +%Y%M%d%HBM®

7. O}2 RAID(Redundant Array of Independent Disks) &l &
LHZ &t (Fault-Tolerant) 7SS RI25tX LA IIE
2 EY¥S N3ol= EHZ U2 A2
® RAID O @ RAID 1
@ RAID 0+1 @ RAID 1+0
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10.

1.

12.

18.

® /etc/rc.d/rc.local
@ Jetc/rc.d/rcl.d ClREL)

Ql
=2

@ /etc/rc.d/rc6.d ClAE&ER| Q
ol

=]

ool

SE AXote ADEE

o S AZot=
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]
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@ /etc/rc.d/rc.sysinit

clsA MYLAIA

=7

@ j|_7.l_<_ ext2 H}OI}\|)\EHO| C}xﬁ%
(Journaling) 21=0 Z&E O ULCH

@ J|Z& ext3 PAIAEHS mMAAAESZ 00| O3 0]
A g & A

@ extd MAAIAEQ X H3J= 16TiB(HIHIHIOIE) 0I0,
MUY A= 2TIBE XI5t

O eoxt4 MAAAES MECIHER MAIIs L= ext32

32000H0lA SO0t 655360 K A A 0| JHsSHCE

0l ext4E £Fol= SA2=E S8l A

[AE0 SR 450
SEZH0A =HHoiorg
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kernel HEM2 ™
2ECE

& - eFE DIEcHH MEPZEE HA
HAMI} EEE DI0IE WESHT

@ - EEEI0A §ls HY IIIIIZIIII‘E SIEMTHTL

@ - b3 E M BEEHIAES AIEEHLL

EIH single & =3} 7

= kernel

QM 2]

clsA #F0A httpd ZE2ENAL BIAESE

CiS 20] 11671 Z2HAE 222 JIXEeE XA Z=24
AJb Ot HEERALH 0|8 E€Y06l= EHE X2 A2?
root 11671 100307 7 00:00:00 Ausrdzshindittpd

apache 11675 11671 0 03:07 7 00:00:37 fusr'sbin/hitpd
apache 11676 11671 0 03:07 7 00:00:38 fusr'sbin/hittpd
apache 14668 11671 0 10:02 7 00:00:00 Ausr'sbin/hittpd
apache 14669 11671 0 10:02 7 00:00:00 fusr'sbin/hitpd
apache 14670 11671 0 10:02 7 00:00:00 fusr'sbin/hitpd

1 process clone @ zombie process

@ process fork @ multi process

clsA M2AEOWAM GRUBOI &% S£EOI T X &0t
CD-ROM2Z REol S12CEE #%ﬂoi%u. oS s
GRUBE =3olJ| 98t HHO R U2 2427 (Y, ot=l
A3 &= Serial-Attached-SCS| 24! 0| 1JHQ Cl|AZ3 0
AXIE0 ACH)

@ grub-install /dev/hda
® grub-recover /dev/hda

® grub-install /dev/sda
@ grub-recover /dev/sda

elsAAIAEQl M CL(Command-Line— Interface) ors
XN&otl QUCH OIS FEAl AS22 il sHS AIE
6'._TJ_XI.SEI- [[H D’:lxlol.o;lol; isl- .U.I‘OIE OI-UI-O D-Io’?

@ /etc/initmode @ /etc/initgui
@ /etc/initboot @ /etc/inittab
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14. OS2 = ¥3 02 Zd Run LevelOl CIE 2Ho=z o2
=7
@ init 6 @ halt
@ reboot @ shutdown -r

15. U8 UAED B

A

SI=CIAZ0 MEEO UK HEM o

SclEXN S S4HHEE2 HLLCOIE S HAots T

0| /X8 ReZ2 o2 Ra?

® /proc ® /dev
® /var @ Jetc

16. TS TCP/IP 22 0IA Client2t Server2t2 3l&d SE&
OICH BIZH0 S0{2 HESZE LU2 A2? (a-b-c-d =)

Client

ESTABLISHED

Server

| ESTABLISHED

L 4]

LAST-ACK

@ FIN-WAIT-2 —= ACK - FIN - CLOSED
® FIN-WAIT-2 — FIN - ACK - CLOSED
® FIN-CLOSED - ACK - FIN — UNESTABLISHED
@ FIN-CLOSED - FIN - ACK — UNESTABLISHED

BF0A httpd
& 0I5t DAt
A2? (4Eoe 2= OsSW 20)

ZIZHIAJL LISTENING &€l TCP

v 80 e USTEM 11671 Mttpd
add3 e USTEM 11671 Mttpd

@ netstat —ano | grep httpd
@ netstat —ant | grep httpd
® netstat —anl | grep httpd
@ netstat —anp | grep httpd

18. U8 4950 Jtdldl= E0=2 L2

227

g M AISE = UAs EF0z &

19.

20.

21.

22.

23.

24,

DIEYIe] A M ZZ2ES(TCPOILE AEAR O
OEde ==E=2(UDFHA HEZAHOE0] &=
EMNE Fol AMESTH 2UEHDHHM EMNZE O
& MEGIZE I =0 1 #2= 0~655360|
Ct 0 EH= 1ANAZE HECIHOHESZE K EEt
A8 (well-known). 2l AF2Z SEiregistered). 1
2l HEES == (dynamic)Dl 0. 1 HF=
Z+2F 0~1023. 1024 ~49151, 49152 ~655350|CF,

@ IP Address
@® Port Number

@ MAC Address
@ TCP/UDP Application Number

CtE & IP =40 e 23S £38ots W2w =M &
9|E {ol DNS AHE SSote WY ez LG22 A

=27

@ /etc/hosts, /etc/resolv.conf

@ /etc/hosts, /etc/host.conf

® /etc/resolv.conf, /etc/host.conf
@ /etc/host.conf, /etc/services

OS & ifconfig Y0 st 222=
@ ifconfig o2 HdFs& 2= X
S0 HEE MUz HE=C

o
|0
Hu
=
ne
<2
>
04

@ IPF=2, Default Gateway =24, DNSAMH =49 &FHEZ2
2% g & Al

® -2 SES MESIH Xz DU B S&F =
UX &2 HWERKZA CIHHOIA IHES HEE 8 £ U
Ct.

@ MAC Addresse 8= BWFX =0

212 : 2lsA A|AE 2AZ|

CIS & root AFEXIS UIDZtLZE 282 H=27

(1 0 @ 1

® 500 @ 1000

CIS = /etc/passwdllAd UIDE UEIHE=E ZEZ o2

A2?

@ = HW 2= @ S YW 2=

O M BHm 2= @ Ul Bm Ec

CtS1 20| useradd HEE SES €S0 AEE E

20 2Dole MY Lo2 2A2?

[root@ihd ~1# useradd joon

@ /etc/passwd @ /etc/skel

® /etc/default/useradd @ /etc/fstab

OS2 MZ2 UA3E FIHE = AIEo| XS =HZ2
HE gxe A2?

(74 LHEIAEE (fdisk)

(LF) DAl ABM A (mifs)
(Ch OI2E ZCIH M & (mkdir)
(2h 0= E=E (mount)

b

|
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26.

27.

28.

29.

30.

@ passwd : AI2X & stst

® chage : e

® userdel : AIEXIE 4
S

AT E
@ su : Yo MHOlEE HAEE I AI=SHCH
OS2 & MEXIL A W BM 0lS2e2 ol &% O8
(Primary Group) ®dat2iD & Il AIRsls 3oz &
g2 A2?
@ chgrp ® usermod
® groupmod @ chage
HHo ZWII ol 20 OS & & 84Ho=2 S8
AHe?

[ mot@ihd ~1# Iz .1d /project

drvxrws, T, 2 root admin 4096 May 13 00:13 Aproject
[ mot@ihd ~]# id posein

Lid= 500¢poseiny gid=500 possin)

groups= 500 po =einy, S0S,admin)

[oot@ind ~ 14 id yJloje

vide S01{wiloje) gid=S05{edmin) groups=S05admin)

@ yulojedt /project CIRER|0 Y S
A2 adminOlCh.

® posein0| /project CIAER|0 IIYS MAHFIH QEA
S 32 poseinO|Ch.

TT T

® /project CIAE2l= admin OS50 =8t
= &220 SJtotCh.

@ yuloje= posein0] 2tE MY S AHE £

NE=DN;

Cte & A(Swap) I M4 EXZ
® mkfs => mkswap —> swapon

@ mkfs —> swapon —> mkswap

® dd -> mkswap —-> swapon

@ dd -> swapon —> mkswap

OE & /etc/fstab M2 A BiM ZEol &8 Jtsét &
oz S8 A=27
@ EFXmYs @ UUID

@ ctedy

[root@ihd ~14 |s .| joon.sh

- ————— 1 root root 1222 May 13 00:13
joan,sh
ls 22D A AT 22 H4EHA 22 HE

HE posein MEAE I 2 AT AT
JHE5kd yuloje AR S0 #HEREE JESEEH
FHH OFMS=2 1 212 AEReE HIA 2 M
J| HEH| 2 snlEE SFEE}

@ chown, chgrp @ lIsattr, chattr

31.

32.

33.

34.

35.

® chgarp, chmod @ getfacl, setfacl

G2 Z2AA d& FXOICH OS (23 ) ol So2
UERSZE U2 A27?

[posein@ihd ~1% find / -name “+txt’ 2>deywnull
»list tut

()

[1]1+ Stopped find / -name “=txt* 2 dev/null
wlist tut

[posein@ihd ~1% { © )

[11+ find / -name “=tut’ 2xdev/iull >listtx &

@® (7): [Ctri]l+[c] () fg @ () [Ctri]l+[z] (v): fg
@ (7): [Ctrl]+[c] (v-): bg @ () [Ctrl]+[z] (-): bg
nice 2 0|5l RH =</IE HZESHAD sl OIS

= 43 Jtsdt NIgte gz 29 A=2?

® 20 ~ -19 O -20 ~ 19

® -19 ~ 20 @ 19 ~ - 20

OS = ggs Asls0 gO0€0] sS¢odets HSsEHS
Z Y ZTZ2AHAI AHMEHCE & [ AIE0tE 53802

ggre 2e?

® bg @ jobs

® nohup @ fg

Os (23 ) 20l 02 U8z gae 12?

[root@ihd ~]# ps aux |grep httpd

root 23417 0.0 0.1 142116 6912 7 35 15:60 0:00
Ausr/local/apache/bin/httpd K start

daemon 23419 0.0 0.1 473936 7268 7 S| 15:50 0:00
Ausr/local fapaches/bin/httpd |k start

daemon 23420 0.0 0.1 473996 7268 7 31 15:50 0:00
Ausr/local/apache/bin/httpd K start

deemon 23421 0.0 0.1 473996 7268 7 51 15:60 0:00
dusriélocal/apachesbin/httpd |k start

root 23864 0.0 0.0 6388 G40 ptsA

&+ 16:04 0:00 arep httpd

[root@ibhd ~1# killall ]
1 23417 (@ 23417 23419 23420 23421
® 23864 @ hitpd
e = rpm YO E 0IE35t0] ftp AHS WIIXE &X
& [ AIES6ls YEoZ 2492 A2? (¢, Sy 22
HE Ot=8loF BtCt.)

IZIAl BHZ FTP MK IP @ 192168,10.1
1Al B2 FTP MW CI=ECL @ Aub

714 Ol : wsftpd-2.0,5-28.e15,i386.rpm
® rpm —ftp
ftp://192.168.10.1/pub/vsftpd—2.0.5-28.e15.i386.rpm
@ rpm -a

ftp://192.168.10.1/pub/vsftpd—2.0.5-28.€15.i386.rpm
® rpm —f
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36.

37.

38.

39.

40.

41,

ftp://192.168.10.1/pub/vsftpd—2.0.5-28.€l5.i1386.rpm

@ pm i
ftp://192.168.10.1/pub/vsftpd—2.0.5-28.el5.i386.rpm

22 MAEH €XIE rom IIIXI S0l mail 0l2t= —:XP
0| SHUYE IHIIXICH AMGFHAD 8L (=S )0l S
HZ UES=z 222 H2?

[posein@ihd ~1% rpm 11 arep mail

@® -al ®@ -ai

® -aa @ -qe

L2 (28 )2l S0 UEsez Lo H2?
[posein@ihd ~1% rpm | 1 zendmail

2.5, T ¢ Aetc/mailfsendrail, of

@ -qc ® -av

® -q o -v

CtS & yumS A5 S AIAEN ZX IHIIX =
202 B0 YHOR A2 A2?

@ yum list install
@ yum list available

= MakeZ2| HH 2211

#o Rl o Sxe2
STHD. 9F 44 ZREEOD, 944
We SN Ee oL HES HEHA

5 AFEJFSGEHD MySQL KDE S01 0] 2
g MEdoHH £75H=8 HETH] R0

@ qgcce
® cmake

@ automake
@ pacemaker

CHS2 ( 25 )20l S0 8oz e 227

[rooti@ihd srcl# tar o ¥ linux-3,16,tar,xz

@ Zxvf
@ jxvf

@ zxvf
@ Jxvf

2l sSAAAENA LVM(Logical Volume Manager)2 F4&
/home CIHER|Q E&0| £Fol FIE CA3E 74
o0l 22 sclXt 80k 0l 20 HEEHE =AH2 &
e 27

42.

43.

44.

(NEY OAT= Mewlsda, ME FIFE C)A3
Jdew/sdb OI0. LWM wersion 2 =E0(CH
Jome CEED=E 2818 YolGroupll =2
=28 Logwnlll=2 FELIME2H, 28
VolGroupDD M= I Aevisda O3 THE
2L ME =24 OA3= 102 DA
2 ZE ETE FHEEH})

v # fdisk /dev/sdb

® : 4 Ilvextend -1 40960
Jdev/mapperMolGroup 00- Lo g¥aldl

@ & wgextend VolGroup00 Adev/sdbl

@ : 4 pvcreate fdev/sdbl

DE@-0-0-@ @@-0-b-0
®@-0-0-0 @WE@-O-@-0©
HE BWes e US U U €8 S & 22?7

® : make clean
@ : make modules
® : depmod

: make menuconfig

@ : make bzlmage

@ : make modules_install
@ : make install

® @ : make xconfig HEOZ HMGIH X-window &
A e = U

@O © : HEO0I0IKNE MHSICH MAE
e WA =Xl Ct.

® @ Q DX WES make all =2

ULCH

HE 0l0IX= 0l=

SHABI0N ==

moll

SH
f=]

@® @ : AHZEILY S /boot CIHFERIZ AL

i

clsA ESFUWA UERIA QAEHOIA JIE 22 0153t
242 oI {5t bond0 LEHOIAE HlGHULH 0IF
/etc/modprobe.conf T 0l CiSH 22 WES =I5t
Ct. bond0 QIEHIOIAE AN MA5ID| Hs HPY0=z LY
2 22?7 (¢, HHNE A¥si= 2N ClAE2| 0= MO0

EMGHX &E=Ct.)

alias bond0 bonding
options bonding mode=1
options bond0 miimon=100 primary=eth0

@ insmod bond0
® modprobe —-r bonding

@ insmod bonding
@® modprobe .| bonding

CE & elsA0A X&GHs ot=R0i0 tiet €22
gl A2? (=2 FMUHAS HE0l dXdoJysE A
2 2k=8t)

@ Sun SPARC, IBM Power-PC £29| @I
SNME XIS CE.

®@ 64bit 2L HMS B2 4GB 0|49 HI2E XS £

=)
=

[0

EHE0| ot &=

ULH.
® DVD-ROM ZstEet0lE= IDE/SCSIZAl2 XI& & X2t
USB2 22 ZHE UHMHOIA BACZE NFEX &

UAEE Plug —and - Play

[
o
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= HAz|= AJEIEOD|
45. 2= AAABOA VGA T 22 S0| AR 213 AE =18 &ashs 2388 Aefog.sh
OlA RS-232C CIHHOIAZ 22| 222 01850 & g5 M= & = =82 M8 44 520
o AEEE BXMEZ L2 R2? ML E HEEFH
dev/sdb dev/rs232
g ;devjs o 2 ;deV;: soc @ 45 % 1,35 Jetc/log.sh
evirm evity @54+ 135 Jetc/log.sh
46. BISAANABIOA SIECIATS X510 ALR BIDX o @ 45 % 0,2,4 Jetc/log.sh
Ch ANBSR( Z= P09 1 8402 WIS 2402 @ 54 * x 0,2,4 /etc/log.sh

47.

48.

49.

50.

51.

52.

gtate 2297
® CA3 Z9 - fdisk , Command ZEZEWA f
@ CAQTEIAMAH - fdisk , OTEZTEWA p

® /dev/sda? IEIE AXZ XA - swapon
/dev/sda?2

@ /dev/sdal
/dev/sdal

Command
&E swap

IIEIM S 2M2 0I2E - mount —f

HZelo HME 222 2AEQ HES Jig = 8
o=z g2 Aa?

rr

=

@ Ismod @ insmod

® rmmod @® modprobe

SISAAAEN AFREIIEIN EXZHUKX A0 HEZB T}
Us —’.‘— & [} AIRS3IE 23 RES HASHL X St
Ol M AIBE = Jes 9oz S8 A2

@ make config @ make menuconfig

@ make xconfig @ make modules_install

clsA AIAENA SIECIATE F=Ilot HIEIES MAS
= swap AX2 AMEctDA stCh Ol AMIEE £ UE
fdisk HE0{2 SHE =ANUZ LIESs A27?

@ fdisk —-n-t-w @fdisk-t-n-w

@ fdisk - n-t—-qg ®@®fdisk-t-n-q

Ct
2

EI AAE CIMER] X0 oig

?

He goyo

o alo
)IE'. Ot
>§d Hr
ro >

45 NAY 200 HELn
HOIE 5= DYS0l AR
A0l Fg2E Teel 830

=2-T=
_-'*’f_]lI'lD|

=Ol =g BRI

@ /sys ot9l CIAEL]
@ /home ot%l Cl2ER]

FANE H

E7RIE=

@ /var ot9l CIAEL

® /dev &tel CIAER]
SSHE 018

=

Ctg =

StoI Aol .=‘I gt J

g EI JI2
® /var/log/messages @ /var/log/dmesg

® /var/log/secure @ /var/log/boot.log

4oLt SSHE 0|20t0 AW 28 718 & EH0
AIHE JIES =oldlz &0 U2 = Y HEE &9
5l HEOHZE U2 A2?

@ last @ lastb

@ logname @ nologin

ChS X0l X cron &XS ol & [ 222 H2?

54.

55.

56.

57.

58.

. LI & dumpZz EHEBE

L dYc=z gge H2?

syslogE HHIGHE AM2AB 20 2 HE HAMA
2 H=EC=E 2 ds2= 0 21 HEE M
ST HEl AHEE MG, TCP ZEEER
A HEC} OFE0, MySOL, PostgreSaL, Oracled)
ZI2 MIOIEHMOI 23 B2 2FSEH0

@ ksyslog
@ nsyslog

@ rsyslog
® msyslog

20l AL
MUl HEE AFEAHEE 18152 &t

=3
=2 IYs BE0

| EE NHIAM §3H MERHES
== I¥s =L

- AFSTH HAYIE OIS MEHEHE

oHOFE HHES

© PAM
@ HAER WA=

@ SELinux
® sudo

1=}

CIE &E0 2es ZHoriz ga2 JA2?

I
o
F|0

MEIE EHFlE HEZSE poseing LZEHE
Al2E posein ARSAMHAH rootl] WAREES &
HEs 22 BEAHEDHL AEAM 22N ESTt
HHM2 useradd, userdel, passwd S1F EE
22 FEONT AEJS OHH S D EH0L

@ PAM
@ Tripwire

@ COPS
@ sudo

P— S 2ots 286t /S DI"-J AL ESIE BEHOUHE
SSH JIgte2 OidiotddD & M S8 A2?

2 SAE &Y Al reptHAl0l scpE AFESHCEH

I ME Al ftplHalofl sftpE AFZSHCL

A—I H &= Al telnettH&l0ll sshE AtESHCEH

X AMHO 8= Al0l xauth CHAIOI ssh-keygenZa

A

M E o

oo JY ¥ w1y

o 1o
[

NCHCNCN
> i

g
1%
5
I
2
2
fa

x
02
|0
Hu
= um
m

@
(@]
il
gl_
O

@
e
S B
ne

]

=

z >

0z

&

<2

oy, ©
[w)
i
JI
it
B
1y
R
=
0
Q

CEORON - Jpw
O »¥ I 12 O
o gn Lo

ro
g E Y2
© g 2
el
I

i

>

010

ror

o

o to = g 00

o >
for
oz
0 e

m

1] on

=
0/
]
Ju
o
0

8
=
0
fell
rr
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oy
=)
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Z 282 A2? @ libphp5.so @ libphp5_mod.so
@ rdump ® rdist
o =(ns =02 I otore AHe
@ restore @ rsync 66. EI‘:. S ( =2 )OI_I-O-" EO'IE LHOQE S =xXT Bdu_’?
60. CI= i 01250] Melsts JHOICH (=3 ) ok MIS MBEIHIA 2*=di0f st Q=2 ( @ 0
g e mag pay - Mol (E2) 8 1. NS SSIAEHM FSH0E G O
= ¢ © ) 0OlC
# Iz =conf (@) cpio ( ©)(® ) pogein, cpio
@ (7) ypbind - () ypserv
@® (M) | (=) =iev (=) > @ (1) >(=) ~iev (=) | @ (7) ypbind - () ypxfrd
@ (_|) | (I_) —0ocCVv (C) > @ (_\) >(|—) —OocCv (:) | O (ﬁ) ypserv — (L) yppasswd
O () ypserv — (v) ypbind
| 322 : HESR3 ¥ AHI2Y B#E |
67. T2 = OI0IAZAZEAIS ME|IE C|2t E2|(Active
61. CtSUA d%ol= UESZE I LU2 2427 Directory) 2t JIE ZAHIL A2 AHHIAZ L02 3H29?
— — NIS NFS
g Al Z=2]IEH} T8 T2 1A HH R v e
- @ LDAP @ SAMBA
S2 0] 20| BEEEEHA AR 2510 T
ot CHEH HtEdls S5O FHHEE WME o 68. CIS = NIS AHOIA GIOIEIHIOIA 2l A0l MAgs It
ooy, J182 HOEHOIARF 9SFHH g==2 A2 AIEXY JHE FEE €1 Y= Iz 2o 227
HEE HEE & VH TISICH @ passwd.byid ® passwd.byname
© TML ® cal ® passwd.id @ passwd.name
® NCSA @ URI 63. IS 5 NIS Zel0IRiS0IA NIS Auiol 0ISD 2es o
s o & M AISol=E 930 e L92 A2?
62. EP%\% telnet SZHE 01850 2930 & Ao R
t
= oiC WHOIC, OIS (23 ol S0 HTTP 2 o © ypserv @ ypc?
AE(Method)2 2ate 227 ® ypwhich @ ypbind
[yuloje@ihd ~1% telnet www, posein,org 80 70. T3S LDAP Z22l0IHENA IdapE AIEJts otH €35
Trying 2|:|3 2.‘_1_'!' A haans O'I %{Eﬂ 5!'96 = x.| I'oll:l' ( 52 ) OI'O'" O'IDE" HI’%%‘
P O AL AHL2?
Connected to www, posein,org
Escape character is *1° [posein@ihd ~1% grep "passwd { )
{ | passwd: files Idap
@ GET @ POST @ /etc/host.conf @ /etc/nsswitch.conf
@ HEAD @ PUT @ /etc/openldap/slapd.conf @ /etc/openldap/Idap.conf
63. Lt 029 A0 HYols HTTP S 283E HES2 71. Ct8 & &HH(Samba)ll #d4A T2l smb.conf LS
agte 2127 HAE [ AISolE HHOZ A2U2 A2?
@ poseinan @ smbrun @ smbstatus
® nmblookup @ testparm
Forbidden
72. 08 & ’e.l:lt A0 8% Jtsst 2209 ES UER3A
You don't have permission to access /—posein on this server. 949";% XN&EE m Moo} smb.confl &Sz LYY
@ 401 @ 402 @ allow hosts @ hosts allow
® 403 @ 404 ® access hosts @ hosts access
64. OILIXl 2.x HES AA HIMAS S& EXAl OMHIX T2 73. NFS AHOl 28& CHECH 2 Jisst EC0IHEDL
HAS APE(Thead) S48 S EIEE SR Ing- 192.168.12.0 HIESD NS ARSI AIAHOZ Naig
Ch. T2 = &Z &3 (configure)AlOll XIAGH= Of AL COs (S ) o0 3= HE2ZE L2 2A2?
——with— mpm_J USZ Aot AH2?
@ winnt @ thread [posein@nfs_server ~1% cat fetciexports
@ prefork @ worker Anon { )
65 LS = PHP 5 HAS AA MIHS [ M4 i O @ 192.168.12 @ 192.168.12.
' _m.ou:ugoi sgre gy ST TE ® 192.168.12.0 @ 192.168.12.0/24

@ mod_php5.so @ mod_libphp5.so

-
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75.

76.

77.

78.

79.

80.

81.

CEe 2 220/
| 012 LHRQE EEY

[root@nfs_server ~1# 1 -e localhost
Export List for localhost:

Aoon 192,168,5,13

@ showmount @ nfsstat

@ exportfs @ rpcinfo

CtE = vsftpd AHO E5E > U= S2H0IHES 8
HiStoteiD & O &&ols =202 ¢A2 2427

@ maxclients ® max_clients

® MaxClients @ MaxInstances

Ch2 = HY MHS Ol A 200 MEEE Z2EEZ
e Lo 2A2?

® SMTP @ IMAP

® POP3 @ https

t‘”\'IDP spammer@aol.com?@ Mo A8 HRS= &

S Z /etc/mail/accessOl S=3dledn &L

Jr’c‘! agre A2?

(® Connect:spammer@aol.com REJECT
@ From:spammer@aol.com REJECT
® Connect:spammer@aol.com RELAY
@ From:spammer@aol.com RELAY

Ct& & /etc/mail/access MY HAS Al8igl=s HEO
2 Ao AH2S?

@ makemap hash @ mailg
® newaliases ® aliases
ChS &9 JIE 2 242 Y2 Lo AH2?

AP HEZ HE ZH helpdts HEZ2E S02
= H2E dHAAEE 3 JHHMN BEREE
ZEFHHI

EHCH

@ /etc/mail/access

@ /etc/mail/localhost-host-names
® /etc/mail/virtusertable

@ /etc/aliases

@ /etc/mail/sendmail.mc - m4

@ /etc/mail/virtusertable . makemap hash

® /etc/mail/local-host—-names . makehap hash

@ /etc/aliases . newaliases

s 490Z Iy gue AHe?

ro
FIO

82.

83.

84.

85.

86.

SH2 S0l cIEY(resolving)BtS Yol AFETS
O, TH2H HE resolving 22UHE ASEID MH
H =2 HEMH HEF 220 SHE 22H =

Zzloth Bl Hi2 SEWl== SHEE +™otH
2EY AESEE =2 I MERIJE T

@ Primary Name Server @ Secondry Name Server

@® Caching Name Server @ Master Name Server

CIS= DNS A2l /etc/named.conf T LL0ICH CF
S (25 )oHl S0Z LIgc=z o2 AH2?
Zone MM o
type L
file “named,ca®:
H
@ master ® slave
@ caching @ hint
CI22 DNS AHSl zone Mo LLOICH OS ( 28 )

O|-0.” '=0.|DI- LHRO; OI-I:!I-c> i—l

wanrwe [N A 192, 165,3.224

L T wennn

wowrn M T

® A ® PTR

® CNAME @ AAAA

Ci22 ME2 &£3st DNS AHel 2IE(resolving)llsE
HAGH| Aol WY AHHe &3 BHAS=E S 0ICH (2
S ot S0 UIESE 22 2127

[posein@joon ~]1% nslookup

0 11921681222

Default server: 192, 168,12.22

Address 192, 168,12, 22453

s

O server @ type=server

® set type=server @ nameserver

CtS = DNS AH2 &Z4FMes ASote 80H=Z It
F gxE A2?

@ named-checkzone
® rndc

® named-checkconf

® dig

CEe2 UWYAH & Mo 32 g5

HY0=2 E

m
»
ro

D

@ IMN 504 ns,ihd,or kr, root,ihd, orkr, €
2013111900 » Serial
10800 : Refresh
3600 ; Retry
3600000 : Expire
43200 : Mnimum

b

|
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87.

88.

89.

90.

91.

92.

93.

@ Refresh : =UILAB2 &

g fl8t AI2E X

@ Serial : zone LI20| &4& Al2tS HAlole 382 4

® Expire : FUIY MHUHA CHE WY ANHZ CIOIED &
2SS M UOIEHE AUHE MHO A2I B25e
Al2¢

@ Retry : FULAMBR B2 SIS AN ofFS ™ Ct
= AMEZE <ol tiolctsE Al2t

TUEAMB 2t A8 S5

A Jtabst Jl=0Ql KVMOI TiEt 222z S8l

Al

® KVME ZJ|0 HItatsl gals AF26H0 i st 501
HFOI K OI Ct.

@ KVM Disk 1/02

® KVME QEMU Ct.

@ KVMS CPUQ BtJtatstE XISt

UIOIAEIE KIRBHCH
SAIS AHSE

o M

s
A3
@ /usr/local/libvirt/images
® /usr/lib/libvirt/images

S KM I8tz d-8mE HAE HAQ Jtast O
OIDIXIDH MZEEE CAER 22 2XE A2?

® /var/lib/libvirt/images
@ /home/libvirt/images

CtS = SIOIHBIOIAE JIBIe 2 MAL = JtA AL =0
JIE 2 g2 FE= 8502 AU2 A2?

@ H2elx @ steliAa =

® CPU 20H = @ olgy ItE9 £

ClS = AAZCR JIa HAEZ IR AIBES 2LIHE
8 [ AFES0tE BHO2 242 A2?

@ libvirt ® virsh

@ virt-top @ sar

xinetdJ|&tel 4l QYA % gd3glolein BtCth s =
Jetc/xinetd.d/telnet0ll 25l 2 U= LALS A7
@ disable = no @ disable = yes

@ enable = no @ enable = yes

CtE2 F20 =otd 2&t

ZlAHH SIES OI2A HE SMES © =
O, QIS A2 Efmie 22 o 2
Ct Est S AIOIE RIEH 2 EEH 2H=
H CHEF B2 E#ME B 5 SO

@ NTP MH @ DHCP MH

© PROXY AMH @ VNC MH

host jalin {
next-seryer joon, posein,org:
hardware ethernet 12:34:56:78:48:CD:
{ Y192 168,12, 22.

i

@ ip—address

@ host—-address

94.

95.

96.

97.

98.

99.

100. Ot

® mac-address @ fixed—address

myel g

=
o
27

olct. ( Z& ) otoll So

Ct82 VN
Z UE

ne x

ro b
"y 04

O
=

C
2

WHCSERVERS="1 root”

WHNCSERVERAGRE[2]1="( 3 B00=600"

@ -nolisten
@ -localhost

@ -—geometry
@ -nohttpd

NTP A &3 Wl /etc/ntpd.confe WHEOILCH (
o 2012 Ugos 2ae Her

=ex

cree N
25 )¢

[yuloje@wwwl ~1% cat etc/ntpd,conf
[ 1 0.poolntp,org
[  asia,poolntp,org

@ server
@ date

FEO0 LIHX AL OE He=Z ¢

= o 0

@ HHol 2 A (Virus)
@ E20/=0HTrojan Horse)

4 |02 @ag X
e

2
2
<]
x
%

| A
=85l A2 %
@ xhost
@ iptables

@ xauth
® tcp_wrapper

208 24HMEL S8 IP =A0A ssh ZEZ &2
AE S8 ¥2 JI58 LAGIULL U3 S g IP =48
ASole YHEHOZ JIE 202 227

@ TripwireE A Xlot0d XHSHEHCH

@ John The Rippercle &2 & XFEHEHCH

g &x
@® /etc/hosts.deny I HE IPFA
@ NessusZ2 & X6t Xpctét

0

dgoz gge e?

2 aA0pen Sowce)?|BH  |DS(Intrusion
Detection Systerm2 2 [HEZF EfHTY] A2t
HolH 2 SEE =290 2El 20 {Mulitcore)

Q2 HE| A E(Multi-threading)E AMEoHD &
JEH MHY Luaz2 AIJLIA 2200 Jisallh
@ Snort ® Suricata

@ netfilter @ nmap

b

|
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