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[root@ihd ~14 | -Id Adata

dewsrwsrwe 3 root root 4096 Apr 29 10:60 |
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[root@ihd ~1# Is -

—-rwir-—-r—- 1 root root 7 Apr 29 10:60 root tx=t
[root@ihd ~]14 )

[root@ihd ~1# Is -

-twsr-wr—- 1 root root 7 Apr 29 10:60 root tut

@ chmod 4754 root.txt
@® chmod g+x root.txt

@ chmod 744 root.txt
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[root@ihd ~]# repquota /home 40. THSE tar FHUZ KOAM 2=cts BHIOICH (25 e
==+ Report for user quotas on device fdev/hdat {fhome) O S0HIte SE2Z a2 A2?

Block grace time: 7 days; Inode grace time: 7 days -
Block limits File limits [root@ihd ~14# tar (1) home tar bz? /home
User used soft hard grace used soft hard grace [root@ihd ~1# tar (&) horetar bz
oot -- 19372 0 0 231 0 0 @® (1) @ zevf (2) & zxvf @ (1) @ cvf (2) @ xvf
guest-- 11600 10240 20480 398 0 O @ (1) +jevf (2) * jxvi @ (1) = jxvf (2) © jevi
@ guest AFEXI2 S AIZ2Z222 11600KB 0ICH 41. 08 & CPUL 2E HEE 0I5t ACH ol & &
@ guest AFBXIS| BT IHY L ClAER| AR 398 = J0E 2= A27
JHCE. @ cat /proc/cmdline @ cat /proc/cpuinfo
@ guest AFEX= 10240KB 222 Uiz 04 = & @ cat /proc/crypto @ cat /proc/interrupts
Ct.
@ guest AIEXH= 20480KB 2= 202 E0HA = ¢l 42. 02 = otEdHer 28E F20t LUee It = 899
Ct. oz &gl H=?
@ lIspci @ cat /etc/sysconfig/hwconf
= s A e
33. 0 i;Eg;?SOEEI%,)E Hzelxa Agd + 2L siF= ® cat /etc/aliases @ dmidecode
© =2 (swap) @ IHEIE (partition) 43. 20 o Z0I(PnP)0l CHEt HZO2 Sal He?
@ Hl2e2l(memory) @ IHY Al AE(filesystem) D 2UZE SFSYO(RINE O RAE NENOZ AIE
AN 2ed=Ch.
34. 1S 5 JH4HI22I(swap) O S B S 227 ® 2™ D9 0|2AE EEG ATE0Iot XA
mKswap ree 1, &X = S0 = = o=t A
® mk @ f 0, ¥XQ S0l ALOIM sSA“g’ s == 210]
@ swapon @ df Ct
@ 2BtAol wat gAlol CIXIE HIOIEUERIAE XIZol
35. 1S = 2l=A9 AsaH(unlevel) 0 (st 8222 S = Z#o EE0I0h
gl Xa2? @ 1/0,IRQ.(ISA THADH) DMA e, H22l g =9 “H
D 0 - reboot ® 1 - single user mode ATIE"S SRIOIH 9 SIESION 20l BEE
© 8 = Full Multiuser @ 5 = X1 44. Q0| HIE 2SS SOIGls IO E YL HS?
36. 12 = ps YY0Io BAWC( (1S #YO=2 Sgl A7 @ insmod @ Ismod
@ USER : T2 M A ASXC HEOIZ ® rmmod @ modprobe
PPID : 2 Z2KA| P
@ - 45, 2lsA HE S HSEo=z 2O 0l=Est AHIMY ook of
@ TTY : T2MAQ 2EHE HOlE ZE ooz 8l He?
@ RSS : Jtah M2l O BHOE +=3dotd s MHH
MZ2 SIEANHS X
37. 2l=A BHUNA M22 T2HA MAA XA AHRS M @ o=
o0 HATE A MEGlE BH0E BuE Her ® ANAE 2| 529 Jju
@ nice ® nohup 46. 02 = 32 ZOIYS 91t HEUS NGt Y2 S
2l 2129
38. 2 RPM =O| SH&Z Jetc/fstab TS E&5t= T3 , ,
ol CHEt RS 2slisls WAz U2 2H2? 1 make xconfig @ make menuconfig
@ rpm —ql /etc/fstab @ rpm —qf /etc/fstab ® make config @ make conf
rom —qga |grep /etc/fstab rom —qc /etc/fstab
© rom ~qa larep /etc/ @ rom ~qc fetc/ 47. M2 CIA3E 20HGH0 A0 DIEINS DISO T
241) StCH. EOH EFRI0I E¢l H2?
39. IS0l Yot 2oz o2 2ig?
@ mkfs.fat32 /dev/sda2 @ mkfs.ext3 /dev/sda?2
AMSAN EEEE 4 A s s AZHL ® mkfs.ext4 /dev/sda? @ mkfs.vfat /dev/sda?
DHE &= Sl= JHHE HY5= JEE
oM. IR0 E85% JJHH FEE H 48. ks 2 LA DI2E deE 32E 2 =+ 8le WERE
= otglte He9
EZ| X T ZT]EH[]| MAXIC} =xc A=
M cat /proc/partitions @ mount
® AT (Compile) @ 2RI 2{(Compiler) ® df -h @ cat /proc/mounts
® ClH 2 (Debugging) @ A3 =(Source Code)
49. I3t 22 A0 gdsis 32 =85 00t ot= WE=2
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- L&3 NS Ol=E =

- 038 Ol=EE 480

- ol 2E =l SHEEN MEs HE
EHCH

- 0143 CH0IAZ0] HEZISICH

EJt HEEIZICH
HAL|ZACH
| HOF

@ /etc/fstab
@ /etc/sysconfig/network

@ /etc/passwd
@ /etc/hosts

57.

CAAE 22X AFE2AIZ St BMaECcE REE ASHS
JHNLD ZZ2SE2 ad & = JJ ot = sEd==
Hez gz 2i2?

@ tripwire @ sudo
@ SETUID @ su

NAHES Ss B
Of AIABIO] D= MIYSH TR2IBSS SABCL" O
NAE siglo] M4yO2 ©

50. ZRIED|et 2eE HEUR Sl A27? @ 2 Y(A Full Backup)
@ Ipadmin @ Ip ® HIZ #H(An Incremental Backup)
® lpg @ printf @ Chz= 9
=== D orolut Cle E2 otlte Iz S0 LX5
2IOMUS LEFHM 2BEHL @ cpio : FAMAOIL} HEHT US| S4 MU0
AlEst B2t =Sl CHE IMEE =ZhAZI0 g0l Jtss R
TEA HHI TUHS I A2 T2 HEE @ dump : MHYAIAE THIE ME M6t My L 52
HLHL} BHel S0l Jbsotch.
@ dd : ClAL MEIE NMAME WAE I AISSHH, S
@ syslogd © Klogd Al restore Z2EHE AtEEHL
@ logrotate @ dmesg
59. TIS0A H%ote LIE2Z LY 2127
52. AlAESl H0| 28 22 AM, SIF HCIHA O
YA = Moo et 20182 s Iz aue - HETHE HIOIZH SHEE -~ A0k
RE7 -0 ElYY DR oY, 532 & A0
@ /var/log/messages @ /var/log/secure - TMYH [HEH B2ASH 227 E9) MEE =
® /var/log/boot.log @ /var/log/dmesg = A aifp
53. [}22 /Jetc/ [ f OO Ao Sl He? - ZEHHoles)E 7N DSk HIi=EH COERIFELCEH
. &t3& Jetc/syslog.conf A9 LHELHHOZ S8l 2427 wolg] J|E MUY LHES CEI0A A=
= info:mail. none:news, noneauthpriv.noneicron, none Z= QAL
var/og/messages
. fvar/og/ ; @ dump ® dd
authpriv, = Mvardog fsecure ,
. . @ rdist @ rmt
mail, = AvarAog/maillog
cron, * fvar/log/cron 60. dump HTO2 WA [OIEIS SHLIA OIGIHIN =25
. _ = 2802 8422 (23 )20l e A2?
® messages: 2 info HAIXIE D=8t
@ secure : NOIQIZEZE 2= HAKXE JI=EC [ Lroot@ihd ~1# restore () /dew/st |
@ maillog : 2 L2 HAIXIE JISEH. @ —if @ -rf
@ cron : 2E cron AAE 23 HAIXIE JIS6HCL @ -r @ -0f
54, LEAR HONLMAl AIAES 2220 RE AR HSH2
Arols wHoz Yors Aer IBEEEEEEEY I EE
@ /etc/nologin @ /etc/securetty 61 Cl2 = 27 Zaisl Mojoz =21 2129
@ Jetc/passwd @ /etc/shadow @ HTTPS QIE{UOIA 5101 HEAE (Hypertext) SAE @
. A i}gxfé?ojg@?_ﬂo j\f%i%u}ééé_}f m@EEETEEOQ @ =719 & MHlA= SFQ HTMLHOIXIE HIZSZ 2
2|2 PHGTE PHE 4 UL, 0 ABISHHE sl 220U Rl HIMLE BH L 2l
OI5E SiItE =& UD o™ Z20| A58 Mg @ & EZ2 W3C HAAHUAM HEsHD ACH
i ZNE & =< ACH, 2E AMEXES 200! HES = ~ m=
Glon Ac ol CIEglM MEsL ol=oe oo % @ I HTML 50t DIz EEO2 MAIED ACk
27
® ® g 62. S = OHIIXl & MBI s 8oz g8l 2A2?
su passw -
@ OHIIXl & MBl&= NCSA httpdE JIBISE AIZ & UL
® shadow @ PAM
zIZ NHE JIE2M 8X=2HE CBT : www.cbtestpro.kr



2|SAOIAE 15

© 20134 033 09 27| 7|&=H O

HX2ME CBT : www.cbtestpro.kr

@ 1.3 HESEH AIEGIYCH, 8MeE 2.0, 2.2, 2.4 HE =30t 0|0 & AEf0IC
Ol BHZE D UACH @ 2= SU0IHER 2lsA ¢ A NH2O I
@ 2sA L SEANME AFZIFsolCH 2 ZBIHE ZSRMNE=LCH
@ 2.0 HES2HE PHP s AXA S& s 2Al0l @ TCP/IP ZZ2E24M0 M NetBIOS Z2EZ22 ZR56HA
DSO(Dynamic Shared Object)E | & EHCH L =L,
@ DIOI2AZ2AZEQ LAN OHLIME XI&stCh.
63. Ct= & & CEE2N E2A & A oA &= O™
S indexhimo=2 S0 1N & O hited.confOllA 233 | 79 g = yut &2 4FTDU smb.confdl LBE 2AE
OF & &S2% a8 3127 I MEots Foz 2we A7
(1 ServerRoot @ Directorylndex @ testparm @ smbstatus
® DocumentRoot @ ServerAdmin @ smbclient @ tdpdump
64. "OHIIX & MH dl2s a#s)| faide (( (1) ) HEo o = = mLo A Jles
3 a = 72. U2 aHE B2 EXWYQ smb.confOil Al B Jisst
E AIEaHoF otXIg FOtZ2 MB&EHe= ((v) ) AIBEE 5/\58% NEsls st20=2 oarggg =Y
Ol=2otd Cterst oI Xtgt(argument)S XIAES Soll =& T - )
A, BX, HAIR S2 8 2 ACL' TS 5 (25 oo @ host allow @ hosts allow
=S UsSez 292 A2 ® allow host @ allow hosts
® (—) apachectl — (-) httpd
@ (7)) httod - (=) apachect] 73. Ch8& X2H2= /etc/exports IO S [ X2 A=2?
® (1) ab - () apxs Jh fata CIMERIH B2 JKst PE4 (2
@ (7) apxs - () ab 192,168.3.0 IEY 30ICH
AT S27Tl= ol ol AL == =2
65. IS = OHItX & AHOAM S& CIAE2I0l et AEX Lt oo ABARS 51 = 20 JhSores
OIZS B [ M0 2 IYZ 22 AS? Bl
@ .htaccess @ .htpasswd Ct, root AF2A= nobody MEAE KT AIZICH
® htaccess @ htpasswd @ /data 192.168.3/255.255.255.0(rw,no_root_squash)
66. IS = O}TIIX| 2.0 0/ WA hitpd.confil Al EEBS @ /data 192.168.3/255.255.255.0(rw,root_squash)
EHZEE [ d&¥ot=egdsog 2oy2H2? ® /data 192.168.3.0/24(rw,no_root_squash)
@® Port @ Listen @ /data 192.168.3.0/24(rw,root_squash)
@ ServerType @® AddType
74. THS & NFS Z2I0IHEONA NFS MBS export &59| 2
67. 12 = MySQL 5.5 HHESl AA I &X Al JI= HEC ~ES 2elg I Agdt= g80l= 2xe a7
configure 2 makeS WHMHA AIE2ols BHOZ 2ot @ exportfs @ showmount
EN=Xi ® nfsstat @ nhfsstone
M cmake @ automake
@ autoconf @ makeconf 75. NFS&= TCP Wrapperg 0136t /etc/hosts.allow 2t
/etc/hosts.deny W UHA &2 HMOIDF JtsolCh 0 IOl
68. & MHI0| PHP 55 BIA &% = 0o test.php ItYL 2 AZotE O= 01822 2%e A2?
HAERMOHL HAXCZ LIEILIX ZUCH TS = php.ini @ rpc @ nfsd
OlA BHAGH0F 2 &30 88 gtez ga2 2127 ® portmap @ mountd
[posein@ihd htdcosl$ cat test,php B
@ 76. I8 & FTP AW E2oz gl 212?
phpinfa(): @ dftp ® ProfFTPD
7 ® vsftp @ wu-ftpd
@ Open_short_tag = On @ Open_short_tag = Off 77. OIS %_PFOFTP A4 I‘_ A0 M root HHIAS &&= &JF &£
= HEE I AME8ole 820z U2 2127
@ short_open_tag = On @ short_open_tag = Off
1 RootlLogin @ RootAccess
69. & AHZE 0I25t= 2201 EQ} AH A0l &S &= O ® PertmitRootLogin @ RootAllow
Ol ¢S E <o SSLES =t E&d6IUCH 8 = SSLO|
JI2HCZ ABots ZEHSZ 28z A=2? 78. Th2 = FTP &3 I Limit 23 HHOO s 2HO
@ 143 @ 4 g S8 Aev
® 8080 @ 8888 ® MKD : M22 CoEeS 441 2eiE st
@ DELE : It AMHIQF 2e HISt
70. C+S = AHHSamba)9t 2iEl Mooz sal 2427 3 STOR : MHOIA ScH0IHEZY I S 2 E
M SMB ZR2EZ22 J|EO2 AIEGI0 8= CIFS2 Met
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@ WRITE : ItY E£= ClBEZ] MD|, MA AJIQL 2HAS @ mailg @ makemap
it ® mailx @ newaliases
79. S (22 ) ol 8012 WE2g2 2as NE7 87. 013 5 MY NU{S 2 U= UIY A = I 2
- — - — E o=z o2 2i2?
He &3H T=Z2EZE EMH ( 3 ) = 2H2 #AX
oW NAHZHH KEH WSBISRNE RS © NS ® MX
RAF 2WE M| U5 DTEE MO HA ® PTR @ CNAME
far P =1 x 3
A EaE A8 T (©) = MHH =2 0 88. 02 = xinetd HEMUNM AIBES 2401 (43t 42O
UE HY SCHHED M2 EEHZE JEETIM 2 s2l He?
Zole I ASohs Z=ES0ILE @ per_source : SY SAENA B 4 Y= 22 X
3
@ (7) SMTP () IMAP @ (7) SMTP () POPS @ cps : SAO MEIAZ & 2= ABO ZH HAZ X
® (7) POP3 (-) IMAP @ (1) IMAP (-) POP3 =
80. 'S = MDA(Mail Del Agent) GBS Ble mamo @ access_times : AIHIAE 0|28 &+ U= A2 XA
= ail Deliver ent) ¥&S Gl T U _ )
= gas 22 ’ e ’ @ redirect : AHIAE T8 SASHII 92 O MEE P
g X3
@ sendmail @ gmail
® postfix @ procmail 89. Ct2 = xinetd AMHIA EZ2 only_from2 AR50
192.168.22.0 U ERKT HHET2 5ItE M AtEdtE E|
81. LIS ML 2= EX Mo AL0ICH (25 )l gog gor=2 A2
S0z Eges 2= X=2? ® 192.168.22 @ 192.168.22.
[root@ihd ~1# tail =1 @ 192.168.22.0/24 @ 192.168.22.0/255.255.255.0
webmaster: posein,yuloje jalin 90. &2 DNS MBSl & Itd(Zone) LROICH ( ZS et
S0z 8oz goe He?
™ /etc/sendmail.cf @ /etc/sendmail.mc
® /etc/aliases @ /etc/mail/access we (M8 192,168.12,22
woeewl I D) v
82. 08 & HY &d SAEEZE SSotle 22 HY MH wew UMD T waanw
ot HIY ABHE SN gsttXH BIEA &F0| 28 0t
Uz 2G2S AHS? 1 CNAME @ MX
@ .forward @ aliases ® NS @ PTR
@ aceess @ local-host-names
91. Gt = DNS A—IHi_J B L3 Il YA QRE JA
83. (22 MY +XS S=3l= WO (25 ) ool SO 2 I Ar8cts 23012 25 27
Z dEoz a2 A (» named-checkconf @ rndc
. . (® dnssec-keygen @ rndc.conf
[root@ihd ~1# ) fetc/mailfaccess <
Jetc/mailfaccess 92. Ct2 & T =Al(Proxy) MH E2FHAl E2 MO & I AL
sle s=o= gure 227
@ mailg @ makemap hash @ squid_access @ http_access
@ sendmail @® newaliases ® Allow from @ Only_from
84. LIS & 0 M2 AMOIEE &ASAE & H20 222 At 93. TS = NIS AIHE SZ&AI2|D] foll 228 Q2o oot
OlEWM adminOlct= HIY AISXE 0|88 = JUESE & 2 A7
4 5h= ol rare e
ot u}%.i gxE RE7 o @ xinetd @ autofs
@ /etc/mail/access @ /etc/mail/virtusertable ® cups @ portmap
@ /etc/mail/mailertable @ /etc/mail/domaintable
94. T8 = NIS & NFS2 &20| RPCIIEte 2 S&ot= MHIA
85. Ot = Y AHZ 2% =2 ZHeES 2d o s= o §EE £¥ot= ¥z LU= A2
olU Lt QIAGHA 28 ZR0 2HEZ ClAGHEE X6 ;
= sendmail.cf I1Y°o| B2 UgS AHS? @ rpcstat @ recinfo
® Fw @ Dj ® ypbind @ ypserv
® OM @ On 95. DHCP Al &2 &% DIUANAN SHSASHH DE IPS
gdotel ) Sl ( 23 )0t S0 UEez g2 A
86. CI8 & ARZ Zle= HLY0l & ASTH/JA=X Eols [ 27
ABEE HZOR 2o A7
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host posain { @ (7)) -F(v)-A(=)-P @ (m) -P (v) -A (=) -F
hardware ethernet 12:34:56:78:AB:CD;
| T 192 168,12, 22;
b
@ host-address @ bind—address
@ fixed—address @ ip—address
96. CtS = DoS 20 Uit 8oz o2 2127
FE Hst2 ESole s3A20IC
@ EHO Z2Y0l= HoneypotOl UCH
@ OIOIEE MY, BX, EXHIi=E A8 SXHOR = 2
OICt.
@ AA”O GRS SHHU 2F AEdH Hels 20|
Ct.
97. Li30IM &YYot 2oz Lo He?
A ZE AR BEIAH 2o d212 ZEAHE A
B 20 HESE SEZ=2H0ILE =SHHMH
MElEl Tz ZEQICH AMABEH EZM CHE
M4 2IE & HHED HHE HAAN SO =82
T2 F= AAEH EH2E 5 AR E FHH
@ Buffer Overflow @ SYN Flooding
® Back Door @ IP Spoofing
98. LIS & =20 23 U got xgoz E8l H2?
@ ZUXSHAIAE - iptables
@ ZFLUEXAAL - snort
@ HUYYXIAIAE - RSA, DSA
@ ALIE %X - SSL, PGP
99. CIS0IM EYole 21cz gaz Ha?
CIHYY EE SEYE METHH METS 1 P) 3 4 5 6 7 8 9 10
&0k shE= g E= EHEZE EEE @l @
Ch EE Y 2ARF AA = ALARHH 1111213141516 171819 | 20
HEZE AT A 2 EIE HE = D@6 0|@ @@ @®
oo, 2EEI|SS JHISE ST} 211222324 |25|26|27(28|29| 30
@@ ew el o e ] @
@ DMZ @ VPN 31132|33(34|35|36|37[38[39| 40
® IDS @ IPS I OB® O] ®
41 |42 |43 |44 |45 |46 |47 | 48|49 | 50
100. CH=22 iptables Zal AJBEQ ULO|C (25 )OH0 @0 ®| el ] @
S0z WEe=E 2%e Xa? 51|52 |53|54|55|56|57|58|59| 60
#1/bin/bash @ O|0O®|el0v|e| ] ©
- - 61|62 |63|64|65|66|67|68[69| 70
# H= RS =J5 T @000 @ ®
JshinAptables { G ) 7172|7374 75|76 |77 (78|79 | 80
# U8e=z SHE=s E= EdfHE AEELE D@ @@ 0|0|G®|@| @
sshinAptables ( ©@ ) INFUT DROP 8182|8384 |85|86|87[88[89| 90
# localhostH M2 ESTZE & JFEHE ®® @200 @] ©
/shin/iptables { @ ) INPUT —i lo - ACCEPT 911929394 |95]96]97]98|99] 100
D2 ® |’ @ @
® (1) =F (=) =P (=) A @ (1) =P () -F (=) -A
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