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‘ 12 : 2I=A A29 06l ‘ ® 38 2ZEYA @ GPL 2ZERI0]
® Z2|H0i(Freeware) @ XFree86 EEIS ATELO

1. AIAE ZT2O20| et 4¥02 S’ HS? _
= - 6. RAID(Redundant Array of Independent)2l 2 220l 2&t
® oedse » M2 A2 AHE Z2I¥s Iz ¢ Mooz orgte 2129
H5t= Q10 1ol T2 0|0, _
o= &l ot ® RAID=0 : CIOIEIS E=HA JIZGHT 2OHK e &S
@ AR ZZAMA : 0122 &S=(Macro Call)E A2 A S DE H S220| QICH
Macro Def 2 Z= Z280/C
<l(Macro Definition) = 801 = o ® RAD-1: Z= K= HolH® & 20 SaolsE
® iﬁj; E?H:ffia;%joﬂ' SIA dBEE ddRe THEH 2% S2H0IEE SAI0 910 MIIB RECH
== o= o o @ RAID-5 : TH2IEl BEE MESIXY COIEHE 52 NE
@ ML : 03 Ao & JFA Z2I8s 24AM 0l SHKl 2D, OHE AFE X AIAEIN X3tHsiCt

@ RAID-53 : 2t AEEE raid-5 CA3 Aol AEE
OlellOlXIE ME6t1 raid-32C =2 &2 MSotAlgt

2. T8 ( 23 )20l 02 LHES =Ml S Lgst H2? 210l O HIMCH,
9 B8 "EEtl WEEEis IHE S UrEstH
Aore QIEMSE 050 TOS TSI A 7. GRUB/LILOO|l 28t 8% = Sl 229 _
517 Zakg BE2 0= B2 |2 Z2HE[0] 90| @ GRUB/LILOJI MBR(Master Boot Record)0l & X|=IC}.
SHMEH SICH OE B2 7Y EAZ =2 @ 2= HIAEHT7U A E bootrec.exe /fixmbr2 MBRS £

L.
® GRUBZ grub-uninstall2 AtXISHCH.
@ LILOE lilo —u& AMHISHLH.

(Fragment) OI2t2 Gt=0 0|21 #H2H D0ORM
AL 79 222z Os o
HHE( JE=( 02D ©

e o
s
0
M
=]
o
a4

O 2= (Compaction, Recompaction), *dlJ| £=&(Garbage
Collection)

@ NIOYE DI (Segmentation), &=(Compaction,

Recompaction) @ AMAEO SE gt AIAE A Yd HHFAN A= A
AN = XC o]
@ MElJl £&(Garbage Collection), MIOHE I JE8ES0I ME =0 /UL
(Segmentation) @ 0 CIHECIoE 571K Alg yegEz 2F 29| gy Cl
2l (o]}
@ HIoOIA-AH THHHXI(Base—-Bound Relocation), &= SEch ALk
(Compaction, Recompaction) @ O CIEEIeE A2 208 & [ 2(Bourne)!
OILt CEOll SSHA Aslics ATEE WMUSO0 QAL

3. GPL(General Public License)il Uigt &¥Hoz £l AH2?

(D FSF(Free Software Foundation)Ol Slaif SHS 0 & S &t 9. LS (&= )erlll S02 We22 gas 227
chole 2010k extd DM AIABIGIA AIABIKI 2HOF 242 2

@ GNU Ealol 26t 2= =289 AAE ZIWoHAt = =
2 0] =m0l £ tsckE 0l Eat=0. Ol

F

zaEl Mg ()
CIMEDIH HE5HH 3T

-+ U @ /lost+ found @ /mnt
Vi BEJIZ AFGA B WY RS OSACHH 0 : -
ML SR= GPLAIOILAZ IR & ACH ® Jusr/lib @ flib/modules

o Ameo - Sl xoje oo 10. &M Cl2E2I X CIEERS 2E ot% EIEAEEIOH A
4. X";r ;g_ﬁclmm(p[:cl; e Sooftware)g SENI=E ZHE BF = I = ¢ 2 BlUE IIYS0A ihd2te 2/E0] 2
UE R2F TRE AST BE MAS XI| AUB YYOS wYS AS?
(1) ZEEME HOTE S8 oMot Lo @ find . -name "x.c" | grep "ihd"
oy yi=] ® find . —name "x.c" —exec grep ihd {} W
(L) TEJMo| B= 222 9350, 012 A ® grep -l "ihd" | find —name "x.c'
2 HEH H HEAME 2 S AR , \
(c) DI2= S7| Y5tk Z2IHS =HED @ find . —name 'x.c" ~exec grep I ind {} W:
T oA Ol= Jjo 11. CtS cal.sh A EQ Mg A gtez a2 227
=2 T A TT
(=) ZxME ZFHMFID 0IE E=sH SH= #1/bin/bash
012S Mol M CrAl ZRHAE = Sl AR foo=3,14
bar=1024
@ (2), (=) @ (7). (=), (=) F'echo "$foo $bar | awk {prntf "9 3fwn", §$1 + $21°
@ (M), (=), (=) @ (1), (v), (=), (=) echo $i
5, LEALAA(NR L2ZERIN)S 572 S8l A2? @ 3215.36 ® 3215.360
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® 3072 @ 3.141

U= whieo] 28 HAOZ yYS 2127
® while Z2A2 do HEOHE done

@ while B2 do HE O E done

@ while =242 in EZ 0 S done

@ until ZA2 do YEOE done

19.

M E=C.

@ /sbin/insmod : E St Sl 2ES AUAME
o| =

@ /sbin/rmmod : 8 MO U= ZES HHSEHC
@ /sbin/modprobe : /&M U= REES =522 HM
2 XA SHCH.
=P

s & cl=s2Jt Aot UWERZD ABHOIA 2
ool 0 Aes UHAECZ g2 A2?

@ /etc/init.d/network

13. IS0lM &Yol= CIAEZZ o2 AH2?
aHmoZ o= ZZmE0 ETE SAL @ /etc/sysconfig/network—scripts
2 = o n
SC e e SOl S=zt SALE I ® /etc/sysconfig/network
258 Iz ] A0l SEHE=Z AETHH =
o= o= @ /etc/resolv.conf
[ &= ME OHEMW AESHN TICH J=7) 0
=M CIE =21ME2 EilLt L2 E AHETH 20. OIS U2 = (23 )2td S0 UEoz L4922 212?
A 28 0 CEEZEY WHEE ZARHH sHE
FaE FEEH Ef3 =&
ZHAILE IFE S0l AL E0A ZRIGHEH =0 l_PT S SH= . A L=2 o
FZAE Zaz AETH| RlolM EESH. P =
@ /var/lock ® /var/run 22 ( E/S D AND CME SHFH
® /var/spool @ /var/tmp HEYZ =4t LIZLCH
14, TS Z2AHIA MEHO S 29 = (25 )00l SO/ W @® ME% 0123 @ 2t2€ HOoIS
202 o2 A2? @ ARP @ DNS
ZH| &EHEF ZZ2HADF Y EEIE HEE 2
= Eoth AHSS EEEE HHHHAM E=2HA ‘ 2102 : 2lsA AlAE 22|
=2 =ICHY [u} DI: M _:"F_
s ==l :"'UE':‘ SHOICE 'i! 21. 4S9 &7 B2 = 270 8 S0 YT AIZSOH 2
oz JlE ZEHLE ZEHAME E5ES oK 22 22 202 HE=E AFE [ Qe A7
M DEAL JICHKEIH TI0 HAF Z2HMHE EF @ TERM @ TMOUT
HrOoD L ”é"EH':HLII'II'IiI'I_Q state)= H0|kl= A ® HISTSIZE @ LOGOUT
¢ JyE=( J0ck T HE
N 22. Ch& & AL2X HE Wl /etc/passwddll CHeh &Ho =z
@ CIAIHXI(Dispatch), AH = (Schedule) e ;8?
@ & & (Preemption), CIAIHXI(Dispatch) D =X2 T8 AI2K IDE Z 2
@ AHZ=(Schedule), & & (Preemption) @ A £8 J=HS 2 & QL)
@ CIATHXI(Dispatch), ==(Block) B AIXtC ELlAERZ &4 & QUL
= (o] o] &= o A Of
15. OIS = Z2NA o 200l e 802 S8l 2427 @ ABNS =100 dE @ = A
@ ﬁi{%‘éﬁgogfam) PS8 JISE 280l FIE B0 | o3 g = AEXY QS0 HE £YOR SRIAS?
N _ o D AETE MG HS02 S5 20 &80
@ Hei(Job) : TR TR AM(| LRE AU _ i
@ AE2XE2 =JI2 02 280 Z& A2 groupmod
GIIOIE{ Ol Ct. o =
@ T2 AMA(Process) : ABEQl T2@ 0| OIAEAQ|CH SSE Msel
_ @ /etc/group WUA oHE OASH IOt Z&= AIEX
@ AYES(Thread) : T2 d822 ZSHOZ AEY = sjolst & 9}
= =X 2E0/0 - '
@ 18 =Jl= groupadd, & AtHl= groupdel 2HES
N _ _ A
16. C}S = 0S| 7 Layer & &5 HsES (N)HZS 0let 6tH
7:07
(N+DHS ) 24, (120 THS 4+HHUS A WsEs [US 2y
@ CIOIE HE @ WESD HE g
@ H& HE @ 28 A= : —
[roct@ihd ~]# usermod -G posein jalin
] - CHHCS HA EX o=
17. ;CgP?I Three—way handshake 3%HH 2l 2 @ Jetc/passwd @ Jetc/shadow
@ ACK, SYN+ACK, SYN @ SYN, ACK+SYN, SYN 25. (12 = AMIBX MRS YANOZ 205K Ric= &
M =28t 398z o2 27
S = Y0l 2ES U2 BB 5 S w27
18. ts = 120 = } oS @ passwd ® userdel
@™ /sbin/lsmod : M HMEON Us ZESS HEE &
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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26.

® su ® sudo

24 &

[l

Ct gl A2?

alo

Jdd2 Zute

]

sgoz

um
r1o

[root@ind ~1# Iz -Id /project

driwsrasrwy 2 oot root 4095 Dec 22 21:05 /project
[root@ind ~1# Iz -I fproject

-rw-r-—-r—-— 1 posein posein 1217 Dec 17 07:00 posein,txt

-rw-r-———- 1 yuloje wiloje 602 Jun 7 15:03 yuloje, txt

@ posein HIEE yuloje.txte LIS 8 % gL

@ jalin HIEOIl /project CIAE2|0 MAMSESS & 5 g
Ct.

@ yuloje H&EE posein.txtg XIE = UL

@ jalin HIEO0| posein.txte HE2s 2 =

AN

i

o

33.

Jet2E(Foreground)2 Alsi= 0l
ackground)2 X &tolD| QIGHA AtE2ols
oz g2 2H2?

@ [ctri]+[d]

@ [ctrl]+[z]

ChE & kill & killall 010 28 2222 Sel A=27
= =)

® S 2280 2F AlOE 018
SIGTERM AI]‘—*OI 7&"5|D

@ F Y9yl 2F 22 Al 012 & BHSE Z]dA
ArSSHCH

@® F ¥FN 25 PID(Process ID)E 0I2M ZZ2MAS
ESAZ = QUL

@ kill ZZ 0= PID 0120 & BIS2E TR2MNAE =
ZAZE = UL

27. T80lA £Y0l= HeZ LoUs AH2?
o= Ao TET— 34. tar Q2 0|50 WS [ AZXIF 205 HLE E
=& «¥I2H SE0IH M DIUEOl L5E MY TRAAS H= A#DIA L
-0 A £EF OIS L49stH, olE IHES ChS ( 23 )20l S0 HYoZ Ao A2?
o= S°F K A2 ALS HEH | . —
%—L _P._ SN AFSAE E_Dl OF | [root@ihd ~14# () tar cof jalintar fopt/data & |
ol 2 ML =SAE &2 HEI2E A
@ renice @ nohup
@ PAM ® SUID ® fork @ exec
@ SGID @ Sticky bit
35. OIS = ( 235 )20l S0 Ueoz L2 2127
28. LIS & a42 AME IYS =2250| Ash ABSIE
o2 Lo A2? gt ZZ2H AT CIE =24 AE &Hal) fE
@ dumpe?2fs ® debugfs MAE TEUHH= (D 2R ¢ © 02 SICH
® tune2fs @ e2fsck (@242 MEE Z2HAE Yol HELE 2
U0 SAHRE EHHY Z2MHAE d"ats "HEE Y
29. Ot2 = otEllA3 It =0 Est FE2 =M ZHA EO| EZMAS N2 AHEIC MEH MA=
Ligst 2427 - - .
* Z2HAS UHY T2 AQ S22 ICE JE
@ tdisk  © nkfs o= HUWEILL (© )2/2 U2 Z2HAE ME
© mount @ reboot = Z2H A2 HAlSE €z Z&ET =428
_‘="_ I A CcC= g =] %
D () - (2) » (2) > (2) @ () » (=) + (<) ~ () EFETg?W;ﬁﬁtﬂéif;jlﬁéga
] = i =5 T =
@22 (=) @ =) = () = (o) = () EEMGEA B0 (O JH TEE 24 A0 HEDH
30. (IS AYMUS MAGIE IS LEIH 240ICH ( 25 SA=LL
JOHH S0 LHEo2 Loz 2127
@ (7) fork, (v) exec @ (™) kernel, (v) init
[root@ihd ~14 dd if= { & ) Df:fsmpfile bs=1k @ (1) exec, () fork @ (7)) init, (v) kernel
count=1024000
[root@ihd ~]14# ( © ) fswapfile 36. rpm22 AXIE httpd HIIKIE MIAHSHA ;2LE, AEH2
: : O._; MAE R &AL OIX/\*C’ 2 AFGHA 210, MG
[root@ihd ~]# chmod 600 Aswapfile = ié I CEE o erae o7 6 5
[root@ihd ~14 swapon fswapfile
[root@ihd ~1# rpm { @) httpd ( © )
@ (—) /dev/null (v) mkswap
@ (7) /dev/null (v) mkswap -c ® (1) =i (v) ——nodeps @ (M) —e (-) ——nodeps
® (7)) /dev/zero (-) mkswap @ (1) —x (v) ——nodeps @ (7) -d (v-) ——nodeps
@ (7) /dev/zero (-) mkswap —c
37. rpm HEUHE AME6I0 Ofeliet 22 Z2UE 2US &2 (
3. 08 5 =S 4udls STAd Su AE (A Lovel 22 e SoE Wse= BaS Xe
S BHAESIDA & M =XoH0IE Iz a2 22? [rﬂﬂt@lhd H]# rpl'l'l': :I sendrmail
@ /etc/fstab @ /etc/xinetd.conf S.5...T. ¢ fetc/mail/sendmail of
® /etc/inittab @ /etc/Id.so.conf
® -aa @ -V
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr



E|SADAH 15 © 20124 03 10 27| 7|&E2H O HXH2HME CBT : www.cbtestpro.kr
® -ac @ -
45, AIAEIQ] A28t 2HI(Crash)Ib LI &= Magic System
38. CHSOIA &35t N2 2w A7 Eeengleggffg—i Oﬁ'%é 7, &t Magic System Reauest
HiIE THFA 22l R332 HE(repositoryici= @ <Alt> + <SysRa> + "Key"
IS Ol=atH &5, & . EH0IEA 2= @ <Ctrl> + <SysRg> + "Key"
YEH EHE =22 ol 2ol =L @ <Alt> + <Scrlk> + "Key"
@ yum @ apt-get @ <Ctrl> + <Break> + "Key
© dselect @ alien 46. 2=~ TEIMS =AIBD| X0l QOI2ES AIS X0
B umount: /mnt: device is busy2 AL /mnt CIREL
39. CHOE 0I2otH O™ =21 E posein.c, yuloje.c & HA SiY T2MAZS AlgslD S20tls dyole g
Nel 242 24 8+°E'I:} 0l & Mo A~AE 0l80lN jalin He9
= Adngs o & gt 27 )
olet= It nbN; (H @ fuser @ pKil
@ gcc jalin posein.c yuIOJe.c @ kilall @ ps
@ gcc -o jalin posein.c yuloje.c
® gcc —c jalin posein.c yuloje.c 47. AHE 16Tb ClAN MEIAS S| folM fdisk HEH
@ gce - jalin posein.c yuloje.c E AMNE}XIBt fdisk SELCIEI=E th dlol=2S XI&G6HA
FE}“ HIAIXIOF S22 EQUCH 0l"g B2 2Tb Ol&te THE
2t (A2 1« 25l e orgre 4
40. T4 2lSA HUZ QOH0ISHI| A FHAS AAS [ Q,f'—J AEBL Ash ArSots S0i= EXE
220t HXSHDX BHCH ( ZE )oH0 S0l SHeR ¢ =
Lo 229 @ sfdisk @ parted
, ; ® partprobe @ mkfs
[root@ihd kernels]# tar © ) linux-3.2,1 tar bz
48. T8 & 2 AMOIQ o/&=4s HAGHH modules.dep 2t
© Zxvt @ zxvf mapTtYS MAGHS T2 2o H2?
@ jxvf @ bxvf 1 depmod @ modprobe
4. 902 PES 2ESHE BHOZ LAS AS? ® mifs ® mkinitrd
@ insmod, modprobe @ rmmod,‘modprobe 49 Hu AMAUA DS0| LR T ClHER 2 AAS HSo
® lsmod, modprobe @ Ismod, insmod ® /lib/modules/‘uname -1’ @ /lib/modules/‘uname -a’
42, O/2 20 2 v HS? ® /lib/‘'uname -1’ @ /lib/‘'uname -a’
Mo dule Size Used by 50. OIS = T2l 4% Yo E2oZ g2l A2
ipvh 435105 24 @ mx : Ol Jtsst 20 IHY AJIE LIEFHTH
#frm_nalgo 43333 I ipvb @ sh : suppress headersE 235l CIZEE= 5I0 222
autofsd 63049 3 otAl &=L
blugtooth 118725 g hidp.Hcomm.|2cap @ if + 25 ZHE 8t
loclkd 101553 0 @ lp : TR &=E ZE 0|52 Ji2l2Ith
SUNFpC 200073 2 lockd 3
51. OIS & 2lsA 21 WY 22l =390 |ogrotate0ll CHst &
goz e A2?
@ lIspci @ Ismod @O XAst J12t0] AU 27 WS =gtAl2ICH
@ Isof @ Isusb @ XNHs Ot IAJIECH HXNH 221 WS =stAl2ICH
® 20 Wes A=A 22s 4 Ul
43. HEO0| A, RAM, &1 22 & XIE otLIS IHY AIAE @ cron0ll 93l 1= e 20+ AlSHEI[}
O QIAIGIY ZelE 2= ULE oiFEs 2102 o2 A
=7 _ _
) 52. T8 & su H@¥E ALE0IH rootE AIEAT M&tst JIE2
@® MTD(Memory Technology Devices) SOIGI DK & [ (25 )oH S0Z 21 IYz oqge
® =2 o Zd0I(Plug-and-Play) x=27
==& X (Block devices) [root@ihd ~]4# grep su { i
@ C+= & X (Multi-device Support)
@ /var/log/messages @ /var/log/secure
44, CIA39 22Id 2% 4 E(Bad Sector)E ZAlote HEHO @ /var/log/boot.log @ /var/log/access_log
2 L2 227
@ badblocks @ fsck 53. 22 cl=sA AIAE0ME 2010 AIis HE H20S
: D0 & 22 Tl JISs6t MESCH g 22 |
® mount @ fdisk =2 sols [ AISols U2 2US 2127
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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© dmesg @ last [ 3%S : UEN3 & NHIAS g8 |
@ lastb @ lastlog
61. CtS & apache &AWl hitpd.conf LES SH02 el
54. (1S = @2 EI0IZ0A B2sts RS NSNS M5 e
HAIXIZE S [ AR5t Y2 o2 2H2? @ Main Server @ Global Environment
@ /etc/securetty @ /etc/issue.net ® Virtual Host @ Share Definitions
® /etc/nologin @ /etc/services
62. Ct8 = httpd.conf BFFEFUA S CHEZNE HHE
55. /etc/passwd T H2 5 81 Al2HModify Time)0= Ol T ArSot= AL 882 8925 S AE
A0 oLt el IAJJF Al AH AN HE A2 @ None : 0{H SHZ 0| > gicz 2E 22
(Change Time)S &QI5tD| fol HHS =l UL (= HE
S )l HAE B0 @ ALL © MultiViews S&E 088 % 202 2 F2
[root@ind ~ 1% Is -1 /fete/passwd s o8
—-rw-r--r-— 1 root root 2043 Dec 22 21:05 Jetc/pesswd (@ ExecCGl : CGl A EE AYE = UEE o8
[root@ind ~1# ) fetc/pesswd @ FollowSymLinks : CIHEZ|S A= &3 A2 HE
File: 'fetc/passwd’
Size: 2043 Blocks 8 10 Block: 4096 regular file 63. 2012 EctR M HE0 ZHOootAE AHEE0l 22Xt
Device: B01h/2049d Inode: 1845743 Link= 1 S0 BHAZ FEo 4EE BEUARME 2RE A2?
Access: (0B34/-rw—r-r-) Uid { 0¥ oot Gid: { 04 root) @ Wolo=EA @ o4l dAE =22
Access: 2012-01-17 04:25:40,510159596 +0900 @ A @ HANOIZ
Modify: 2011-12-22 21:05:00, 000000000 + 0900
Change: 2012-01-17 04:25:39,574152580 + 0900 64. NCSAMA WeAE & HdHZ MS0l= NCSA httpdg2 £
SOOI 8 & MAGA JHE &Z0| AI2Ee & AHZ
) stat @ status otgte 2429
® fuser @ sync ® 1S @ iplanet
56. SSHOl ZJHI| & I YA 0IBSI0I HEIIX & © apache @ Enterprise
4 SSH Z2H0IHENM MAHS SIIIE SSH MHU = _
AFSHOF BICH /e = MU0l MAsior 8 mago= g 65. apache AU (/usr/local/apache/)2 =2 &t¢l CIZE2|0l
o oo - - = s 802 sl 2429
@ identity @ id_rsa @ bin : OFIIXION ZRE SUEl LA
® id_dsa @ authorized_keys @ cgi-bin : cgi ATEEI A= UAER
@ conf : OHIIXl AHHS O ™0 EX Ue C]2A
57. LB AL XIQ poseinS HA Z2IXtE XIXotDA SHCH. el
root @S E AR FELE, HE 22lE <ol @ var : OMIHX AMH AMEAl ZM5l= o2 JHX 2150
useradd ¥ passwd ZEO AISGIEE & R0 REE S xIst= ClaEe
TRz Lo A2?
@ su @ sudo 66. Ct22| httpd.conf Z&EE = MPM 20 s 4oz
@ tripwire @ cops Sel =7
B ## Server-Pool Size Regulation {MPM specific)
8. LIS = W (Hatez NE CHELIZ JHE Heldh ¢
AHe? StartServers &
@ Jetc @ Jvar MnSpareServers B
@ Jusr @ Jproc MaxSparesServers 10
Serverlimit 256
59. C+S cpio ¥ 0I25I0f CIOIEIE 82 & F2 (25) MaxClients 256
oty ot A7
D XS LAMHI AIZE [ AE MBS 2= 54 0
[root@ihd datald cpio ¢ ) < jalin.cpio Ct.
) Z0H A 2 = Ase AHS == 104 OICh.
@ -icdv @ -ocv ® =T B
@ —if @ —bf @ SAN A s £ As AHS == 256IH0ICH.
@ 22I0IUED SAM HBSUES O &9 Jisst T2 AHA
60. (IS = dumpZ OI®% Hoi0] &t MOz gl 27 el 5= 25601 olth
© DEIA B9 S Nas. 67. apache®l 017/ JHMSAEH (et 8y 5 Sl 227
@ =222 restore FHS AI=REHH
@ Jetc S CIHERZ &9 WA= XASCH
@ ™A e 2OE oLl S2HH = XIJASHCH
ZZ NAS JI=Z2A DAF=HZ CBT : www.chtestpro.kr
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68.

69.

70.

MameMrualHost @ 192,168,100,1:80
<drtuaHost 192,168,100, 1:80%
Serverddmin admin@ihd, or ke
CocumentAoot Aswasihd
ServerMame wwnwind, or kr
Errorlog logs/hd-error_log
Customlog logsAhd-access_log common
<AdrtualHost:

@ 22X HYFAE= admin@ihd.or.kr OICt.
@ & UHEZlE /www/ CIZEZ| OICH
® THo W2 www.ihd.or.kr OICH

@ access 1= logs/ihd-access_log It

e
H
S

AN HTMLZ O JIA 388

sttoz 2E HEX2E & £ QiCh
| ol 22 T4 AIMHHTT

AEES 51| FIB AACR Y A

@™ Java @ CGl

@ SSL @ PHP

Y
T
ol
H0
&

o

RH =
e o 12
Jell
)

ro
R

OGS & OtIHXl httpd HE N
@ httpd -t @ SFEF ML
@ httpd -1 : M ZMLE 20

@ httpd =S @ S AIAEN 2FC0U=E e &

cIAESE BUHELL
@ httpd -X : httpd HE S Z2EodID A#S Of
Ct8 = 02 OttXl &3 Mol LBtdol Xz
2127
@ /etc/httpd/conf/apache.conf
@ /etc/httpd/conf/httpd.conf
® /etc/httpd/httpd.conf
@ /etc/httpd/apache.conf

erver

— —

73.

74.

75.

76.

@ ANAE URES B & UCH

® Z80/2/IP JI8H(Mixed Name &P-based Virtual
Hosting) JIASAEE 01256t 20 Ol&S IPFEAZR
Y sAES B & AL

@ port J|Btez oS SAE & £ iUt

"WWW(World Wide Web)Eet X2t WWW A H2+0 CIOI
BHE &GN =102 fI8 ZH EE Z2ESZ 0=
UIAAOIE HSRUAOIEZE SIADF OHYSIR D, 00132
A2ZEA S F2 & HNSYMOL Mest) e Z2ES=2

a5 7 & s g8 JIs0l UACL" TS S0l 29
ot As A2 Rl

@ VPN @ SsL

® HTML @ cal

clsA SEUM AFZ2E = CIOIEHIOIAD Ot H27?
® MySQL @ PostgreSQL
@ Informix @ MSSQL

Ct8 apache, php, mysgl H3S&XIE <& php configure
dFo 4%H0| g8 H2?

[root@linux php-4.3,10] #

Joonfigure —-prefis=/ustAocalphp W
—-—with-apache=/ustAocalfapache W
——with-mysql= AustAocal mysgl W
--with-config-file- path=fustAocal/ap ache/conf W

@ phplt X &= Cl2&Ee2l= /usr/local/php OILCH.
@ apache &30t ?Xl= /usr/local/apache OICt.

@ phpJt mysal®l /usr/local/mysal CIZ2ERIZ Hs &X
I},

@ apachee /usr/local/apache CIZE2I0 X S U
Ct.

3 28 ¥ D2H 28
7. s & O|‘ﬂ|‘i|_ AAMHS Cl2EL cﬂgugg = |hdorl§r @ AAEDO e ZHZ B=1D MHIA AFHES LIEHUH
CHOZ Mest RE THIS22H, “/var/www/html/ C
ClIgELN E2ote A2 YO & M XAz 8= i _ L _
220 @ SWATeHs D8t 833 E 0|=206t0 mlst YHEES
M= stCt.
@ order allow,deny _ _ _ _
AR oS mME S A Qr}
deny from all =2 ww= T e
@ order deny,allow _
ot 77. 018 & Samba®l SEE HOHEE WA Ok 27
deny from all @ security = domain @ security = Idap
@ acl all src 0.0.0.0/0.0.0.0 @ security = user @ security = share
acl ihd srcdomain .ihd.or.kr
http_access accept ind 78. [I2 samba &% Mol WS e £4Y¥o=2 sl A2
http_access deny all
@ order deny,allow [IHD]
allow from all comment = public ihd
deny from .ihd.or.kr path = /ihd
72. 1= = apache BAHS Jtat &AE(Virtual Host)0fl CH &t public = yes
Hdgoz s@ 2427 read only = yes
@ BILIS| AIAEIOA 01212 SAEZ YAHIAZ & % wtite list = ihduser
QI Lt
O 2R CJAER| 0|22 HD 0ICH.
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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@ B84 e 22 2L Jisollh. defaults
® ihduser AFZXt= MI|J} JHsG6IHC '
@ ihduser AtEXt= M ES =28 JtSTHCE. instances = &0
79. NFS AlbHol && ol Jetc/exports®l SLZUAM 220l logtype = SYSLOG authpriv
HEQ root AHEXHE wwﬂ N2l rootAt2 1t2 DHEE 4 log_on_success = HOST PID
ACZE 5l Moz Yo 2127 log_on_failure = HOST
@ root_squash @ no_root_squash cps = 25 30
® nobody_squash @ all_squash }

80.

-

NFS AHIASl 2ot 2R 4
= =27

02

meg 2 2g o201 o

M hosts.allow @ showmount

@ instances : SAIM HSE £ A= S KFE A2
Z A == 609 OICtH.

@ log_on_success : MHII S8 W 2e2t0

® hosts.deny @ portmap =ZH£ D BEo= JISE.
@ cps : 25002 HELIF A2 HR0 30x SO i
81. C+S PrOFTPD MUIAG CHe &9 5 S8 229 Mul=ob g ash =L
_ - = @ log_type : 211 LUWE X &Hols 5492 SYSLOG &
A LLEE=E TEE 2 5HCY.
@ FTP MHIA 20/21 Al Ct auth Eloloz J|==it)
@ ProFTPD MHIAE C*EHIE—( tandalone) 2 28t =g
A XFSEF A AH
01, xinetd MBIZ2E SHE + 8L 87. Tt2 #H HI22 AHIA MOl TCP Wrapper2l hosts.deny
@ FTP MHIASl Z0) TA Z2AHA 42 N8 & & D0l (8t 2oz Sal 24e?
Ct.
@ <Limi> SHS AEH0L FTPUIM AEIHSE S 0i0l in.telnetd @ localnost, ihd.orkr
CHst AtEHEE & &St rsync 192 168,0,0/24
in.ftpd : 10,10,1,100
82. LIS = MY 8% MOIME(MTA)IL Al=Z2otse LEZ 29
2 A2? @ localhost@t ihd.or.krel 2 SAESHA telnet MHIA
@ 22 ® 25 g JAsetth
® 110 @ 143 @ rsync MHIAE 192.168.0.0 CHR0IM MHIAS H=8t
Ct.
83. 0SS = HYUS Masle O AEge T2y T2z @ ftp MHIAE 10.10.1.1008 Mot 25 &g &t
O] LA BXNHE H2? @ ftp AMBIA= ihd.or.kr HEBF HQIGtD 25 & E8tC.
@ sendmail — smtp @ gmail — pop3
® pop3 — imap @ pop3 — sendmail 88. BIND Ul AHOl a9 SFMUZ 2ore 227
@ /var/named/bind.conf @ /etc/bind.conf
84. Sendmail #F&HA MY S sendmail.cf IS MA5HI| < 3@ /etc/named.conf @ /var/name.conf
HA m4 BHHLIZS AFSE O, ms 22 THY LA =4
=S g0l fE SHES EHE AS? 89. WIAMMHII JI=2HOR AIBSI= ZEHSR 22 27
ON @ # @ port 25 @ port 53
® // @ dnl @ port 23 @ port 22
85. Ct& = ihd.or.krAlA B0 web123@ihd.or.kr Ol2t= BIY : = 5
90. DNS(bind)2l && W& clAA YIZEIN &2 AEE
HEOl EMBIA S HEHU A, web!28@ind.orkiO= & %95, ind)=) he s clas == |
5t MY OIAIXIE ihd123@linux.com2=2 ERESHI| € i _
5 &A™ QU2 LS AHS9 @ @ IN NS ns.linux.co.kr.
@® /etc/mail/virtusertable @ /etc/aliases @ @ IN MX 5 mail.linux.co.kr.
® /etc/mail/mailertable @ /etc/mail/access ® @ IN A 192.168.0.1
@ @ IN PTR 192.168.0.2
86. Ct3 xinetd.conf 229 LIE & sS&0 Os 80| =&l
=Y 91. DNS AHIAS| zone IIY FSo| NEES=0 st 8o
2 s 227
@ W S04 ns,ind.or.kr, root,ind,ar kr,
2012010101 & Serial
10800 ; refresh
14400 s retry
G04800 ) BRpire
g6400 3 s minimum
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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92.

93.

94.

95.

96.

97.

(@ Serial : zone OIS HAMHE Al2tS HAlole dEHA
HIOIEIQ) HISE 20lats 2O2 2X DNSQ HE M
OIEZ ZX™E M =0l 5= 0ICH

|
@ Refresh : Z=DNS®2 22X DNSZHO
3AI2H(10800=)0l SHHA QA SH
@ Retry : X UHLAHH
Al x4_+_orﬂa A A5}
I-ICIO.I OIEI,
@ Expire : = UIYAHIF JI& HEE TJIgte AlI2IL=2
12=(604800%)2 HXE O QUCH.

J pEACZ = WP M2t Ct
= Ue=Z 4/\|3F(14400x)9§ =

Ct& squid.conf 3 & X It

@ http_port 3128 :
£ 31282 XA EHCY.

@ cache_mem 8 MB : A ESEMHOUM AtESt= HAl At
OlXZ 8 MB & M A &tHCH

@ cache_dir /usr/local/squid/cache 1000 16 256 : JHAl
GIOIEI D =ICH 1000M Ol M&EE 11X CI2ER| 160K,
2XF CleER| 256002 & ™G

@ cache_effective_user nobody :
S M= nobodyZ Xl &SHCH

AFE AHE

XS

I = Al(Proxy) Mb
J|

SotJ|fIo1 SquidE &8 = A&
o
=2

CHERE = §F 8U| Fst Y3 sz 292 A
=7

® -z ®@ -Z

® -c @ -C

NISDOMAIN & H=2IF MEEANE ESE 0| /o M
K= RIXNE Lo 242?

® /etc/sysconfig/network

@ /etc/sysconfig/network—scripts/ifcfg—interface
® /var/yp/securenets

@ /etc/resolv.conf

08 & UESZA o5 24 2a(network authentication
scheme)z £¢&l 2127

@ NIS @ LDAP

@ PAM @ autofs

UsSHA 280

T AREARL AIAE-E RS
ALL E5 AbSal HClALE DRdeiA OF AlLE
2] OHE MEAMSHH SHE MHIAE HS5HA
ZotH 2= 5 AIAEE S2HED T 26

S DDIsHE BE WS T},

£H(Hogging) ot

® E=20 =20t @ DoS(Denial of Service) 22
® & "ol A @ HH QHE=Z

CtS iptables &3t8 &&= 192.168.1.1002& ==
2E I2AS0HA tcp Z2EZ 23 A2 HEote &5
O ( ZZ )0 S0 WES =AM A Ligst H2?
# iptables -& INPUT {3 192168.1.100

{ yitcp -j DROP

® -s, -p ®@ -d, -

® -s, -u ® -d, -

E
Im
10
]
=
Ol
| I:I
Z

S0AM 28ote X222 ¢82 A2?

99. O

ZEE HEAIHAM SIAEL] AFEET
S M2 SENFEEN 2z
= 4% HEXNIE TolH % MEIFEDI
MY E8 HOEHE HI0 Sl MHH HE

[m

d&ots A8 AT
® DMZ @ VPN
® PROXY @ 10S
100. TIS0A Z%otles SARI2Z LU= A27?

ZEMs SEAMNEMHE openzl ZEN SEA
AR itE(III 6553508 B M ASE2=R
= TCP connect) requestE M AIFICE A&
'O = AlZE WHH = 22 TCP connect()
requesth Sy packetES BYH ZIH, AZED =

EEEA ZEEH ©1d B2 connect 22 E HAT
I Slal CHIAEH M HiFSCE

@ Host Sweep

@ TCP DRDOS Attack

® TCP SYN Flooding(DDoS)

@ B 2HE=Z2(Buffer overflow)

b

|
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