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‘ 12 : 2I=A A29 06l ‘ » =8 _+_EE°JIO1 @ GPL 2ZERI0]
® TR0 (Freeware) @ XFree86 SEIQ AT EIN
1. NAE T2l (8t 4302 S8l 2e? _
| ol ciet o E_E 6. RAID(Redundant Array of Independent)Ql 2t jjguof 2t8t
@ ddsEd : M2 02 4 Z208s JIHH0Z ¢ Hgoz oge He9
HAot= A HSY Z=1240|CH. _
of _(H _l_P @ RAID-O0 : HIOIE%% SS5oiM JIS0HA 20tM JtE =28
@ AR ZZAMA : 0122 &S=(Macro Call)E A2 A S DE H S220| QICH
° £ 4 F= TZ]¥0|0
“l(Macro Definition) 2 BI#01 = == 8010, @ RAD-1 : B2 REE GOIEE I 249l Caolsa
® =0 : C2 T2 S&0| QoA AdE = Dest DHGH 2 S20IBE SA0 99D M2 R0
JlsE ol T2 I
_ _ _ ® RAID-5 : THelEl 822 MEGIXZ HOIHE &= HNE
@ Butedd - U5 doe & AN Z20BS ZAHA 0 SIAl 21, CHE AFE X AIARIOI = EH5HCH.

@ RAID-53 : 2t AEEE raid-5 CA3 Aol AEE
OlellOlXIE ME6t1 raid-32C =2 &2 MSotAlgt

2. 02 (23 )oH0l E0i2Z HHES =A0 U ULs 2A42? 200 O BIMCH
A9 B 2EED EEEs HE S HiEaiH _
Aze MENSE 050 XS TOEIL A 7. GRUB/LILODY &8t &3 = &&l 287 ]
517 ZEr ®EE OIE &2 7|9 D=0 20| @® GRUB/LILOD MBR(Master Boot Record)0ll & x| Ct.

SHCE.
® GRUBZ2 grub-uninstall2 4fHIStCt.
@ LILOE lilo —u& AMHISHLH.

(Fragment) OI2t2 Gt=0 0|21 #H2H D0ORM
AL 79 222z Os o
HHE( JE=( 02D ©

4 [
=
0
M
=
-
£

I}s MHOoE =
2t =(Compaction, Recompaction), A &lJ] £=& (Garbage 8. s & /etcHl = 282=% 8
Collection) D AIAEIY 2tst 2= &8 SF0

=2 X|
@ NIOYE DI (Segmentation), &=(Compaction, cl€ rd LIsEel0lth
Recompaction) @ AIAEIO] SEINF AIAE AlSH el HAH A

2l eEse XC o]
@ MElJl £&(Garbage Collection), MIOHE I JEESO M0 UL
(Segmentation) ® O CIHEE2I0E 5ItK9 Alg yegEz 2F 29| gy Cl
2l [e]]
@ HI0IA-ZH JHHHXI(Base-Bound Relocation), &= =Eelh RULh
(Compaction, Recompaction) @ Ol CIRER|NE AFEXDF 20012 & W =(Bourne)#
OlLF CEI0l QoM s AQEE W0l AUCH

3. GPL(General Public License)0ll Cigt &3 o=2 & 227
@ FSF(Free Software Foundation)dil 2lof St=
ool =01 extd DM AIABIGIA AIABIKI 2HOF 242 2
@ GNU ZAol 2ol 2= T2 Q89 AAE ZBIGHA = = 2 A =
2 310 2=0(0). 2 fsckE 012ak=0. EII[EH MEE [ )
CIHMERIH H2EHH ==ETH}

9. OIS ( & )il S0iZ LIB2Z XS H2?

=
o
an
i
ro

=2 = At ® /lost+found @ /mnt
O vi HHIIE TMHM HED| WY &FE HEJCH 0 : ;
N CRE GPLEIOIMAE 1A 4 UCH @ Justllio @ /lb/modules
10. 8N Cl2EC|e 88X CI™MER e B ClaEalo A
4. U8 L2OE9D0(Free Software)& SFAI|le X242 & =XH|.0! = C|3|'§ ::LL ! JL|-°"|:—(JHIA-I Ihd_l:l'-lT| _l,_x|.o=|(;|0“E
= o o = - -
NE ez a2 A2? ss MIYS &) 9Bt gyo= A AHL?
(1) ZROME MO SHE s Mz gy @ find . —name "«.c" | grep "ihd"
ey 1= @ find . —name "x.c" —exec grep ihd {} W
(L) TEJMo| B= 222 9350, 012 A ® grep -l "ihd" | find —name "x.c'
2 20 ZFAH BHIMNE = R=E M , L . '
(c) OI2S 71 Y6lA Z2IYS =HEHD ® find . ~name "+.c' ~exec grep | ind {} W:
T u oA o= f2 11. TtZ cal.sh AJBRIES A 21} g2 SU2 N27
(2) ZEJES TRHAFID 08 E=sH H3HY #1/hin/bash
DI2E ol M ChA ZHEAE = Bl= MR foc=3.14
bar=1024
© (), (=) @ (7). (=), (=) E'echo "$foo $bar' | awk {prntf "%, 3f%n", $1 + §21°
® (7)., (=), (=) 0 (1), (), (=), (=) echo §i
5. QEAA(NS 2AZEQ NS EF= S8l 227 ® 3215.36 ® 3215.360

[
o
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. OUE 8 HEH 282

o
=]
ro
"
ro
~

@ while 222 do 80 = done

@ while B4 do HEOE done

@ while Z2& in YEOWE done

@ until A2 do HHOE done

CISOlA &96ls CIMER2 LUA2 AH2?
UHkECcZ G2 E2 IS0 EFSH FEILF O
258 Iz ] A0l SEHE=Z AETHH =
[ &2 MEES O MEaEH =ICH %27 [
=M CIE =21ME2 EilLt L2 E AHETH
A 24 0 COEELE HEE ZAMGHH THE
ZHAILE IFE S0l AL E0A ZRIGHEH =0

@ /var/lock ® /var/run

@ /var/spool @ /var/tmp

OIS T2MIA MEH0 OISt 2 = (25 )20l S0{Z W

oz a2 Ae?

=t IS0 7Y FXE HIEE &

ZRTH AHSE ©EE2 HHHHM Z24HAM

O 2ol JICHEID Si= HEHOICH =d]

BHE HOE ZZHAE ZZHME WS

DA ICREIH R SR Z2EHME T2

0 &5 AEH(Running state)E A0kl 2
P E= 0 0ICk BT

Mo N E 0z mp rin
[

—

©® ClIATHXI(Dispatch), AHIZE(Schedule)
@ &&(Preemption), CIAINXI(Dispatch)
@ AAZE(Schedule), &&(Preemption)

@ C|ATIHXI(Dispatch), EZ(Block)
.OS & ZZ2HA 23 200 st d2o= g8l A2S?
@® T2 (Program) : E& J|lsg £=8olJ| s "HEN
O Xg0l|Ct.
@ ZAH(Job) : T2 T2 AlSH() ZRst ¢
GIOIE O Ct.
@ ZZAMA(Process) : Al8iE0l T2 JeHO| AAAEHAQITH

O AoE(Thread) : T2 YRZ ZSHLZ AIEL
= S& =SHOICH

[

.08 = 0S| 7 Layer & &35 HS2 (N)HS ol oA
(N+1)HBEE2?
@ CIoIEe HB @ UES3 Hs
O H& H= @ s8 s

. TCP2 Three-way handshake 3%tHQ] (& HX=2 L2

N2?
@ SYN, SYN+ACK, ACK
® ACK, SYN+ACK, SYN

@ SYN, SYN+SYN, ACK
@ SYN, ACK+SYN, SYN

™ /sbin/Ismod :

19.

20.

21.

22.

28.

24.

25.

O =C}.
@ /sbin/insmod @ XSt ol 2E2 AAME BHLY.
@ /sbin/rmmod : 8 MO U= ZES HHSEHC
@ /sbin/modprobe : 2EH Us LEELS2 =522 Y
2 XA SHCH.
28 S cdisAJ Ndl= UESR3F CHHOIA 2 43
ol € Y= OHELZ 202 H2?

@ /etc/init.d/network

® /etc/sysconfig/network—-scripts
® /etc/sysconfig/network

@ /etc/resolv.conf

Os U8 s (25 )2l S0 uees

F4+5 M2 TFEHAHM UERZ —"F—iEP
TAE ZFa2 A5 flohM 286t
22 0 )E/E FHILD AND BHE
HES 3 Z27t Li=C

PEAE

4;»"*4

O AB4 0tA3
® ARP

® et
@ DNS

g HI0I=

| 21 ¢

@ TERM
® HISTSIZE

=
0o
=
=
bl
E_

ool Jetc/passwd0il CHEt

HU o
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o
rin
>
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o
ne
4> e
30
o
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o

s0
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- = =

CEON - RON !
00 O 00 > YO
= A 4

|0

o 1o
e Jje
HN
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o

>
U O
u
>
1 o

alo

0% 00 o0 O
>
010
=

0 o
|J
Y
2
02
ok
x
02
[o}
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i
m
I Y

HY
=2
oo

Z
o
2
=2
O

|0
Jm
04
[

>
-
S 0l 4% 0

=l

H
o
i
|J
o
2
E
o
=
E
i
e

groupmod

Q>

A
- -

o \J

t

0!

o
e >

H

gt AFEX

Ol A
Ct.

groupadd,

ofe 80 =Jt=

~
D
—_
o
~
Q
=

==

Ct.

Lol
l- AN

t

o

®» © 0oL
Lo

o

e

uor =
iy

Ofo O
i
J

o
o

& M M= groupdel

=

L B eE W2

Q
i
lo
02
oy
o
1
02
o
flo

[roct@ihd ~]# usermod -G posein jalin

@ /etc/shadow
@ /etc/login.defs

® /etc/passwd
® /etc/group

AYANEOZ 2I0I5IK RIIEE

W
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26.

27.

28.

29.

30.

31.

® su ® sudo

Ct ?

olo

Yo DS S 4FoR

g A

ro

[root@ind ~1# Iz -Id /project

driwsrasrwy 2 oot root 4095 Dec 22 21:05 /project
[root@ind ~1# Iz -I fproject

-rw-r-—-r—-— 1 posein posein 1217 Dec 17 07:00 posein,txt

-rw-r-———- 1 yuloje wiloje 602 Jun 7 15:03 yuloje, txt

@ posein HIEE yuloje.txte LIS 8 % gL

® jalin HEO| /project CIAMER|0 MUMAS & 2= 9l
Ct.

@ yuloje HAEE posein.txt& X2 = UCH
@ jalin HIAO| posein.ixtel Hes 2

i

t
A O]
T AN

o

CISUA 28ot=s X2
- HE PIEH 2£85HH A

-0 HEHl 282 MHES %LHDPE, o2 M=
aitgh= S2F adAIZ AFEAE AT O
g LH22 2mAL 2= HEEZ o

_,_

@ PAM ® SUID
@ SGID @ Sticky bit
s & &4+=2 ANs e 8760 Al Al2sle ¥
o L2 A2?
@ dumpe?2fs ® debugfs
@ tune2fs @ e2fsck
LS & stE0A3 FIt =0 ZRE HHS =N LI
Lgst 027
& fdisk  © nkfs
© mount @ reboot

1SS AgMYS 4

JoHl 012 e

[root@ihd ~1# dd it= { @ ) of=/swapfile bs=1k
count=1024000

[root@ihd ~1# ( © ) fswapfile

[root@ihd ~]# chmod 600 Aswapfile

[root@ihd ~14 swapon fswapfile

0 >
Hu &
n

2
FIO
>5-_'
no
D

/dev/null (=) mkswap
/dev/null (v)

/dev/zero

mkswap —-c
) mkswap

)
)
)
)

(
/dev/zero (v) mkswap -c

@ /etc/fstab
® /etc/inittab

@ /etc/xinetd.conf
@ /etc/Id.so.conf

32.

33.

34.

35.

36.

37.

US & ZOel2E(Foreground)2 &&= 0l

22 E(Background)2 ® &80 ¢

E J| Xgtoz 292 2127

@ [etrl]+[c] @ [ctrl]+[d]

@ [ctrl]+[x] O [ctri]+[z]

G2 = kill L killall 30 28 45z &l A2?

D F Y9dEo 2% AlOg 012 |&GHA ZXo™
SIGTERM A€ 0| @AEHZP

@ S "E) 25 22 Al0E 012 2 BHESE Z2ZRA
ArS L

® F ZAN 25 PID(Process ID)E 0IHAH Z2MAE
ESAZ = QUL

@ kil 2&0l= PID Ol200l & Hes2E ZZNAE =
ZAZE = UL

tar 3ES 0/2]6H0 S I AISXOF 20H2RSHHLE ©

0I€&0l S5l ol EEHI&% 31|
Os (25 )otol S0

[ [root@ihd ~14 (

I3t DA St

1tar cof jalintar foptfdata & |

@ nohup
@ exec

@ renice
® fork

Os 3 (25 )20l Soi2 tgez

otLE Z2 M0 O Z2H L8 gFoh)
AlAE FTEYEH = ( @ )2 ( © 01+ 20
(Q)=/2 M=z Z2H2LE 7ol HEDE 2F
20 SAE ZHE == H2E adci= iz J
Z2] Z2MHA=s M2 LHECL MEH 4z
ZzH A HdE ZzH R f2= ZEE VP
SE gdzill (O )=/ HdE ZE2H2E M=
= ZZ2H2E HAGHE THE ZTEE Z2H 22
HEZZH M2z Z=2M A2 2S5 50 4% HE
Ch SO IHE MEZ Z2HAE 2T HEDE

o o
go=2 A2

FEt

EEMGEA B0 (O JH TEE 24 A0 HEDH

= H=LH
® () fork, (v) exec @ (™) kernel, (v) init
@ (1) exec, () fork @ (1) init, (v) kernel
rome 2 &XIE httod HIIXE HAHSIH 2L, =L
2 °._8H MAHE X LXUACH AE=HS HAGHA 210, HIAHGH
4D s WM (2S ) o AH2?

[root@ihd ~1& rprmn @ ) hitpd ( © )
® () =i (v) ——nodeps @A (1) —e (-) ——nodeps
@ (1) —x (v) ——nodeps @ (7) -d (v-) ——nodeps
om BEHE AE0I0 OlgHe 22 208 dUS =2 (
ZS ot E0Z HESZE Ya AR2?

[roat@ihd ~1# rpm § ) sendmail

=50, T ¢ Aete/mailfsend mail, of
@ -qa e -V

b
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45. ANIAE0| AM2tst 2HI(Crash)It A S Magic System
o = o 3o Request keyE SHME #+ U=0, Magic System Request
38. LISUA &Yol= H2Z U2 A2? keyo| Zatoz store 58
GiHI2E THFIA 22 =322 HEx(repository)2ts @ <Alt> + <SysRg> + "Key'
I E Ol=ahH &x, 4. SH0IEA 2dE= @ <Ctrl> + <SysRg> + "Key"
AEE ZHE M2 ol 2ol ELL @ <Alt> + <Scrlk> + "Key"
@ yum ® apt—get @ <Ctrl> + <Break> + "Key
© dselect @ alien 46. 25 A TIEIMS =AIGH)] MOl SOI2ES AIS #X o
. umount: /mnt device is busy= &MRACE. /mnt CIHEL
39. CHOIE OI86l OIE Z=Z) &S posein.c, yuloje.c & OlM Y TEANAS AYED ESots P02 Yo
Mol AA=2 —_r“é‘éf@'& OI & il AAE 0|E5H0] jalin H29
= /él-cﬂ_ %I% ol‘ l- I-S j-|c>r; ]
Olets .s.ur | ux g o ® fuser @ pkil
@ gcc jalin posein.c yuIOJe.c @ Killall @ ps
@ gcc -o jalin posein.c yuloje.c
@ gcc —c jalin posein.c yuloje.c 47. NI2& 16Tb ClA30 MEIAZS ot=I| fAolA fdisk HH
@ gcc -l jalin posein.c yuloje.c HE AERXIC fdisk FECIEl= gpt dI0OIZ22 XI&AGHA

40.

Zl 2lsA HER

IEtth= OIAIXIOH E2CACH 0IE F 2 2Tb Ol&2 TS
Z OA3E XFoH| <fIoh A8ote 280z 22 A

b ol Aol AAE [ o0
280t XI5t AF SIC ( =& )Mol S02 SEe=E ¢ =
ge 229 @ sfdisk ® parted
, ; ® partprobe @ mkfs
[root@ihd kernels]# tar © ) linux-3.2,1 tar bz
48. CI8 & E= MO A=HES HASIH modules.dep 2
© 2 iad mapliUS MAGS HE0Z 2US 227
® jxvf @ bxvi @ depmod (@ modprobe
41. HE DES 2T YR AU AS? ® mkfs @ mkinitrd
® insmod, modprobe @ rmmod, modprobe 49. 32 MY 20| MXEE CJAE2 QUL HNE?
© Ismod, modprobe @ Ismod, insmod @ /lib/modules/‘uname -r' @ /lib/modules/‘'uname -a’
42. 0SS 2O YIJoj2 oare 2HEY ® /lib/‘uname -r’ @ /lib/‘'uname -a’
Madule Size Used by 50. (IS = TRIH &4 MYo EZoz £ 22?
ipvG 435105 24 ® mx : M Jtsst 2O THY 3ADIE LIEHWCH
wfrn_nalgo 43333 1 ipvG @ sh : suppress headersE %ol CIZEEE ol &S
autofsd 63049 3 otAl &=Lk
blugtooth 118725 5 hidp.rf comm.|2cap ® if : 53 LHE sttt
lochkd 1015583 0 @ Ip : TRIED} BxE LE OIES Jt22IT
SUNFpC 200073 2 lockd _
51. I8 & disA 21 I 22l =379l logrotate0ll CHSt &
Hoz sel A=2?
@ lIspci ® Ismod @O XAst J12t0] AU 27 WS =gtAl2ICH
@ Isof @ Isusb @ XASH I AJIEC HXHE 21 mtes =sAl2I0H
® 20 s A=A 22E £ At
43. HEO0|l EHA, RAM, & 22 FHXIE 5iLIS I AAE 4= o 5
oz QM50 REIE & YTE HF= O Y A @ cronli S5 13 BH=S dBAM
o9
= . 52. OIS = su HHS ALE58I0 root2 ALE X M8t J|=2
@ VTD(Memory Technology Devices) SOt DX B M (S )ot0l SOZ 21 IY2 LS
@ Z2{2 o Z0l(Plug-and—Play) =
==& X (Block devices) [root@ihd ~]4# grep su { i
@ C+= & X (Multi-device Support)
@ /var/log/messages @ /var/log/secure
44, CIA39 22l® 2% HE(Bad Sector)8 ZAlote HHO @ /var/log/boot.log @ /var/log/access_log
2 a2 A2?
©® badblocks ® fsck 53. 2|2 2lSA AIAEHNAHE 2000 ATE HE F20e2
: DQ0lA EE 210 Il ISt MESHCH HE 221 Dl
@ mount @ fdisk Eo g—!'0|_|%" [[H M%oh_ ooo'|§ o|.|:||.o j-|or;
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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54.

55.

56.

M dmesg @ last
® lastb @ lastlog
CtE & 234 HOIEWHA &206te ZE A EXE Hidtoltn

OIAINE MEE [ AISots MYEZE SL2 A27

@ /etc/securetty @ /etc/issue.net

® /etc/nologin @ /etc/services

/etc/passwd Y B2 = HYH Al2H(Modify Time)0llE 0l
A0 gLt e AJIDF ealAe i AXM HE A2t
(Change Time)2 &0I5t)| ol HHES SHBIACH (=
S ool gate HEoE?

[root@ind ~1# Iz -1 fetc/passwd

-rw-r--r—— 1 root root 2043 Dec 22 21:05 fetc/passwd
[root@ind ~1# () fetc/passwd

File: 'fetc/passwd’

Hze: 2043 Blocks 8 [O Block: 4096 regular file

Device: 801h/2049d Inode: 1845743 Links 1

Access: (0B34/~-rw—r--r-) Uid: { 0 oot Gid: { 0/ root)
Access: PO12-01-17  04:25:40,510159596 + 0900

Modify: 2011-12-22 21:05:00, 000000000 + 0900
Change: 2012-01-17 04:25:39, 574152590 +0900

@ stat
® fuser

@ status
@ sync

!

Oh

SSHe K3 L JHel3| HAE 0180t E=ot0 XAt
2% SSH ZSc0IHENN 48t SI31E SSH AH O
MNOHOF BICH OIS & MO MA4dlioF & megez o
2 A7

@ identity
@ id_dsa

¥ g

® id_rsa
@ authorized_keys

| 3W= : UIERT L MHIAS &8 |
61. T8 = apache & AH S hitpd.conf IS HMHdOo= &l
A2?

M Main Server
® Virtual Host

@ Global Environment
@ Share Definitions

62. CtE & htipd.conf BBELAUAH S LHECIE MO E

I ALEotE NAX S8 £32z S8l A27?

@ None : (@ ST 0|2 4 Qoo
HE

@ ALL : MultiViews S&E 0I2& %
g oe

@ ExecCGl : CGl A3EHE

@ FollowSymLinks : CIE2 &

63. 2A0|3 EctR M2 Lol &HD[AE ALREFS0l 2H Ot
T EHAAIZI 2 EQ AAE EURNZ LU2 A2?
® IOl =EA @ oY AAEZY
3 AtItel @ UAMHOIZ

64. NCSAOIA UW=AE & MHZ XMS0l= NCSA httpdZ2 =

cILOIoF &M & AHAHNA JIE 20| AIEZHE € AHEZ
o2 A2?
@ 1S

@® apache

® iplanet
@ Enterprise

65. apache A Bi(/usr/local/apache/)2 =8 &t CI&E2|0

st €&goz g8l 242?

@® bin @ OtIIXIO L& SECIE
@ cgi-bin : cgi 23HEI U= UHEL]

@ conf : OMHIIXl MBS 02 &0l SO A= CA

57. Yyt AEX0! poseins HE 22IN2 XIWGLK B =
root 25 & 2AFI 0= RFEAYD, HE &2E <ol @ var : ORI MH AI2Al 2Mol= el JHX 2250
useradd ¥ passwd HHE AISOEE & FR0 REE fXcts CIAER]
cIR2 goe 2AHa2?
@ su ® sudo 66. Ct=29 httpd.conf SFEE = MPM 20 Uis 452 =
@ tripwire @ cops S8 =27
_ ## Server-Pool Size Regulation {MPM specific)
58. LIS = W HASZE g CIHEZZ JIE Heldt o
A2? StartServers B
@ Jetc @ Jvar MnSpareServers B
@ Jusr @ /proc MaxSparesServers 10
Serverlimit 256
59. C+3 cpio YY 2 0I5I0 CIOIEHE S/ & 32 (25 ) MaxClients 256
oyl 2ate A7
D XS LAMHI AIZE [ AE MBS 2= 54 0
[root@ihd datald cpio ¢ ) < jalin.cpio Ct.
I A8 2 £ As ABHC == 1004 OICH.
0 —icdv ® -ocv o = 2 el Ol i oICt
® —f @ —bf ® SN A% & & A= HHO = 256740/
@ Sel0IHED SAN BEIS M &4 JIss Z2HA
o] A
60. CtS = dump® 083 Hei() 28 4HO2 Sal 2Ae? el 5= 25601 olth
O DEIA 23S MAS KA 67. apache®l 0ISJIg JINBAEN (8t 4% 5 S8l 27
@ 222 restore FHS AI=REHL
@ /etc S CIEER S A= XIJASHCH
@ ™A e 2OE oLl S2HH = XIJASHCH
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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68.

69.

70.

71.

72.

MameMrualHost @ 192,168,100,1:80
<drtuaHost 192,168,100, 1:80%
Serverddmin admin@ihd, or ke
CocumentAoot Aswasihd
ServerMame wwnwind, or kr
Errorlog logs/hd-error_log
Customlog logsAhd-access_log common
<AdrtualHost:

@ 22X HYFAE= admin@ihd.or.kr OICt.

® = tEEels /www/ CIREe2| OICH

® THo W2 www.ihd.or.kr OICH

@® access 1= logs/ihd-access_log T2 2 J|SE&lCh.
g HelRMOUA HTMLE 0 JIXl HEE Z8 8 5=
Aegk 1 J|setezg ZE FEXMElE & 4 gitt. 0l1AE

201D Aol 28 T2 W AMH(HTTP Server)
012 HBE 51)| B FUCR YYS A7

@™ Java
@ SSL

Ct2 = OHIIXI httpd &
@ httpd -t :
@ httpd -1 :
@ httpd -S : S TH

clIAES BUHELL

@ hitpd —X : httpd HA

o

ol

el

CtE & O
A2?

® /etc/httpd/conf/apache.conf
® /etc/httpd/conf/httpd.conf
® /etc/httpd/httpd.conf

@ /etc/httpd/apache.conf

Ot X

=

S = ORIl |AMHe Cl2Ee 215 &3 = ihd.or.kr
CHoE MRS 2= ZHUSZEH, “/var/www/html/”
ClEEe|) B206t= 28 940X & M XAIHZE a2
A2?
@ order allow,deny

allow from .ihd.or.kr

deny from all

® order deny,allow
allow from .ihd.or.kr
deny from all

@ acl all src 0.0.0.0/0.0.0.0
acl ihd srcdomain .ihd.or.kr
http_access accept ihd
http_access deny all

@ order deny,allow
allow from all
deny from .ihd.or.kr

CtS = apache A H 2 It SAE(Virtual Host)0ll CH
9oz g8 A2?

&t

73.

74.

75.

76.

77.

78.

@ NAE RS Bors & AUCH

® Z80/2/IP JI8H(Mixed Name &P-based Virtual
Hosting) JIASAEE 01256t 20 Ol&S IPFEAZR
B SAES B 4 UCH

@ port J|PtoZ MRS SAE & £ QL.

"WWW(World Wide Web)Ezt X 2 WWW A tH2t0l diol
BHE otNGHH =] |8 g BEE Z2EESZ 0=
WAIAOIZ HRUAHOIEX SIADF LGSR 2, 0013 ZE
ATZEAN S =2 & HSAIL Meiotd A=s Z2ESBZ

s A% Y A5 253 IS0 UCL' S WOl &Y
St U A2 2AIN

@® VPN ® SSL

® HTML @ CaGl

clsA EZ0AM AH25 = CIOIEHBIOIADE O 227
® MySQL @ PostgreSQL

@ Informix @ MSSQL

ot

Ct8 apache, php, mysgl HS&XIE <8 php configure

&3O 490 S8 A7

[root@linux php-4.3,10] #

Joonfigure —-prefis=/ustAocalphp W
—-—with-apache=/ustAocalfapache W
——with-mysql= AustAocal mysgl W
--with-config-file- path=fustAocal/ap ache/conf W

@ phplt X &= Cl2&Ee2l= /usr/local/php OILCH.
® apache &3Ol AXl= /usr/local/apache OICt.

@ phpJt mysal®l /usr/local/mysal CIZ2ERIZ Hs &X
I},

@ apachee /usr/local/apache CIZE2I0 X S U
Ct.

CtS & Samball JIs0| oY 21272

@ Windows J|Ete] HIERZ S AIEdte AMAEED CA
3 % % ZeEly 8%

@ AIAHO BR EHE 2E0F10 MHIA AMEHE LIEHH
Ch.

@ SWATet= D8t 83 &7 E 0|26t0 He|st gHES
MIZ8tC.

@ SambaMHO &% & 2xg HEJIE 0l26t0d It
A2 HIE £ SiCt.

C}S = Samball K58t Bot&H BtAlIQ| oL H2?

@ security = domain @ security = Idap

@ security = user @ security = share

CtE samba && mYQ LHE0 st &¥o=z S8l A2?

[IHD]

comment = public ihd
path = Ahd
public = yes

read only = yes

@ BHLIS] AIAEINN K4S SAEZ FAMHIAS & = write list = ihduser
QUCH.
® 282 C2EZ|el 0|22 IHD 0IC}.
2 AAS JIEE2M 8 X2HE CBT : www.cbtestpro.kr
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ZRE [JAELQ M2 S ItsotCh defalts
® ihduser AFZXt= MI|J} JHsG6IHC !
@ ihduser AFEXtE )18 E22 8 JIs6HT instances = EB0
79. NFS MO &F W0l /etc/exportse SHEZHA 220l log-type = SYSLOG authpriv
O1EQl root AFRXIE MHIOIAS rootAlE X2 IEE + log_on_success = HOST FID
ULE ot SE2E L2 A2 log_on_failure = HOST
@ root_squash @ no_root_squash Cps = 25 30

80.

® nobody_squash @ all_squash

NFS AHIA2l Eotl ER
H A2?

meg & 28 ol=0l ot

® showmount
@ portmap

M hosts.allow
® hosts.deny

b

@ instances : SAH HSE > U= L RE AHS
Zl A Ji2== 6024 OICH.

@ log_on_success :
ZTZ2MHA ID EBIez JISSCC

@ cps : 25002 40 s E2R20 30x SO oY
81. C+S ProFTPD AHIA0I THEt &% = &l He? HEI2O) Biga s B0,
_ = = @ log_type : 211 LUES Xdote 5422 SYSLOG @
A LLEE=E TEE =l
@ FTP MHIA 20/21 Al Ct auth Eloloz J|==it)
@ ProFTPD AMUHlAE= St=02(Standalone) 220t &S
A = XS A A
01, xinetd MBIZ2E SHE + 8L 87. Ct8 #H OI22 AHIA MO TCP Wrappere hosts.deny
@ FTP AMHIAS =IO XAl T2 HA =58 Xd & = Y oo Og 8¥8ez sl A2?
Ct
@ <Limit> 222 MBS0 FTPOIA AFBIHSE ZZ0j0) in.telnetd : localhost, .ind,or.kr
CHet Al=HIStE HFEHTH rsync 192, 168,0,0,/24
in.ftpd : 10,10,1,100
82. LIS = MY &% GOEE(MTA)IL AIEole ZEZ 2o
2 A27? @ Iocalhos_tEEP ihd.or.krel 2 SAES0UHA telnet MEIA
@ 22 ® 25 E HESEHC.
® 110 @ 143 @ rsync AlHIAE 192.168.0.0 RN MHIAS 28t
Ct.
83. [|S = HUS Mot O AR Z2 ) T2 @ ftp MHIAE 10.10.1.1008 Mot 25 &g &t
0 LS ®XNHE A2? @ ftp ABlA= ihd.or.kr HEBF HQGtD 25 & E8HC.
@ sendmail — smtp @ gmail — pop3
@ pop3 - imap @ pop3 - sendmai 88. BIND W2l AHISl Zat?l SEMUZ e A7
@ /var/named/bind.conf @ /etc/bind.conf
84. Sendmail 343 TS sendmail.cf MUS MH3EII| H ® /etc/named.conf @ /var/name.conf
oA m4 HHLISS AI8E W, m4 2= M LHoIA =4
TE YA AR SNER e AS? 89. UIQAHIL JIZEOZ A ZEMSE YYS A7
@ | @ # @ port 25 ® port 53
@/ @ dnl ® port 23 @ port 22
B o A o o e o, B, | 90. DNS(bin)el 83 U & 2142 AR} ¥ e
5 {2 HAIXE ihd128@linux.com22 ZHL5I| 9 = ,
5 AFE MUz oo A9 @ @ IN NS ns.linux.co.kr.
@ /etc/mail/virtusertable @ /etc/aliases @ @ IN MX 5 mail.linux.co.kr.
® /etc/mail/mailertable @ /etc/mail/access ® @ IN A 192.168.0.1
@ @ IN PTR 192.168.0.2
86. Ct2 xinetd.conf I} e LHE =& S&0 ISt &HO| E&l
AHe? 91. DNS AlHIAS| zone IIY FHO| HIEES0 et &HO
Z S8l R=2?
@ W S04 ns,ind.or.kr, root,ind,ar kr,
2012010101 & Serial
10800 ; refresh
14400 s retry
G04800 ) BRpire
g6400 3 s minimum
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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92.

93.

94.

95.

96.

97.

(@ Serial : zone O A& Al2t
OIS BISE 20lot= He =2
OIEE ZHE M &9l ot= gtol

@ Refresh : Z=DNS2 2Z DNS2H
3AIZH10800=)0ll StHA QA S,

@ Retry : EX WY ABIOF L0t2tA
AN BEHEXNE HHote ez 4
T UCH.

O Expire : =
13=(604800=x)2

2 F UYMNHSE C
2H14400x)22 &

Ea o)

UZABIOF JIE E2E THlcte Al =2
20N UL

=

O http_port 3128 : ARE &
£ 31282 XA EHCY.

@ cache_mem 8 MB : AEANHOA AIZ5t=
Ol=Z 8 MB 2 & A&t}

@ cache_dir /usr/local/squid/cache 1000 16 256 : JHAl
GIOIEI D =ICH 1000M Ol M&EE 11X CI2ER| 160K,
2XF CleER| 256002 & ™G

@ cache_effective_user nobody : AR = AHE &=SAIA
S M= nobodyZ Xl &SHCH

AL Ak

I=ZEAl(Proxy) NHE FHoIJIRH Squidg &
CIEEeIE xDI3 ot {8 HH SEe=2
27

0
® -c

ne 0X

[n] X=X
T

@ -z

@ -C

NISDOMAIN €3 I HELANE H2EI| ol dE
HoXle AXNZE LUA2 2A2?

@ /etc/sysconfig/network

@ /etc/sysconfig/network—scripts/ifcfg—interface

® /var/yp/securenets

@ /etc/resolv.conf

OS = UWERK3 295 P4 2A(network authentication
scheme)Z S8l A27

@ NIS @ LDAP

@ PAM @ autofs

CEMAM €6t A2

B ARBARE AIAH2 IHEE SE(Hogaingd gt
ALL E5 AbSal HClALE DRdeiA OF AlLE
2] OHE MEAMSHH SHE MHIAE HS5HA
ZotH 2= 5 AIAEE S2HED T 26

S DDIsHE BE WS T},

® E=20 =20t ® DoS(Denial of Service) 2
® & "ol A @ HH @HE=Z
CtS iptables &8 &8 S 192.168.1.10022 ES0HL=

SE HASUHAM tcp Z2EES 2@ IR HEoS=s &3

O (=5 )0l S0 LHES =A0l XA Ligst HS?
# iptables -& INPUT () 182.168.1,100

{ yitcp -j DROP
® s —p @ -d, -u

98.

99.

. US0lA &3ot=

® -s, -u @ -d, -p

s 8 ¢

@ &EH DI
® W2 =

JI2=Ql J|s0l ot 22?
o2 }= o=
[s=Jys=) S — T

HEAZ A

Ol
I3
Ju
>

CIE0IA &3ot=

HX2ME CBT : www.cbtestpro.kr

=
oo
ﬂ .
min
8

= a2 HEHIE 2ot

M2 EH OHOHE KA Sl=

SHME AN EMHE
AHZ xE(D~B5.535)8 &G JHH ASEHE=E

g

B2 TCP connect() requestS Srd AZICH AlA
B0 OS2 A2 WH S22 TCP connect()

requestLt SYMN packetES BXH TI®, AAE0] =
A Z6HM Tl B2 connect 2EE HITl

I #lof THITSEHH B2

@ Host Sweep

@ TCP DRDOS Attack

@® TCP SYN Flooding(DDoS)

@ B 2HE=Z2(Buffer overflow)

b

|
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