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e A AlDO = O RAID-4:MZTCIEl S2I0IE AIE Al Ml M) 85
| 1= : el=2 d29 Ol | SAS )| Qo MHRIEl BEE 2 S2t0lE0 LSO
JI= st

OIS EA BIXIDIHOIA Z2O20ILF CIOIEDE S0{2 2= QU
= 319l Bl X S SIS g BRI =)= 22 7. QSAE THGHE 24 F ASRY HYES HSHE JIs
Ol BHXIAIDIE S-S 2A0l2t dt=d1? S 5l A9
@ =AML (First Fit) @ ZXAE L (Best Fit) ® Shell @ Compiler
® z AL H(Worst Fit) @ FIFO(First-in, First-out) ® Debug @ Interrupt

- U8 S eS2 SHA et 4322 S8 R27? 8. [+S 2lsAQ k=0l ClMED| 0l et 4 5 s&l A
@ S® Ze 210/22{2l(DynamicSharedlibrary)2 M= &t 27

Ct. @ Jetc:i2ZlSAAAEN 2 245 SFLFHY A= WAS
@ UE M2XLOE 2 AIAHOICH o CIMESE It
® &5 MS 2220 NTFS I AIAE X Js0| N @ /boot:2l=A HZ0I MBEN U= CAELZAH A4S
o QHICIC 20HAME EE0| Jtsst Ho2 0 AL O clsA RE0 28 fFEXNE S0l HEZOH JACH
&L @ /mnt:2B X0 Z20|C]A3,CD-ROM S 0I2E5})
@ E01E 222 x-window WA 2F AFE0| Jisol A ME&= L& OIChH
Ch. @ /usrAlAE HAE AIEX=2 E0UHEERS ftp,www S
Z2 MUlA CHE2IS0] MEESC.
. 2lsA HES HEOI kernel-2.6.32.80/12F & M, OIS &Y
s 2%e =7 9. 1SS 2lsA MYUAAS A0 e &Y Q17
HE S HIEIHASZ M THXIDF 328 0|20 RCt. — -
gﬂjo O A TZo] D22 MO S=nes DE 2o
Oll’i: cos T T T - E JHAd S0 DIE0IEN 2HR=
® 3=2S 32¥19 WXt OIR0IE eHE S B & OICH drth S20ld LRSI HAL o2
o= = oF X = )
@ =2 g¥ol WXt OIZOIK OH& s B OICH At SO Her 825 AL
@ #HEZ=(Super Block)
= ic Li 5t A0 = =2 A
. g$ GPL(General Public License)Oll Cist & & S&l A ® 010 == (Inode)
D FSF(Free Software Foundation)Oll 2loHAl CIENHE SY © U0l ==(Data Block)
&t 2HO| M AO| L}, @ Cl2 &£l == (Directory Block)
@ GNU Zaol 2ol 2= T2)89 AAE ZIWGHA _
= 20| == 2HQ|C}. 10. I8 & X B2 AAEN OIEt 882z s A2?
@ Y TS ISHE HHE, SALLAE & 2 QO @ X 2R AIAEE 2)H9 HE AZEF0 =200 2
+FE T2 AAl GPLS JINEE SHCie 2H0ldA HNO &= MB/Z2ct0IE AIAE Ol
£ 26t= AO0ICH O X 22 AMABWAMN SC0IHES} AHE BIEAl T2
@ GPLS et HEE ZOds XG0 =F& A0 JIAHLCHE AMAEINA 2201 TI0{0F SHCE.
£ 50% 0l&fo] HH0| AW SEHe LZEN ct0l @ X ANH2 X SC0IHEAIIS HAIXINES S&t ASE
HAE 206t=E H2stotd UCH 22 X TZEZ2S 0/25t0 0IFH&CH
N . N @ X Z2EZ9 SA9 J2UHAIXIZE= Request,
. BIOIXI 1M (Page Replacement)2 2|2 HOIX ST 2 Reply,Event,ErrorS 0| QUCH.
Al NM2& HIOIXIE &HXat| ol J1=2 HOIXE &8H
(=} 5t= gnels 0l &x3 o= = b _
o Ao Fafg NnoE EER XS 2AE H ) anomed oet 42 = su 21e
o B @ GNOME2 d2 2% MMUXII gle THAlol TS =K
@ FIFO(First-In, F.|rst Out) @ LRU(Least Recently Used) LUHE Ae5i0] AIRBHC
® LIFO(Last=In, First-Out) @ NUR(Not Used Recently) @ = OHLITO BRI S0 QASSS =08 220l
CioIEQ a2 =ASIEHI| 950 CIOIEE 2 JHel &t OHAOIIA =,
A8 FA3E 5 E e}

) = A3 ;_& Efgggj\'ﬁoﬂnaf RAIDOIl CH& gom ® CORBA(Common ObjectRequestBroker Architecture)S
= =p 2129 B - T MBI ATESI0ISO Xd of0jLt A Dbt II)
® RAID-0 ‘==X 2= 0130l (Aray)® JIKD USU QF AFDQIO| AFS2HO =X0| Jt=sHAH SH=C).

Lo e ey e e @ GNOMES NETJ} 25i= oz HAIS 828
HIOIEIE S=2dA JIS6HA %2222 5tLte =2tole X A~ 0O : C omAES
O Al BHEOCZ A0 M 20| =), 3= EH_E sg = QUOH ME&L XK= O|lM8L |

ool stal O A0 RANEHZE H=CH.
@ RAID-1:CIA3 DIMAOIZDE Gt=0l,. == HEE OOl
= JIA < 2) cetole S AN ES2 A = =
T R Pt 12. CH8 5 #(Shel)Ol (43t 422 &l A7
@ RAID-3:8t S2H0120l HRlEl Y2 HESD,UNK S @© giﬁ%iﬁ SSHMHM2r A2 AL thetots S2 8
ctOlE ALOIOf GIOIEIE HIOIE S22 24610 M &5t oEs =
0,00 2 Al CHE S200120 H&EE 322 XOR Al @ elsA &2 DOSS command.com 1t Hl== &L,
&rokol =3 St @ 2sA HS 2ASANM ASKS SYHAIL SAGHs
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. 0S8 & 2elX(Bridge)dll Chst

20l BN
ULH.

HYO=Z2 S8 A27

find /
@ /(r

-name ihd= 1:ihd-name 2> /dew/null

=

ot)OtcHOII Al OIS
b,

Ol ihd2 AlZEE= 2= It

=2
=

e
il

roo
Cl

rr

=} A2 &= ihd-name Olcts Tt
ol MZEEO&ICEH

@
® UlHOAIXI= nullOlete THOl HESZ O RICH
@

StHAN= OFR™ WE0l E0IX 2282 ihd-named
HES 22 catdd SS AMIE

A0l ‘dEe= ‘D'el B =2 filenamelll dliEotes
TYS MRS 8 TZOHOIC S B o ves o
A e1o?

read filename

read response

{7h case $response in

(L DId) rm $finename..

{CH =) echo "no delete”:

(2h caseend
® It @ U
@ C O 2t
Che & TZMA 22l2=(ProcessControlBlock)0fl Cf 8t
d9o=z g&l A=27?
O Z2AA0 EYE A0 st 22 Ot UACH
@ Z2ANAQ 24d=<0 st 25 IJtX1D UCH.
® 2 T2AAQY XA Z2H A= PCBE 35 &HCH
@ ZZNAS © AMHE 2 = QUL

. 08 492 0Sl7Layers - AHISO0ll CHSE &HQIot?

- EMFAHME CIOE ESHEN 2015
HZ2t2] HatH Hal +3

- HoIHE &8 2EAE 24 A=2=25H
HAHZI Fg JAZS=2 AEA OO HE

SZH

@ CIolE &3 A=
@ HEX A
@ &8s
@ =3 H=(Presentation Layer)

(Data Link Layer)
=(Network Layer)
=(Transport Layer)

@ 2249 22
2 =X 0ICH

@ OSIEFEZ2E 2l dlolH

O Z=ES0| g SHYS &5 Ao AS X0
Ct.

SAL(LAN)S &

@ TS LANAOIS SAEE 28 & = UL
OE & TCP/IPUI HE dHOZ E-l A2?

19.

20. L

21.

22,

23.

24,

25.

@ QIHY e MHIAQ g0l €D A
EZSZ AN SIEANS OSol SE =0 £

@ TCP(Transmission Control Protocol)Ee
S2 Noiote ¥&s st

@ IP(Internet Protocol) GIOIE Q&S 2Z 1 THHHE,IP
FA0 MO HOIEHIY 2RE9 A&

O IPE=LE IPVAIIESZ 64bitE A E O UL

TCP/IPOIA SEX HEES IPFA0N & MAC F=AE
20t = 9“.5—3% Sl ZT2EZ227
©® ARP @ RARP
@ ICMP @ HoP
LANIIEE SHAHO QAN = IP FAE HF5IOK
S AISE 4 U= W2 AR 2A2?
@ route @ ping
@® ifconfig @® nslookup
| 2WS : 2lsA NAY 2 |
CIS & RE(root)AFE X0 st HHO 2 E8l 2127
© 2E ABTS D0 e AS0R0 2 2101 AIA
ol =Moot 22 O T2 0 828 = UL
@ 2E NBXO A4z AAH A28 SHE LYAY
= UL
@ ZE AZEXIF TAl “root’2 Z0I6tH MAK/AEE &
2460 BHCY.
@ ZE MEX= ANAHES XS 20 298 & ACH
(2 FE = RE ASS JIE ARl AR & £
A= I oty AHE?
(» adduser @ groupdel
® su @ usermod
Ct2 ()eHl S0 Uigez g2 2127
ihd AFERI= & BHEE #al chsh2HE Edl &
= HATH =, SHIEH HALIT=A EQSEH] 8
GHH #cat { ) |grephd2&EE AFEGHELCH
@ /etc/shells ® /etc/passwd
® /etc/group @ /etc/shadow
AZEX HES AHBH Aol userdelHHES SE 20| A
2ol AIEX & C2EL L AISA 32 5 2201 20t

UAN =SCHoldE 2=

U2 N2?

HEE A

® -a O r

® -x @ -t

ihdAIEXIS] IHARE ESSJEE &0l & ANEE
4 Qe YA O HEI MEE Il LA BN
z 29

@ chage —-E ihd — /etc/passwd
@ chage -E ihd — /etc/shadow
® chage -lihd - /etc/passwd
@ chage -lihd - /etc/shadow

[
o
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26.

27.

28.

29.

30.

31.

il
i
0R
0
Hu

glsA ANAE0A AEct= M0l o

ue =
ggre 2127

=2 =x

cls2d AHEE Edlole EXGIEEOR L
BLIEH S 72I7I= TH0ICH

@ e mY

AAg TOrel ® Yy oY
2lSA AIAEA AI25t= CIRER|, T2 M LU AX)
o 20| e HUE?
™ mkdir @ cat
® gcc O top

rootAl2XHe ()etel dd2 Sall
Ao LHIhdAFZ XD chown2 4

=2
HBH0l 210 chowns A& & £ gl

[root@server]d s -I

-rw-rw-r-— 1 root roaot .., atst
[root@server]#( )
[root@server]d suihd

[ihd @server]# chown ihd:ihd atst

@ chown ihd a.txt
® chown ihd:root a.txt

@ chown :ihd a.txt
@ chown ihd:ihd a.txt

CIS ()otol S0Z WESe2 o2 A22(=Au=z It U
ch

2dr AF2 AR Ausrhindpasswd EEE METHH

AME 279 2EFE HIE £ =0, O 0%

= Aust/binpasswd D22 (Pha&™ MO0 =

JEO (Lh2E EJITIN 2d, 0122 (Cht &

HOH S 2080 &aitj= S0F o9
D79 22 HTIS R MHEE Q0|FHC}

@ AKX t, SGID ® A=K, s, SUID

@ E}QI, t, sticky bit @ Etel, s, SGID

o AIAE 230 O 4 = S8l 22?

@ fsck HHES Soll Y AMAEHS ZASHY &4 O
= EZ=0H AMEXA 002 ERE 20X 202
Ct.

@ O AIAEISl Z2EH0| StEANZ elst 2H(3t=E2H0I
B.HZc Y S)ctH fsck 2 St =57= 2ts
otCh.

©® fsckHES OHOH B2 Q0| A6t BtLel Y AlA
BotZ ZAFSHCH

@ fsck EEE $8oll U S0ls &2 s Btetsttt

ClS A2 JIE 2@ 22 T2 HAY Ad gae 2o

Al LE B[R E2 288 ob| FotH AL
CHE AFEAEN 212 2 = S8 ot d
O MY 0 O e 1
@ oYY 3 @ ded 6

32.

33.

34.

35.

36.

S AABINAN A8ED A= BE Z2HAE 2| A6t
0l OIS HEOES AMBIRAUCH( )t SOHY SHCeZ L
2 A=2?

#ps (D

@ a @ u

® x @ e

E2t2C 9 HOc2E A#) &6 49 5 S8l A2

@ HEEX &S 98 FHol 20 A#oH ¢HOteez
A SHEIC)

@ HHS UHGID EnterE XY HEE ZTO2HREZ A
SH=ICH

@ testZ2 IS LOCIREZ A T ctr+c2 A#S
HE F,bg test HH S A HGIH testZZ21H0| B et
22 AL}

@ testZ2 ]S HMOLIRERZ A 5 fg testHHS A S
ol BH2IREZ AMIOl testZ2 10| Z 2L
T AYEC.

ihdAFZ XD AK8 olUS] T2 AAJ HSoHA T2 AA

g P&ty d4dotes XS 2AHOIH ihd XS 2E Z2
HAE SZAID| |l OS2 201 =XIE HotJACH( )t

Ol E0Z SHSE 22 A27?

killall ¢} ihd

® -V o -u
® - @ -q
CtS ps -| HE A8 20 e 49 & S8l A2?
FS UID AD FPIDC FRI NI ADDR SZ
WCHAN TTY TIME CMD
45 0 229922529 077 0 711
wail pt=/2 000000 1
435 17T 203 XE2 07 0 1351
wait pEs/2 Q00000 haszh
OR 517 2622 2593 998 O 330
pts/2 Q00028 test
OR 517 2652593 9978 O 350
pt=/2 00 00:01 play
OR 517 26862893 O7F O 1270
pts/2 000000 ns

@ Running&tefel T2 Ml A= 3JH0ICH.
@ PIDI}t 2593921 I Z AlA = Sleeping & EHOICH.
® PIDJt 262201 T2N A9 =Rt JIE =(}.

@ PIDJt 263601 Z2ANAS 22 ZZAA PIDE 25930
Ct.

Ct2 = rpm HAN 28 dHo=2 S8l N27?

@ rom SEHIZ IJHXE WIIKNE EXI/4H & 2= JACH
O S mMHAAIAEN HEE DHIIXSH 8 & % UL
@ &X= WX 22 2 4 ULL

@ S0ISE W AEXIE 888 LHgs AESH B

off =Ch
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37.

38.

39.

40.

41,

42,

43.

44,

LIS & dpkgZ 0| 28t EFHo2 Sel A2
@ -i: HEHQ WIIKNE &XI&T

-
~u
]
U
é
=
o
a

il
® ——purge : ANIEX 2832 RAGIHA JEHOQI
Ml o4 stCh.

WIIKE

@ -s : WIIKCS &= HEE L =0

CtE = makell Uist 882z &8l A=27?

O ZZHEE g=2Moz 2elotd 24 AN 22I6HA
ofl =Ct

® 2T MakefileOfl U= eSS = HM =2H =AU
2 MBS

@ AA IS 2E HiXZols R0 Zel Mol

@ Makefile LHEMAM 222 EINE2 822 A&Eol=s ¥
H0| FAet=20t

gccE 0|256t0 foo.c,bar.cF WOl UYsS 2WalAM

resulticte &3 MYE MAHGe HHCZ SHIE AR?

@ gcc -o resultfoo.c bar.c @ gcc -r resultfoo.c bar.c

@ gcc foo.ct+bar.c >result @ gcc foo.c bar.c> result

gzip=2 &0l Oist 89 = S8l A27
® -d: g=52 ZEC.
@ - : 8 ¢== 0129 s Bo=d
® v &= meo 2AXMHZ2 HAFSHCH
@ -9 : zlUhs Y=t
HE ZogE st 24848 99 OIHHOIAZ 2I OdH
2 A2?
@ make config @ make menuconfig
® make xconfig @ make devconfig
HES WL oI fIotH TS 22 HHHE ot
QCHZ HHOO s 49 5 &8 A2?
(7 #rmake dep
iLh #make clean
iCH #make bzlmage
ich #make modules
@O (Ohe M HES CtEJIE Al&ols 8oz A Ao
2 s A=H BHE LHSEH.
@ (Lhe ol&0 s MY NN ME= =2A 0t
2. HLE LAY, & gt S2 AHISHCH
@ (Che Z=sE HLE0|0IXE M6t
O (ZHs HESALHNAN 22 A6 Jlss 2L
gt & FMYE 2E2 /lib/modules Ofell & XISHCH.
csA HES HHEC2 P00l olBHA 22 = YeE
dEo=Z 2 2 A2
@ cHoldlA Tt20 2 AFSII2H 3
@ AAE ZglsEo i
00 2 HO =3

45.

46.

47,

48.

49.

50.

51.

@ SANE

® ALSA

Ctg = elsA9 Zed
=7

® /etc/printcap
@ /etc/print.dev

M /etc/printcap.conf
® /etc/print.conf

PNP(Plug-and—-Play)0ll Cist €8 & 2l A2?
@ PNPE ZDEI WER IIEARE JHE S 2E &t
CAIN(EXE tH HAE UsHCZ 2ZEY A

20

U FE JISE LB

@ PNPol JIs2 22I& X 0
O (ZXIECH0IH) 2 LXIAIFID EXIA S2t0IH AHOI O
SE4AMLEE == A0ICH

— — 1 A

-—

g
o
b

b
_O'j
rr
-
Ik
im
10

® PNP= I/O=A,DMA THE 022l 9 S HAXRE
2Ol 2 StE=ERI0 2501 et
O SNKl=s BERE HSUHME PNP 2SO0l MBS

1032

CL &= 2l=sA HEUME PNP 7101 MEE A
Z M&S AT

Ol

0I5 AAE H0IM 22X S210/HE MZ0l 3o
0 B ALE S AIAEM SAloted S5tk & O <
HHOZ ZEAM02 SEH HADL ER06HCH0IH =25t
OO & 80z 22 2A2?

@ insmod @ Ismod

® depmod @ rmmod

8 AIAEINM AIREZE KRG %= 222 AIREE X

SIEE ClsAE HEGIHD & I Zes =0/t 2|

o 242?

D AIRE JIEE &Xlotl 2210 o E01JF JIsdt &4
= 8T}

@ ANI2EE XSotE=E HE S E&oln MAsH

@ AMRE FIMYS MAEHH

@ /etc/dev/sound.conflt 20l M&E HEZE S0IsHCH

DEN et 2oz S@l 2427

D ERZ ol DEE SXHOZ 20l HES IJIE
2o 4 ULk

® 2500 HLUA HHE O TA0| SBHES HY H2
ciLt OIEHEHE 22 AMAEII2 MREE S SollMEH0|
oHMIDJF JF=3lCt.

@ ZL=E DE2 HLE9 s 220 =

@ M2E HY =2 NMREsX 20 HAE oled 8
cl ottt

Ct2 ()etl S0 Ugez a2 2127

oIS AZEHAM AIZENH E H3E Z2IHE

g = [ 15Es HEHELL

M SMB @ Network

® Remote @ Local

OS5 21 Iy 23 diE0] 22 BAHA 2AR?
@ AAE Z(/var/log/messages) — syslogd
® HE Z(/var/log/dmesg) — sendmail

b

|
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52.

53.

54,

55.

56.

57.

@ MY HMA 21(/var/log/apache/access_log) -
apache

@ 290t 2(/var/log/secure) — xinetd

8 & AMAE 2oF Z2oA AL S E2 2ot E¢lA

&2 HSH 2$Hol ot H2?

@ BIOS Eot O M2 MAKE A2

® xlock @ 2E2H 2ot

Ct& = TCP Wrapper0ll st &9 S &8l A=2?

O 2s3tE XSt

@ /etc/hosts.allow MAME B2 2 32 & MHIASL P
F=AE J|I=2EH.

@ /etc/hosts.denyIlt2 0l denyALLS & X5t B Z@st
& 29F /etc/hosts.allow LWl J[Saot= 2101 O L2
got2 HMSstCh.

@ AIAE OIE0ILE =02 OIEELCH IP =AE AE2E A

CtE = ssholl Oist &9z S8 A2?

@ S SAE EX 4532 AIEX 250 2R3 &
AMES ALZSHTH

@ FNE= ZE A2 L3N JUCH

@ X11Forwarding2 Xl-&stCh

@ sftpE 0l2std 2sst= U ST KRS,

OpenSSH Z22I0IHEE 0|86t 2ISIIE HED| As ¥

#q2?

(1) ssh——generate—keys @ ssh-keys

@ ssh—keygen ® ssh—-add

Ct8 = tripwirelll CHSt 8oz S8l 2427

® UK HYS B & S LI 20l HECH

@ 2D IMYS XX RotEE AXMFHOZ St
Ct.

@ MD5,SHA,CRC-32529| Ct2st 4535t &5 HMBstC}.

@ HX AIAEN =Mt Tl HIOIEHIoIAS MMl
S OF StCh.

OpenSSH 2cI0IHEE 0|86l ssh B =2 RHol=

342 ME JIstt Z2EE=2?

60.

61.

62.

63.

64.

@ 220 MYS M2 LE5Y WH0| &4 0T 2E
oIes a2 4 AT
CHS = dumplll CHEt 822 S A7
® FEHQ e )5S MBS
@ HPol JIE Tl LIES CIoteA +&8E = UCh
® & (Holes)2 It MASS HIE2H CIRX REHCH
@ o Mol EHIOIZo welg & ULk
| 3WE : UIERD L NHIAY &8

g e AhlA0 et 88 S

= E8 A7
@ 19900l & A 2I(Tim BernersLee)BtAlE 2 & 9
OlEd Olcte ==x=9 YAE(Next) EsHZEZ2 Bt

£ ZOHotALH.
@ o AMH2 =2 e FEnEs WEKA 6t fISHA
AZE AT

®© HTMLOI CHE E=3H &2 HTTPS HAANA =2
5t UALCH.

@ HTTPE CIEYOIA SIOIHEAE 2NE DS 2st
0f ABElE Z2EZ0ICH

PHP A0 CHE &Y & &
@ MySQL, Oracle, mSQLS Ctst

| 2e?

Ct.

@ AT MO 1SS s & 2 Lt

(B TR0 ASPS H|=8H dats st}

@ HTMLEA! QHl PHP REE AR5t 2210|ME =
N 2ME ™Melstd O Z2UE HTMLR 2HE) e
&2 Bt

OMIIX] &IAMHO PHPE DSO Halez Ao
TD2H(EETIL htm)2 PHP Z2]3S &A™
CHOMHIIXl EH&EA I (httpd.conf)ill IS = O™ XAl
XNE 01 olioF 8t=0t?

(@ AddType applications/httpd—php .html

@ AddType applications/php .html

® AddType application/x—httpd—php .html

® AddType application/php .html

- O

OIHIIXI & AA 2IOsIH E& ClAEe
(/usr/local/apache/)0ll £XI5IUCH. X A2 Oflch M4

@ HTTP @ FTP © 2ol
® TELNET ® SOCKS E CdEe|o s 849 5 g8 A2?
@ bin/ @ OHIIXl MHEZZ I RLYRIEl SO &8 00l
= o]
5. C1S = CICHH S0 (8t 8oz S@l 2 o Eo? /**E*C'Gl e e PD e
o S cgi—bin/ : ADEE © e L PID I fIX
@ M2 802 W 2F J|AS s 2= UL SiCh
® lé[% ANZBE Sdor=t == AZE 243 & + X @ icons/ : OFIFXI MHIOIM AFESH= OIOIRS0l S0Of 9
- Ct.
@ Mool KT B2 B2 O AIOIEN =& 5iCH @ logs/ : OVINA 27 D40l MEECH
@ B JIEot0] SEMNAN et MHFE 220 ZOHA
Ct 65. OIIIX| ANHE AIE6I0H AMHIAE M SAl E5X0F &
Ol™ OtmXl AHOI O Ola &0 DA AULLEH EH=2
59. I8 & Y= AIEs S Uist €8z sl A2? HEXE 20150101 ol Ot Xl & &I (httpd.conf)0ll A
© Hles =2 £ A0k U2 +Fo HOk ot KAIKHE R0
@ =2 A2MHE 2E HOIHZ 22 £ UL 1 MaxUsers @ MaxConnections
@ B AQ AI2v0] AN ==L}, ® MaxThreads @ MaxClients
2 AAS JIEE2M 8 X2HE CBT : www.cbtestpro.kr
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66. 22 OItX| 22 (access_log)Ite 211 ZTUS J 72. NFS A= &4 Z240IHED}L Xl IRE II2EE ¢
olst REZO0ICHY Z2H0o| st 420l HAES R2? UESE =HIotL) U0 OF &t=0l OlHEt HEE AAHE
(exporting)Ol2t) SHCH, AAZE ST HEE 5= U=
LogFarmat "%h %1 %o %t W% s S&E0 st 490 HAEs H2?
#b" common @ root_squash : A2 Z2I0IHEI RE HAEES AIS
 ZRE e YINBOR NeE
@ %h: 27 dH WE ® %l : 22 27 02 @ =R X Jlases o
H .S AlE22l 2| =2 |' AlE22l 2|
® %t : HTML2A 2 O0IS(Tite) @ %r : 278 URL ® 'Qg;ri'ft%es; SH£ES 2A8 S eRs Bas
i D OBEN %S UMAE BIHsEHH
67. PostgreSQLel 3JtX FR SH0| 0l H2? @ insecure : RISEX BE HHAE EHSSH
UE=INES DAZT SHEA i
@ 2I=NS @ +E 2L 73. NFSE ARGHDI SI8t 012 SERIE TR0l e &Y
® g 2y @ AH X & of st 27
_ @ mninfs YB0H= NFS MHO OF2ESH| {1l ArEE
68. EotAH =M AI2& = SSL(Secure Sockets Layer)dl CtH,
Uist d9coz 22 A2? _
~ @ showmount %%‘O{Oﬂ/\-l A Fo HEttES BT
O MM St M2 HIOIE S erAGHH =1E)| 2 S5l —s =SS AIEEHDH
[=iges! HE TZ2EZ2ZM 0|= OI0IZZ2AZE FAHD _
it + O ol At @ nfsstat ZPOIA —d SHE AEH0] 22H0|E0IA
=T ANBBHs CI2ER| 0122t2 &3 & 2+ ACH
S AS 9B ML AT H0I LOoIAL AIRECH _ _
@ SSL Aol M | GO S Ars S @ nhisstone YJO= AI2Y S50 4, HEE, AHS
® SSL2 MEHS MHIA(CSITHS)Z EHSY HE2IA | NFSOl Zt2i= OI0IEHE m=stct
ol =& =o0lICt.
S2et IPHIME ZES €elot 0ef el 2ot Jtat 74, IS FTPAB Q! proftpdel &3t (proftpd.conf)2l &
SAEE OE £ UL 2Z0/ILLOS 849 = S8 A=?
69. 82 2 01713 SEXMY MY L TRE S8 BRG ServerType~inetd .
Jl 2ol AtEdle AHIAHS &3 23 I (smb.conf)0ll DefaultServer on .
5 o = Sgl e
EHA_I' go S EEI 7 F'l:ll"tVE11—|
O security XIAIAdE 21E 82 20icte 222 40X U
rask- 022
(share,user,ip,domain)Z &It QUCH. W ‘—I“’filil
@ #:2 0= =Mooz oA}, wlnstance~al
® “hostsdeny=010ITI|"0I1ZH &H &5t S& “Ol0lLI'E Xt @ 2HY FHOSO 2loiAM A&,
St A
=g = 2l @ IA F= JsE ARK 4= 4000
“ ; —ves’ 2 AXNE o 2=
@ ladplinters=yes's SEOIE SEH =82 A== @ MZS SAE M0l BHSOITIS J|=Xol I HO|M
c gt 2 6440|Ct.
= o = = @ FTPAHS 11X IPEA & Jtd SAE S8 ES0IA
70. OIS &Hr2e o0l tis €40l S8 A2? HANE PEAJ} OIL PEAZSEH AZ0| 9S O J|
® smbpasswd : &HIAH AFSXe HEMH, HUHS H 222 MEBE AH dE8s =L
a3 S0l AIZE0
® testparm @ AHIMY IS =& E HAESH| {8t Y 75. It BRE AS SHZ FTPAHH Q! ProftpdE AE0IH
OICt. 29 FTPABE —7156}91'[} proftpdel &F M
® smbstatus : B A b AEHE =ol & % QUCH (proftpd.con§)E LIS 201 HESIASW US 42 3
@ smbclient : AHHEA B0l B&ots Zet0llE Tz -
OICt. <Anonymous-~anonymousftps
_ _ _ _ <LimitLOG M
71. 32 & 0DIE S2EMAd Y ¥ ZBE S8 2BR6t
Ol A% AFRSHE AHE HH O 2Ot DUl TIE 013 &Y Allowall
s S8 A2 <Limit>
O ArEXtelgol 22 UNIXZED PCE2 HE 0|80 s <LimitWRITE RNTO >
St AL XL TG~ M 1 fI¥sS Y3 Aol
O ANEXN YEEDH SR 220t HELD, 452 2 <Alimit>
==0tLCt. . , .
® ot ;It”' Sl CD-ROM f o <Directaryincoming»
=5 dg= ZelE, - , anonymous ftps2l 3 .
S O2E2S 2S5 ASUS0 228 22 S84 <LimithihFR STOR>
Ct. Cenyall
@ ArSXHEUAM 2S53E Ld5TAS MEDHH 2ISot: </Limit’
£ olA® Security Options2 encrypt passwordsE <Mirectony?
YesZ & &8ot= S A0l Security Options2l smbpasswd
mee AFHO0F BT </Anonymous>
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76.

77.

78.

79.

@ 29 FTPY X220t
o & CI&E2|0lC.

B25 = X2 anonymousftp HE

@ incoming CI2EC|I2 HMeIe Cl2ER L 9 0|2
2 btE = UL

® incoming CIZELl= MHUIA 2210/ EZ s &
g_ él- A O{[:l,

@ incoming CIZE2l= SC0IHENAN MBHZ s &
S & = gl

ANEXAS PCOIA O
Hogs 2Ud & o
=Nz Lgst X2?
AHEAHA --(3 )--> HEMHA --(© )-->
HEZEMHE --02 )--> AENE

Sc0IHES METHH ALSX BO
Os () ool S0 =282

©

@ (1) POP3, (-) SMTP, (=) POP3
® (1) SMTP, (-) SMTP, (=) POP3
® (1) POP3, (=) SMTP, (=) SMTP
@ (1) SMTP, (v) POP3 ,(=) SMTP

DRAC(DynamicRelayAuthoriazationControl) 22240l CH

8t 4Oz S8 N27?

@ /etc/mail/dracd.db L2 GIOIEHHIOIASSHH Relaydt
Ct.

Sendmail& H Tt (sendmail.cf)Q] LLO0ICH OSEY = &
ve He?

Cwdocalhost

Fwifete mail fusers

Chnobody

Dnihd

@ localhost2 SN E HYLS =4S HESH

@ /etc/mail/usersItL 0l SS= ASXACH HLS 4 &
= UL

@ Sendmail2 nobody#&teZ AEC)

(4] SendmaulOI Olcd BIAIKIZE 2 [ AI25t= A2 X 0l
£2 ihdO|C}.

Foll telnet HHS 012
E0{Z POP3 HHEOE

80.

81.

82.

83.

telnet192,168,123,200110

Trying192 168,123,200

Connectedto!92, 168,123,200,
Escapecharacteris'™]"

+0K ready

(O Mest

+0kK Passwordrequiredf ortest

{ © Juptrnsm

+(JK test has 1 visible message (0

hidden)in22930ctets,

(B

+JK 1visiblemessages{2?99octets)

12299

L@
@ () user, (v) pass, (=) list, (2),retr
® (7) user, (=) password, (=) Is, (2),ret
® (1) name, (=) passwd, (=) Is, (=) ret
@ (1) name, () passwd, (=) Is, (2)retr

OSHA €95tn A= “NAR'E OS 5 o ARQO?

- H2MH Sendmails 2THZE A JISSE
ArETH ®eiM= sendmail cf DM St
= IRPAPAPY =l e E 2

- O "RAAFE AFSTHEA TS EXPN 0F VRFY
ZEHE HMEHA ZI0.00 2= VERE 2
B HERIH =0

1 spamOptions=authwarnings, goaway
® privacyOptions=authwarnings, goaway
® relayOptions=authwarnings, goaway
@ securityOptions=authwarnings, goaway

OIHY S+THA2(xinetd)2 Gl JtX AIDEE MBI =
a2 HIE = UCLOS 2 AIE0 GE €322 @58

o O’?
= ATl

@ SIGUSR1 : AZEQI0f MaEA

@ SIGUSR? : xinetd2t 0| HI=0| MAE O =2

® SIGUSR3 : 3t=90f Ma=

@ SIGTERM : NS 2E ZZANA &

OIE Yl £HOE(xinetd)2 Eotlt 852 <8t ol JHXl
SEEE M3dt=0 038 & 11 s4&0 s 482e= &
gl

@ server : AH “EJEH("*EP‘E)% A A SHCH

@ per_source : SY SAEZSHO ANH s 22 &4F
StC}.

@ cps : E0HE &% 5 Hststth

Cl22 ey =HU2(xinetd)2 0I25810 ftp MBIAS

HFE OOICHAHBI2 238101 10014 & I FTPAEHOI CHst

QS AR5l FAsh ()0l SOIZ S48 OS 5 2

b

|12 XAAS

Q101?

JI=2H &X2HE CBT : www.cbtestpro.kr



2|SAOIAE 15

© 20104 03 138 27| 7|&=H O

HX2ME CBT : www.cbtestpro.kr

84.

85.

86.

serviceftp
1
id=ftp-internal
socket_type=stream
user=root
server=fusr/shin/n, ftpd
server_args=-1
{ =10

b

@ max_load

@ instances

® max_loadavg @ max_uptime

DNSAHOIM =(zone)2 ollE DNSJI &Eole I 0f
& ZEO0l(Name Resolution)E sl=0l 228 dR=S0l XN
ZC 0 CIOIEHIOIAE O|FR1D JUCHO0IHE dIZESH O

8t €8 F S& A=2?

@ SOA : zonell HMH HAF.BIEAl H BN dREZ KE
TI010F StCH.

@ A SAE OIS0 UEct= IP =A0I0H

® PTR @ IP=201 CHSo

@ CNAME : €& S2AE

OICt.
DNSAHHOI CtSl 22 zonell2 2 MAH5t0{ DNSE 29
St & M s 49 5 g9 A2?
$TTL 86400
@ IN S0A ns.ihd, or ke rootibd, or ke (
B0
3H
150
1'W
10}
N M3 dns.ihd, or, kr,
N & 192 168,1.5
N 5 10 wanew
mail N & 192 168,16
woawt N ) 192, 168,1.7

@ = DNS Mo 22X DNS Miztel &2 s)|sE I8

A2t 2t 2 12010

O OtAH AH2AS B2 SIISE fIdh S4101 AIHSHAS
M CtS AMZE I8 Dl AlI2t2 152010

Ol &JIHGHK

XolZ MAGIK R
pISTETE-EE

A
d2E Ilote A2

@ HYLS 192.168.1.6 NHUIA 2=AIBHC},

DNSZHeZ A He o2

oS |
=
zone LiLQ LR20ICLLS €8 S

w180 1M A 192 168,15
180 IM A 192,168.1.6
180 1M A 132,168,117

® 192.168.1.5MH2 HLEO0| LS O 192.168.1.6 £=

87.

88.

89.

90.

91.

92.

192.168.1.7 MHOIA

@ 30He MH = & el MOl ZO0HOt LM HAA
ol &AMHIADE D36t

SCct=2
R=N—"]

® 192.168.1.7 MO S0l =2 [f 192.168.1.6 E=
192.168.1.5 ABIOIN SES B

® 023t 8IS RR(Round-Robin)Alol 2ot 2& St
g 22 & AUCh

TIE= Al(proxy) Mol OISt &4 = sel A27

D TEA AHE HAl JISC2 =TI WSS

O IEA MH=E 2E Z2H0IMEN ZEA £F2 6N
20t AF2 JHsotC.

@ ZSAIE AIE0t0d 2et0IMET H&ots SE HA0]
E ¥28 X & £ QL

@ T=EAl AHS Al JIs S0l SeH0IHES =0
25 JIEE YIl= A0l QL.
EA A squidel & AT (squid.conf)OlA A0 AFE

IT
2 0HZ2el 2018 4G #36ial) & M 28 €82 O
=S = . 2eo1?

@ cache_memory 4096 MB @ memory_size 4096 MB
® cache_mem 4096 MB @ max_mem_size 4096 MB

NISS S& FA=x0 Cist & = HESIA H= A27?

@ NIS Z2I0|HES2 &at NHZEE A2l DBM dI0|
BHlolAN MEE HEES =0

® =d0l12 M= ©Xl NIS CIOIEHHIO0IAS 2AIRES 2

0 AL
@ NIS HIoIEHIoIAER
DBM LS QHOll RUCH.
@ GtL2l NIS “Z0ilel"S RIEGHH Sl NIS B BF AL

sg & Al

ASCIIGIOIEHHIOIAZ FH &5E

A

NISS 0id T2 SHA It SRot0 &4 =0l
AO0I0F Bl Z2I3S S & o 20107
@ ypswitch ® ypbind

® ypmatch @ yppoll

DHCP AH &FI2(dhcpd.conf)el L8 20ICt iS4 Y

= goe 2e?

optionrouters 192,168,0,200;
optiondomain-name-servers 192, 168.0.1:
range 192,168.0.1 192, 168.0 55
default-lease-time 21600:
max-lease-time 86400:

@ HOIEQIOl M= 192.168.0.10|Ct.
@ DHCP ZZI0IHENNH &Y= |IP= 6AI2H01 XILISH A

SN 2T 420l NSH2Z 24AI2H0HK ALSE
= ACH
® DHCP 2cH0IHEDL QEGHA 2L0tE IPE Yol ==
ZICH Al2t2 BAIZEOICH
IH& BAl

@ DHCP Zei0IHENA g2& IP= 2F0 U
201 XL A& W &0

elsA0WA AIE2DZE arp(addressresolutionprotocol) &
0o SHE0 Uit 4 = S8l H2?

b
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93.

94,

95.

96.

97.

@ -a : HAINl U=s S = RE SAEE LY

@ -v: SHQ 22 2B0HS

@ -i: S HAIN U=s SHst SAEN st MAC =4
o 2SS M4

@ -n : 32bit2 = IP, & EO0l(resolving)E otXl &1 IP
2 B3

DHCPZ2¢cI0IHE= DHCPAH Ol A= 5t IP, HOIEHA
0l Z2,DNSEE SS ¢0ls d&sS 8tC. MAC =40t
00:25:5C:C7:A3:C2, R&dl= IPE 192.168.1.1022 23
ot leasetime® 60X 2|1 SAE 0|28 ihd, EIY0I2
2 30x=ctn &XF5le M OS ()ord 2o s8g =
HUZE Lgst 227

dhepd ( G 192,168,1.10( © 00:25:
ECCTAICE] ® )30¢ @ J60( @ )

ihdeth0

® (1) -s (=) =1 (=) 0o (2) -l (=) -h

@ (1) -1 (=) =i (=) -t (=) - (=) -h

® (1) s () -l (=) -t (=) -l (2) -h

@ (1) -r (v) =i (=) =0 (2) -l (=) -h

AADEO Wl gl HARZE AW ALBSHE CVS AU

st 49 = g8l 027

® o3l I HEg 2eldi == Z=F0ICH

® CVSE 0|2 ZTRHEZ 4ol IR DEQ HIE
HEcz2 BO=Ch

B} BE ZAHEWAN S8HO2 HE 2A2IE SOZ2M I}
Aol ==20|L HAO et LEE XN £ AUCH

@ B GNU JEL 22 R ZZHENAN 20l AR
sICH,

CVSE 0|25l Z2HMEE L85l B Z2HE £+

HIUE =AMUZ UyYs A2

O ZZIE XI5 -> MNEA =I5 —> =Y =2 0+
-> ODRHE XY

® HEA XI5 > T2AE XI5 —> &Y 22 Ot
-> DRME XY
ol 22 O —> T2ME XI5 —> HEA XI5
-> ODREE XY

@ Z2™ME XI5 -> &g 32t 0t > ML =018
-> DTZHE XM

DOS(DenialofService)22 2 £ 0] 0t A27?
22 220 CHoHM 2 AIAEI0ICH Z200F CH2 01 LHE}

&l
=]

@ Z2ol folo|Lt BAKE FH6)| BEC
@ OI0IE DD, 81X, EXJts 200l SXel ZA0ICH
@ OH2 322 918 A® B2Aoz 018" 4 UL

Ct82 cooz
LIOICH. Ool® 3AZ &t

98.

99.

#include <stdio, b
void main{

char a.

while(1) a=malloc(100000%:
1

® A3 M=
® 02 Dz

I>

N2 T

@
@ Al

i H

> oy
2
uin
S

1
=}
S

H |H

Kl
Hu

ro

Os (el S0 ez oo

= 2EtE AZE0 A= &
HEF JSE HSEHh et AlA"2 58
FIOS2EM HHA HH 2 S8 AL
IEY0IZM ZEA MHY £3.215.21

S= =2atH =Ch

A

rno
N)

=
=

ooy

=
[

O HiAN SAE

@ A3 et

QI D 22 ZE=Y(PublicNetwork)2 0|=25101 A=H9
=1 Z,J|&ES 40| XD UE &

>

7|
o (S 1HIES allZSIHN 8269 HEQ QOS
o 2ois8 NEE = YN diFEsE 22 U8 = o=
AQoID1?
® ATM @ DMZ
@ NAT O VPN

100. iptablesE OI23l 01 192.168.0.120 A LS (INPUT)E =

mals 25 Wl ool |18 B2 Us & o AR
@ iptables =D INPUT -i 192.168.0.12 -t DROP

® iptables —A INPUT -s 192.168.0.12 —-j DROP

@ iptables =D INPUT -s 192.168.0.12 -m DROP

@ iptables —R INPUT —i 192.168.0.12 —j DROP

b
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