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@ S4l 22| T2 ) (communication management 0E0l 20 = LRNEL
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JlHE MBS0t AIAENM MZ2 HOIXE HIGHDX & | 9. S8 2I=A% 2 2=A HEBA M25s 2E A
Ct. 01 HIOINIE WAl OO0k GF=2t? NS NIES DO =NE HIZH LEs A2 20107
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=1 Y @ lo : R OIHHOIA
Lh ZUEES STHMIF DN S0, £ HE @ ppplnumber] : SLIP ©IEH0l

H SFE USRS AEEHN ZEE ZIY @ ethlnumber] : OIS IEIHIOI~

A BE & QIZE F47|98 ®BEO|CH @ plip[number] : Parallel 2t2! QIE{H Ol A
Ch ot Cl2320 & =i AEeHH AEZ=C _ .

20. OIS = 2lsA AAENA WESD AHSE 20 ot o
@ & A32IEH (Shell Script) 20zt 280l 8le He?
@ MBR (Master Boot Record) @ ifconfig ® netconfig
® AL (Kemel) ® linuxconf @ netstat
@ LILO (LInux LOader)
U2 : 2l=A A|AE 2
14. OIS Z2IBBES TLEsls U2 200D} IS S Bl 2B BE ‘
— - 21. 042 = USB DIRADN HIUIZ S0l UK £S 0 2ol
- EZEHL AR BE SHe 20| Otdl 2427
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_ o = /proc/interruptsE& S4HE= Al2tset XA
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30.
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32.

33.
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@ make config
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e
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® make menuconfig @ make xconfig

s & 2sA F=HEXS 482 fldl AISdHeE 8380z
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D M2 C/A3 ZOEHD| : #mkfs.ext3 /dev/hdb1

@ M=Z2 CA30 IEIE BHSD| @ #fdisk /dev/hdb
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otJ| : # umount /dos
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@ whoami @ cat /etc/passwd

® myinfo @ login
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@ cat /etc/shells
® /bin/bash

@ Is /etc/shells
@ Is /bin/shells
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Ct8 = .bash_profile I+
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40.
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42.
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44,

45.
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=
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CIEECIE Bt &t
P2l 2RI = exit() AIAE

E_I
e
uin
ujo
ne
K

® @ © ool
02l ne = e

ol
>
o>
iy
O
U
ol

T230 Ad SiE
M| SHII?ISt HH
0

@ nohup €& 4 ol H

@ nice HECZ AHEY REAZ2 IIE =2 ol -202
2 XHEC

@ kil @822 SIGHUP {1 &E BEUC}

@ crontab WA OZ 1) TZMAS PIDE
0120l AlFZ MZEEHCE.

cron E0| 20 et dHBUE ASTOAN HEZ 2
Lol !let e =

HU
o
o .3

@ /etc/crontab ISl ADMIN-E-MAIL ZEN HHLS &
2 ML 0lHE =AE XESHCH

@ /etc/crontab ISl MAILTO ZE0 HLS &S A=
X oly =AE XIXEHCH

@ crontab —e HH2 AldotH T2 )30 AHs22 Ol
22 B AMSA FAE 2= O O M st

@ crond OI22 A&5t= rc.local 2 ADMIN-EMAIL 2=
Ol HYS g2 AMEX 0lHY =AZ XA

Ct2 fork()Qt exec() AIAE! S=0 st &8 = Sl A

=

SE2 0E ZZAMAIL JAo AlZE o
t

46.

47,

48.

49.

50.

51.

. syslogd HI=22 &ddt) =

8 & &2

A =
A AAE el ZZ2AM

A 2= SUGICH
@ fork() AIAEl S=8 6l X4l T2 AHAS PIDIF B2
TR2AMAMH CIEZ D KA Z2hMAE B2 T2AHA

D

—

Ot rom ZE0 CHst 88 S S8l A27
@ rpm —i foobar-1.0-1.i386.rom : 2= Sdll foobar

WIIXE &XISHC.

@ rpm i
ftp://ftp.foobar.com/pub/redhat/foobar—1.0-1.i386.rom
: FTPE Sdll foobar M2IKIE AX| StCH.

® rom —qa : EX= 2= MK AI2ICF.

@ rom —e mod_perl : mod_perl W2IXIS HH 8StCF

=) =<
=2 SH

CtE dpkg EA0 e €8 S 88l A27?
@ dpkg -I : dpkgll Jts8t SHsS &

@ dpkg —-info foobar.deb : foobar WI| X0 Cigt HE

£ E4eth

® dpkg ——contents foobar.deb : foobar WXl S U

£ eSS ==t

@ dpkg ——unpack foobar.deb : foobar IIXIE ED
ot &XIotKl Ze=Ch.

ot

[ul)

CHE 2 MakefileQ & 2&20ICH ()t E02 22 &
o2 A2?
foo! foo,o bar.o
{ 1 gcec -o foo foo.o baro
D Y 22X (‘W) @ AHOIA 22X (1)
@ > 22X @ '~ 22Xt
gcell SHE & =02 o 0188 Hob)| st s4

rr

02

s & FHA tar F8 WL S HHGHH 20 == tar

@ tar xvf test.tar @ tar cvf test.tar

@ tar tvf test.tar @ tar uvf test.tar

OS 222 mdh J0 s 890 oA =X & A

27

@ AIAE 2 (/var/log/messages) - 2lsA HE 21 &
= 27

@ 29 2(/var/log/secure) — AAE SEI Al 27

® 2€ ZI(/var/log/boot.log) — & AIOIE U2 JI=0
et 221

@ HAHA Z(/usr/local/apache/logs/access_log) —
inetddil 2/st 21

(=]
o

t

rr

ol
12
=2

el A2?

@ “/sbin/syslogd” HI2S
“/etc/rc.d/init.d/syslog”

AEAIDILD B =
cte AJEEE SdiA ot

U
=
N

@ exec() ANAE SES Z2HMAL KRl B2s =¥ 20| =Cf
Jts DY 2 IS 2 Z203s SE6H. ST ET
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53.

54.

55.

56.

57.

58.

@ 27 U2 M8 AIEE s AQEED} U= CHE
IOl A “./syslog start” @@ o2 ASHAI2ICEH
® Ej =22 MAIZEE e AIBED} Us ClAE2| 00
“./syslog replay” @822 A3 AI2ICH
@ 221 d2s s2AMY s A32EI Y= UHE2 0
N “./syslog stop” @Eo=z AlsH Al2ICH

SEAl SHES =0I50| 2AcH0l 2L HAINE E2656t0|
5 HHO2 A A7

(® dmesg | less

@ cat /var/log/messages | grep "Boot" | less
® /etc/rc.d/init.d/syslog showboot

@ bootmesg | less

8 & 2E 20 (boot loader)E E0tots Y& HE

HdHOZ 2o2 2A2?

O ROM-BIOSS AI2XF INHAREQ HER IHAREE A
ettt

@ LILOE AlE26tH password® restricted O E &F

o= AN

ot GRUBWIAME password
® xlocklt viock HEE A= EHCY.

@ 2E 2109l /var/log/boot.log2l T HOIES AIZXF
(user)@t & £ AT = BH(}.

s & 2Bt IEXL £ 842 822 Mstole gd

o2 E@l AH=2?

@ AIE5HA 2= A2 HE2 AN

@ 2 ZHII E2HUMANBZ ZR5t= AL HES2 ot
SX $EZ= §HCY.

@ /etc/securetty LS HAGIH root2 20! oKl =2
St StCH

@ J/etc/nologin MYS SHEWHA 2R = AR &2
g =0

tripwire @ES AI2otls YBH U 2% 5 S8l 2127
PEH HAE oA “tripwire ——check”& & stCh

@ OIllY 21D JIsS HAESH fAHAE “tripwire

(=)

admin@mytest.com”S & & &tCt.
ol oM E 22l XD

——test ——email

® =JHel HH=s

tripwire T2 ]S Aldio = = 2l

@ GIOIEIHIOIAS BIZE MYUS HAEZ E=061D| 2ol
M= “twprint ——print—dbfile >db.txt"S & stCt

Ctg = tripwiredll CHSt &8 oz E8 2427

@ tripwire= MD5, SHA, CRC-32S°| Ctst 4535} sh4
£ H3stlt.

@ S SAEZS E4l 2S5 AIEX 2152 Aol 24
J| 2SIIHE AIZSEHC.

@ IWYLS0 He CIoIEHIoOIAS BtEN A0l 28 &
X0 2jet MY HEWEE HHEE £ RUCH

@ tripwires JIE2X2Z /etc/tripwireCl2IE2| 0l & XIS Ch

OsS Y @F = JIE LoX] %2 212

@O 28 G B2 %A HOlZE2 2ECZ e Q)|
ME0 MAES=2 HIDISHT

@ K29 It et CHE Wy Meks F st

@ % HOIZE H2Z0F JIHA AFS ST

59.

60.

61.

62.

63.

64.

@ Mg B S0ls MY HOIZ M) HUXE of SC.
CtS cpio HdHl st 89 & E&l A7
@ HIOIE AQLEIO| Jts35HCH.
@ OI0|ZE E5f Ot T2OYC=2 HOIHE YA
ULH.
® UERKIE =8t w2 XKAGHK L=
@ cpio YO 0lgcld LIHER E2IE 2 &= U
Ct2 rdist 0l CHEH & = Sl 2427?
® 2l SAEN MYUSO0l SLGIEE SAAITE AlAEH

22| HFOO0IC.

@ rdiste LS 2HE [ JDIEHOZ sshE M
AGIH CHE =239 AFE20| 2Jtsoth

® rdist HEAUNHE AIE06H)| KM=

b “/.rhosts” WY 2 & 6t= hostet

’é8 Z=0{OF &tCF.

@ 242 AIAEE AOIN S/, HATE=E WUS0H M2
WAISIHAN =8 YS9 HA Q

otol S

“/etc/hosts.equiv” It
ArZ XN LA E
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65. OIIIX| &3 AA™IQl httpd.confll A SAINH &8 %= 71. & MBHOIA= =01 SMB(Server Message Block)Z2 &
As Zo0IMES 2B XFGs FBOR AYS A7 2ZS ABHOU N2S 2eH0IUE/MY 28 J|Hos
@ Clients @ Instances ole 0| I2EZ2ES AIREHC. EP% T gae A7
@ MaxlInstances @ MaxClients @ NIS @ CIFS
® RPC @ NFS
66. Ot Xl &4 **xﬂi}oa I httpd.confOl Al & A (htmITtY)
= JIEGM 240 S0l MYHS XHGE S=22? 72. 2lsA 2 +0I04501|H =2 AH BRI JAs 20
® DocumentRoot @ ServerAdmin £ s0g I AEots attad 3F0=?
@ Directorylndex @ ServerRoot @ smbclient @ smbstatus
@ testparm @ smbmount
67. OtLIXI 2t PHP, MySQLE H&E &XIst = test.phpE Ct=
Of EQIGtAA BHCE TS ()0l S0 HES2 LU= 2 | 73. NFS AHS H& MOl /etc/exports® S& = 20l
27 E &2 28 &0l root_squash@t all squashol a49 =
o2 27
[root@wnww Rtdocs]# cat test.php @ root2 & Z2Al root_squashe nobodyZ &t 2 Q1AL
7 1, all_squash= root3 &t 2 QIFEIC}.
{ ) @ root2 &2 Al root_squashe rootd &2 QIEE D
> all_sgquash= nobody# &2 QA EIC}.
@ LBIAIEXIZ E2Al root_squash= nobody H&te 2
@ phpinfo(); @ testphp(); OIFC D, all_squashe MY HAE &R QXS
® phptest() ; @ testinfo(); @ AUAIEXI2 Al root_squash= Y HE HEto=z
OIFE 1), all_squash= nobodyH&ESZ QHEL}.
68. MySQLZ Oteel S&2=& configuredil M & XIJF & AEROI
Ch MySQL 2256 MAXIE 0Z0ILI GIOIE D tar 74. NFS MBI 22t0I9E2e] S4l 822 RPC(Remote
2 HAGiEeleE QES Y/ACH WA CAEL2 & Procedure Call)% ARSH=0, 0] Z2E2S A5 <
g2 A2? oH MH & ZS2H0IHEN BIEA SZAIHOF S 22 R
QIDF?
root@www mysgl-5,1,301# | Jconfigure .
[ ) Y ql I] ih hg o ® xinetd @ portmap
prefix=/usrAocal fmysg with-charset= ® autofs @ tepd
euckr
75. NFS AHOIA 22I0IHES SAE 0|51 OIREE O
@ /usr/local/mysal/data @ /usr/local/mysql/v.ar E31= B0IE 0 ASSI 5210)="
@ /usr/local/mysal/share @ /usr/local/mysal/bin @ showmount ® nisstat
69. OHIIXI, PHP, MySQL 9IS BNHE THGIDX BT B2 © exportfs ® nhfsstone
"RE %*II %’—IéF 2ot ANHE RAHGHD| Qo =2 &
XolOF Tl T2 OMOZ AG2 2127 76. Ct22 ProFTPD A2 A& T2l proftpd.conf TH 2
@ Jserv @ SWAT 2L20ICH OIS 88 2BE U8 & g8l 2427
® ZendOptimizer @ OpensSSL <Anonymous ~ftp>
_ _ User ftp
70. G382 &H M2 &8 Wl smb.confltd ol L L0|CH
ChSol #FD S US 5 IZ 2pe A7 Group ftp
Userdlias anonymous ftp
[public] <Limit LOGIN?
comment = |HD Data Order Allow, Deny
path = /data Allaw from 192,168.3,
public = yes Denydll
read only = yes Al
write list = @staff </Limit>
<Limit WRITE>

@ staff 2S00l =& AHIAIE

Xt posein2 /datalil 41718t

JbsatLh. Order Alow. Deny
@ &tEE AP X! yuloje= /datalll H2ot IS MAE Alow from 192,168,315
+ ALk DenyAl
@ /data CIHER|= staffets AMSXIE MQAstDE T -
MAMO| Jt=siCt. </Limnit
_ _ </Anonymaous
@ /data CHELl= 2ZE &4 SMIF 82Jts oHXICH T}
£ S SIS0l Set ASHSE ASott. @ 192.168.3.1501 4 H&SHs SAZABTE SN2
zIZ NHE JIE2M 8X=2HE CBT : www.cbtestpro.kr
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Qe MY CHRREDt Jbsoltt
= C o= 85. Sendmaili HYEANHE 2% S0l QUCH e HE AEX
. N 856t dYAIEXs SOEES
@ }—”9516;:15:)“]}:6}[’}} ek | |0l I 8l 29 32 AHZ S0H2= N2 OE HEMH
= ~ 2 X*—'—oh_ Al QA0 SOIACEH 0] FR0 AMEot=
(3 192.168.3.220Il A H&ote AHASKe ECAEL 0 oYz gore 3129
s MY RR2ED JIiss
} } Isett @ .rhosts @ .exrc
@ B IPZEAN A2QI0l &8 AHAEXE 200
Py @ .forward @ .message
77. 2% B8 ProfTPDY root £ sieinn o g | 90 [E E MEMAEL wRE SSES WAL toleks O
= proftpd.conf WOl F=IHolioF & gxo=z2 a2 A - sx = AT
27 @ /etc/mail/spool @ /var/spool/mail
(M RootLogin on @ RootlLogin off @ /etc/mail/mqueue @ /var/spool/mqgueue
@ PermitRootLogin yes @ PermitRootLogin no
87. T8 & F st MAURE Eot=2 23Iot)| ol A E&E =
_ . _ - USo Yoz o= A2
78. proftpd.conf A= <Limit>E AI256t0 <Directory>2}
<Anonymous>0l &% &2 Mt & = UL U2 = (D SSL(Secure Sockets Layer)
_:ﬂol"@?““ /_\‘“ﬂi utes &2 Z2LE Motk @ PAM(Pluggable Authentication Module)
g [ AMZ26H0F & command& 22 2127 ® MD5
@ LOGIN ® RETR )
@ PGP(Pretty Good Privacy)
@ STOR @ DIRS
88. LtS /etc/xinetd.conf Mol LHE = cpsll Oist &g8o=z
79. 1SS BIY MHIAS 2@1E T2OAS0IC O+S LIEE stgre 3129
“E:la” = UMHA 3ot SEFIF UE T2 182?
@ Procmail ®@ Qmail defaults
@ Postfix @ Sendmail {
instances = B0
80. S_’e%dﬂjfl&iﬁ[%;ﬁlﬂ%ajﬁgtﬂ_lpogé\*glm ;ﬂg? log_type = SYSLOG authpriv
(S, Ol HIY ABi= JI2 wel-known ZES AFE5tD U lng_on_success = HOST PID
ch) log_on_failure = HOST
® 23, 110 @ 25, 110 cps = 20 30
@ 23, 143 @ 25, 143 h
includedir fetcAxinetd,d
81. At Z2IXQ SUSS 2l5A AIAY U Sendmail AHE § i}
2215t QUCH DEXAR MM webmaster HIZC2 SO @ =g AZ=IF 300 0140l = 25% S HZS b
o= WY DM N=A HI A0 BE + ASS 2 293t st
B0l 2A /etc/aliasesOll SEotALCE 8 & €& & & @ =< AZATJ} 2570 O|AH0] EIT 30X SO HAEES H|
CAl ASHAIZ{0F & ‘:”a“01“? M43 LY.
@ mail -v @ mailg @ 10 IP=A & &2 201 2504 OlA0] &P 30x Zof
@ sendmail —bp @ newaliases HZS HlZgdst sl
@ 10 IPFEA & &% 40 3001 0lA0] & 25% SOt
82. Sendmail2 0I235t01 MY MHE =50 AL s = HES HlZdst sl
MEE ZHoES SSEote Iz a2 2427
@ /etc/mail/sendmail.mc @ /etc/mail/virtusertable | 89. LIS /etc/xinetd.d/telnet S| WE = telnet MUIAS
® local-host— @ i 203.247.50 UESIA CIN0 =8 SAESD Txgr & 9)
/etc/mail/local-host—names /etc/aliases C= sttt B0 =0 GHOF E Eo= wgte o9
83. SendmailS 01835101 HLMHE 29517 AUCH @ only_from = 203.247.50.0
spammer@ihd.or. kil Al &&= HYS XHete] & M @ no_access = 203.247.50.0
AtEots tE=E 2= A=Y @ only_from = 203.247.50.0/255.255.255.0
@ /etc/mail/access @ /etc/mail/virtusertable @ no_access = 203.247.50.0/255.255.255.0
® /etc/mail/local-host—-names @ /etc/aliases
90. T+S = DNS MH Sl Z=(reverse zone) THLOA HIY AH
84. Sendmail2 HYAMHE 2% o0l AR2 S &Sot FHU AEEHE HZE2ER LS H2S(EH 272 EHI
o AAE BAIK SO0l RIHZ oAl g X e 12 AMEOUAMN= 1, 28101 3 HM2IEJ[SLICH HIIAdE=E 18
OF 2AMGIQICEH 0] 2 sendmail.cfiil A Y SHeS X F29 ¥g el guct)
g ) MEote g5o0=z o2 2127 @ MX @ PTR
@ Cw @ Fw @ CNAME @ NS
® Dj @ Dn
91. (S22 DNSMHSe && Wl /etc/named.conf L+ Q)
X2 2SS J|I=2H 8X2ME CBT : www.cbtestpro.kr
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LL0IC O3 4310 2HE HE 5 22 A2?
96. LS AP EE= DOS(Denial of Service)8d & 0 |
acl “member” { 192, 168,52.100:192,168,10,/24. o] SAQII?
192,168,56,103; }. #1/bin/sh
options { aync
directory “Avar/named”: kil =15 1
allow-transfer { 192 168,50,/24;
192.168.56.103; }: O ZZ2AMA BHSD| @ 023 MR
forward first: ® 2E ZZHA =017 @ Rl o
forwarders { 192,168,32,31: 1. 07 mMAHOl J|oS Al memoz JEEGl T2 Ul
allow-query { 152.168.50/24; | B0IA SIZ5A G5 JIDE AmeE SEame B X
192.168.51.33) member: } 2t2 290|2t dt=o1?
¥ @ LI (Honeypot) @ HIH 2WHHZEZ(Buffer Overflow)
@ 192.168.51.33 ZAB 2E SAEE 2X U AHE © oMz @ E=01=50H(Trojan Horse)
T Jhsoit 98. OIS HE2Z MHE 2Z5tei™ iptablesl H- Ats
@ 2A20A é'gl QREAI 192.168 3; 310 €21, orer A (chain)OllAl ®® SXNS 10t st=It?
o|8Y=S ROHH 0l AHIt SEHECH.
@ 192.168.56.103 FAE = SAE= BX UHLMHZE AMAE ZPEI0 ZAEE 3|:H—| AN 2
e JhSotilE, dAs 2« sl DNS, Mail. Web MHEZ F&50 ZPFLE
@ L92A16§4;f 10 =AE 2= SAEE= 0] AW 22E SHEHH =2 =M 2IC} 0 _M_EE = iptables
- S DIS50 HaH s F=510. AEIPE 26t
92. T=Al(Proxy) HHE P&GHI| RIoh SquidE 222 &xIs = DNATDestination NATYZ®E L =35t
S SZEENK 2 HEHOICH SquidilMd AtEE CIE&E = FHEAELL
clE MAGH)| fIoi squid SEAHE OlEdt=0l, 0l M At
gotz s8C=% LRE A7 ® FORWARD @ PREROUTING
® -c @ -C @ INPUT @ POSTROUTING
® -z @ -z
99. AIAEL 22| X2l E2S2 SSHAHE 2Z SO0I0 ®2
93. NIS(Network Information System)MHHE R&S & SAE HE & S3 AF A0 B & = AN otdl & o
(Host) 2144Al NISE 0|25l = &3 & [ AIZ5ts It AEotH mEE X=7?
& L= A=Y @ GnuPG @ PAM
@ /etc/services @ /etc/host.conf ® VPN @ TCP wrapper
® /etc/fstab @ /etc/resolv.conf
100. 22 2IsA0AM AMEZEsE 20 T2 30 st &0l
94. C+22 DHCP Mol &F W0l dhepd.conf Mo L Ch. Oi[st Z2 00l CHst 28eiot?
OICt. DHCPE Ol =Zdt= 220U ENA €Y 5= HOIESA
0 =42 ZRE XY Jb 2HFEOI HAE NS %*_T?_EPE o AEEt
subnet 192, 168.0,0 netmask 255, 255,255.0 4 MEA DZHE 8 = 88 Wiz ==
option routers 192,168.0.1; JI=HOICE
option subnet-mask 255,255, 2565,0; Lt ZHAFIZ HIZZIE #E5HH 2=kt
option domain-name-servers 192, 168,1.1; Cf mFEEEA=E MAENHE 4485t = ZEH
range dynamic-bootp 192, 168.0,128 7€ 08t 2ZZ=E EE S0, It
192.168.0,254; 2 MAkE B2 55 HIZIAIE 020
default-lease-time 21600; 2HF I E BERY
max-lease-time 43200.
b @ GnuPG @ PAM
M 192.168.0.1 @ 192.168.1.1 ® VPN @ TGP wrapper
@ 192.168.0.128 @ 192.168.0.254
95. CtS2 CcvsS2dd HEN & 22 (Local)lllA &gst T2 A
E Y2 CVSAHBU ErHAIDID| 2ol ArSdte 980 =?
@ import @ update
® commit @ checkout

b
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