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‘ 12 : 2I=A A29 06l @ 2lsAE ‘tiAl(Bash) &'9 J|2 T2 /etc/shells

Ol Ct.
_ @ cIsA0A set HHEOUE 0l20t0d &M AIE0olD U=
1. 02 = el=s20 st 8¥ez S8 2A=2? ShellS 2 £ QIC}.
@ Multi-User, Multi-Tasking 2% M HMI0ICt. @ AME5H= Shell2 WHELIIID| SASHA out HEXE 0|
@ Jtai2elE XI&SHCt StCt.

® A 2lsAs xorg 22 GUIEHESH RIZECH ) o
@ == 2o 202222 W= 1. S 5 2lsA0MN S HHEQ Clage XS e

: EEVELIEEY
2. 08 & 2l=A HY HE 2601M MEH X2 so @ set | grep PWD @ locate
2 2o A7 ® echo $PWD @ pwd
™ 648it CPUSE XI&

ol
rr
S

2 = 2549 O 3t o2 e 29
@ ext2/3. viat £ MIYAAHES X2 12. U8 3 el=22 L=l tEt =
S 2E BALE DIUS0 SOHUS 2
@ SMP Jl== N @ Jetce 2& & ot o 8o Cl2E2/0|Ct
= JI=x= FlC 9 e O = o| = =]
@ s XS @ /Ec:ev_ 2E SIEY0 HE ZEO SOHU= CIAE2 0|
— - = _ = olg} = =2 9|5t X+ D}
3. 012 = [OIE 242 A5 S5 HOIEE 021K @ /root= LEIAIEXE FI8t HFS2HOILH
SISCIATN 24 T= ==2A1H HES= HOIH HE I @ /proce 2UE 2SAR JI= US| SOl Y= )2
o7 £20IC}.
@ RAID @ scsl
S = Z2MA MBS ER2 Sal A7
® PROM @ LLo 13. 012 = Z 24 Ef 2l 2
M &8 AEH @ Z=H| AE
4. S = AAE Z20(2tD SHII00 IR 2l o 2He @ Hz A @ ChD| AEN
Ol 2401047
@ Xwindows ® GCC 14, TS & 0= CPU AIAEIZ zIUist &85t fdl 2lsA
29 J2QAS2 MK 2= AS oL A0
® asa @ Fortran gil,};l ABE Jl= = OHAl & O
5. 0H & I91% W0l D2 sz ge 2e? @ Multi-User @ Multi=Process
@ Redhat ® Asianux @ Multi-Thread @ Multi-1/0
© Ubuntu @ Booyo 15, SX XIS 94 OHS task.sh2le AJ2E M0l AT
) Ol IOl AlgH B0l 70000 BX AHS K HSHHA Of
6. 250GBE22 HDOD Jt 84 U=0l 01S2 25 AL25H0] Ol AISE DR SH=0l AlBs)| S8 gyo2 sal A
RAIDELE &2 22 US0I= 2 282 2l III=2 S2(IYLIXI= /opt/task.sh 010 B ZACIAER|=
ot Xa2? /root OICH
@ 2k 2000GB @ 2 1750G8B 1 sh ./opt/task.sh @ source /opt/task.sh
® < 1500GB @ of 1250GB @ . /opt/task.sh @ /opt/task.sh
7. 05 & M2 WAL e 22 S8 A=2? 16. CIS0A HBsls 2102 gare 2127
@ MAAAEN 2FHS IISHIIA Q8 202 6y M8
Ct. [ 12(=) EE P4 EE HEFE| FEHe
@ HIZARQ AIAY Z22 I5) DANAHS ZOHA = EM E= IPA ST ASBO SAH =2
b W2L S201MES B4 WY SSZ2IMN b
® =R MIYANAHORE= ext2/3, jfs, ReiserFS S0| QUL H EHMNE &= UH allZz= 2IEHE HSd Z=CH
@ MSEC OHEAN T2 S DFYAIAROICH
@ ZE @ A3
8. U2 = 2ISAUAM ARItss 2T WHLIMIE Ot 242 ® MAC @ SAE

O el

Ol 192.168.10.12 ping0l F&X2Z Ha TIEE &

® WindowMaker @ Kwin HF 2 PP ObE R0l M2 2A27(subnet
255.255.255.0, JI& route= 192.168.0.1, JI2 UIE<RA

9. Uts 9g¥g = cIsA0AN MBI CHE 242? ClHOl A= eth0 OICE.)

@ shutdown —=h now @ init 6 @ /etc/sysconfig/network-scripts/ifcfg—eth0

® halt —p @ poweroff @ /etc/resolv.conf

E = = 2F £l St /\-|D:IO§ o0t H=29 @ h(conﬁg
10 }n:u S M EO“ EH\_ =2o = =2xXxT AT @ modprobe

@ ‘B(Kon)&’'2 ‘C &” HEoItH

b
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18. DNS AHiJt

Q= BANA UESIA} FANOR SXE
£ =2

O telnet www.ihd.or.kr 230t Mg S&&

S =
? IJHE 280l 22 €8 ez €82 A2

@ /etc/hosts.deny
@ /etc/hosts

@ /etc/hosts.allow
@ /etc/sysconfig/network

@ usermod : JIE AT HE HEE HE & %

2sAo CIAERI0 HEt &Y & S@ 227
@ /dev : 2E CIBIOIA T+UOl XIS U=CI 2 Cligt
=0k

OlA2 N E ClatolAa2 LA C.
@ /boot : AlAE el

FEZH EEE ZEEHC
|

=2 = = A EQ ted o4y 0 2 — - =
1905 = cl5=0iM HIEA3 ae 330l Aeh & % @ fetc : NAE &F D0l A A, telnet, fip,
= ssh&2 &3& 1m0l =XHstct
@ ethtool @ mii-tool @ Jvar : AIAE 27 THU0| IXIGHH, topSol AlAE o
® ipconfig @ route SEEE JIN 2 = U= OIL =0l fAXIStC.
20. Ct8 = 0S| 7 LayerlM &2 Layer0ll &=0tK 2= 227 27. CD O|DIXl O Q! ihd.isoE AIAEUHMN 40 AtEotH &
@ sUp ® HTTP O 202 2 A7
® FTP @ DNS @ mount -t cdimg —-o loop ihd.iso /mnt/ihd
@ mount -t is09660 —o loop ihd.iso /mnt/ihd
® mount -t cdimg —o loop /mnt/ihd ihd.iso
PR 1 2lmA AAY B | . N
@ mount -t is09660 -0 loop /mnt/ihd ihd.iso
21. useradd EE0 st sz E& H=2?
@ -g: Az 122 XHS [ AFREHCH 28. Ot& = cls2A e e 8Hez S8 A2?
@ -d: A & SR F2E NFE [ AISST @ Run level 0 : 2= Z2MAE FAstd ALBS B
AlI2IC}.
@ —e : Z2lXIF XFE WXL HE0| 28 ot
™S O AIREHC} @ Run level 1 : BlSA AAHES SHHUAAE(AZSIE)Q
‘ 2 SEEHC,
@ -G : otle 052 NEE M Atsstth _
@ Run level 2 : OIE AL BEZ 2EGIH, WERAZR
_ ¢HES B
22. clsA AMABE AMSctD U=s HEAEL ID, Path, shell, } ~
descriptionS0| J|=2& T S? @ Run level 3 : 2lsAC RE JIsS AEE > UES
S E35tMH, console2 =0|Ch.
® /etc/shadow @ /etc/passwd °
® /etc/pam.d/login @ /etc/login.defs 29. 2l=A AAEMAN CIAIE FIt 610 28 Al £
mount —a BN EE (AT 22 £ = YA =8
23. Oteliet 22 ZLE =02 & = Y= FIH2 2= A ofi0F ot= Iz o= A2?
=7 @ /etc/autofs ® /etc/login.def
uid=0{root) gid=0{root} groups=0(ront),1(hin). ® /etc/fstab @ /etc/filesystem
Zidaemon;.3(sys).4adm).Gidisk).10(wheel) ) F . o o
. SI 22 2= Ii(hd.targz)0l Ma SIAS [ &2
context=user_u:system_riunconfined_t 30. Ei ofgj AP IF2(ind.tar.gz)O! = =
S 2xT AT
@ who @ useradd @ hdS gzip 280z 2= ol L F tar HHO=2 oLt
=of
® uid @ id = =AU )
@ hdE tar oz |2 Fl gzipLZ 2= oIALH
24, Ot HAFO| SRX 2E&F chattr 382 HE AMSoIULCE TS @ ihdE zip B¥oz o= ottt
2= 5 S8 287 @ ihdZ unzip O2 &% ULt
DR SHAS HE2ol oY CIZER|IQ ot Cl2&Ee, It
20 tholl HE2 « ULH 31. TS mke2fsOll HEr &Y = S&l 2427
@ +i @2 HEGH read-onlydt HE= HE & = , ,
Ch v mke?fs -b 4096 -i 2048 -j -m 10 Adev/hdb
© o BHE SSOE TEE WV AHAS S o= @ -bs DY AIAE N2 22 3|8 409622 BCH
_ _ o - @ -i= MY AlAE MMt inode & HIOIESZ 20482
@ CETattr UYNE AISS MEHE 2= B0 Isattr0l SiCH(ZITH 2te 8192) N
' @ -j= 22 IY AAES BFECH (extd)
25 [t "0jo 4oz Sl 22? @ -m 102 root2] Ol E52 10% SHEC.
@ chmod : MY £= ClAEZ|9 H2 HEES 8HE & %
ALk, 32. O4S fsckol 2 ICO I8 49 = Sgl 227
@ groupadd : AES It & £ U @0 : oeAsts
® chgrp : OIY D CIAERIQ ARKS AROES B @ 1 MY AIAEN DHXIX Z2 oot g0t AS
g % ULk ® 2 OiY AlIAE Heg Ze
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@ 8 : A OllH @ rpm —Uvh @ rpm -qa
33. 2ISsA AIAEN ME& OAIE FIt ot St =AE 39. HE W 28 UE = Sl 2427
U Ligst 2127 1Tlol = AR S o = o
O MY 8d 232 ol AFRSIE, WESR A Cidlol
(L fdisk /dev/sdb @ make menuconfige 2% Hiw4 &8 oz 2
Al EH &8 & = AULL
(CH mount -t ext3 /devw/sdbl /ihd - _ _
@h ho “scsi add-single-devi ® 0|8 HEFet HEE XNRHU M22 HE AAE A}
echo 'scsl add-single-device 2 2 22 make miproper® AFEGHE 20| SOt
0010 >/proc/scsi/scsi TS YAMOZ HFFI, CUUHE 25 DER B0}
@® (Lh-hH-(ChH-(ah) @ (Lh-(eh)-0OhH-(Ch) 0. 02 2] = 2=Alld 225 329 US| OE 5
. = 2 =2 E8t= 329 =) = 0
®@ (2h)-(Lh-OhH-(ChH @ (2h-(ChH-(LhH-(HhH Lhs _?_%oup =
34. (122 debugfsZ ABE 2D0ICH 2t WEO 8% = S @ cat /proc/meminfo @ vmstat 3 3
2l 2129 @ free -m @ iostat 3 3
(n 2 3 (4 )] w0 41, AAE0 HISIHI22lDF 8GBIF ULCEH. 0 AIAEN 32bit 2l
SAHEHAE 2.2)8 AR Al LENOCZ AZEE = JUEs
170250 0600 0 0 0 17-Feb-100 18:35 file-1 O|2XQ 22|® N2 UCE UGS A9
DIRO 40 D0 50 4% 16-Jan-100 15:15 file-2 @ 7GB @ 6GB
7725 60600 0 0 0 5-May-98 2232 file-3 ® 4GB ® 2G8B
@ (1) - inode o Hi5 42. 32bit AAHUIN 2E HP2ISE MBS & UTS HFES
® 2)3) - N2 EHE ASK | ASE ;Ir-?-ﬁ HY 2600 2= HIZ2 M Iz o2 A
® (4) - HIE=Z ZAIE 30 (@ PSE(Physical Segment Extension)
@ (5)(6)(7) — &M / Al / It OIS @ PAE(Physical Address Extenstion)
35 2lmA AAE RE E LS TRAAN SR M5 ® SMP(Symmetric Multi Processor)
0i, SIGTERM DS 2WXe S2EX ¥E 22 I @ HT(Hyper-Threading)
2 A Yoz o2 22
@ Killall T2 M A @ Kill all T2 AHA 43. OIS & clsA Al /02 2tede sgez g8 A
=)
kil =10 Z2 NI A Kill -9 ZTZ MIA
© @ @O DMAE AREXZ2H H22Z2 2E HI0IEES 2
36. nice FHEO EHé HdY F 8l A= = Jlss 28t
~o = = @ IRQ= AR AX E2H0lHU MESE HYole &
@ ;ICEGIE- iiﬁlﬁ pide =20 =& +=XIE GHdoll &2 @ PCO IENE= IRQ, I/OXAS A0 HMat0] Yooz
= 28 X E20lHe =208 S0l 1/0F=A2F IRQE of
@ L AIEXIE S22 =RE =8 & £ UL EIDES otH EO0|otCh
@ S (FES Y) Y4 DRHAE 52 24 =9I8 @ I/OFAB MBI ZX| S2H0IHIL AR X CO)
2 =CF. HE ®MEE == UL
37. Ot8 = Ot &0l 28 He= B3z 292 Ha? 44, HE 0L S 2ol HE 82 ol HE0z 8 242?
o - . (» make menuconfig @ make xconfig
LR AD AT %N V2 RS TTY STAT START TIVE (ENNAND i
ot 1 00 00 IS2E8 ? S 2000 152 init [ ® make config @ make mrproper
mat 2 00 00 007 SW 207 0:00 [migration CPUQ 45. B} AIAEINAM WEST IS0 S S210|HE MZ0|
ol . x: E:.tl -:*.f: 7 ﬂ.‘. ,J.'f"‘ -ﬂi::f[!F|rni|;_..l,r;4lli-::r;_{.‘|:_’['l] : > [pe '_6?01 ST /\_PT 5D o= NIQOH = A5 Hj I*Ror
e 6 00 00 0 o 9 SW 2007 000 [keventd] DX s O O SEOIHIF AFR ED| SIoh IR MK &
it 7 00 00 007 SWN 207 412 [ksoftimd CPUN SHOF = YaA0|=?
T W 0.0 007 5WN 2000 323 ftirepd _CH
mot B8 00 00 007 5SWN 2007 323 [ksoftimd _CPUL @ modinfo ® lIsmod
™ ps —ef @ ps —aux ® depmod @ modprobe
® ps -a @ ps —ief _
46. OIS & 2IsA0HM Zelgy &30 2EE Heez S8
Hon
38. 2lsAN XS WIIKS KXY IgHEEs 2= Yoz =
orgre 2429 ©) Ipd @ cups
@ rpm —qi ®@ rpm -ql @ printconf @ lIspci
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47. M cl=A HE BMLA AIZItsSE UERD s82=2

sal 2129

(M TCP/IP Version 6 (@ Wibro

® IPX/SPX @ Apple Talk
48. TS = AAEN MZ E=E AIREIIEE CAGHH AIS
StJ1 ol ZISANA AIREIE HF)| 2YE HOZ2 E
gl He?
(@ alsaconfig @ sndconfig
@ kudzu @ Ismod
49. AIAES 2HHIMIE HE 2.6 7|2 HL M2 =IO
SAFE AFREIIEQ S2I0IH 2YE0 et AL HE
= ool dE0l &e=df?
@ /dev/null @ /etc/modprobe.conf
@ /etc/sysconfig @ /proc/pci
50. CI2 = LBINOR 2lsA HES ZMY ai0F ot 2L
2 88 A2
@ &7 StE/AHA s K&
@ MZ2 HY 2ot Xl B&
® JIE &XI= 100GB StECIAT F=It =&
@ JIE ANAE zNG, 45 & L 22 IIs e
51. CIS0lM EdYole 21ez ga2 Ha?
- AEEN FJH SHEM 2dE =2J0E S
SEHIECE
- AETH S0 T|H rotate AIFICH
- 2]MMEH CHeEr 23 £S5 L
@ syslog @ at
@ logrotate @ access—log
52. AlAE 27 %El(syslog)Oﬂ (&t 8oz 2l A7

@ syslogll & MY /etc/syslog.confOlld, 2f
daesmon & & H}OE

Ct.

HE /XE NEE = AU

q
@ sysloglll &8 M2 XAl AIAENMEE J1F Jtsot

b,

@ JI2& 22 mail, secure, message, crons2| 21}

ETBCL

@ Ol tHel MHHE 2eldtdl <o &2 22 AlAE

X-I ol— ES OI[:|..

53. Cist 22 FEI JIEE mEI2 £3)2 ¢

A9
ro

= X

>y
Mo
BN

Apr 30 00:01:03 ihd kemel: klogd 1,4,1, log source =
/proc/km =g started,

May 1 00:01:02 ihd kemel: klogd 1,41, log sounce =
/proc/km =g started,

Apr 30 00:01:01 ihd kemel: Kemel logging (proc) stopped,
Apr 30 00:01:01 ihd kemel: kKemel log deemon tem inating,

May 1 00:01:01 ihd kemel: Kemel logging {proc) stopped,
May 1 00:01:01 ihd kemel: kemel log daemon teminating,

@ /var/log/cron @ /var/log/messages
@ /var/log/secure @ /var/log/kernel

55.

56.

57.

58.

59.

60.

. 8 & /var/log/xferlogl &Y<

S 2 g P
® AHE HAMXt 28 FEE €0 Al
@ Babl RBY AR, S22 288 AH SAE, sS4
& MY F2E g0 ULL
® LEE FI2 $™8E= cron? F2E €0 UL
@ 2E o= F2 L HoHol thet F2E g0 AUl

TCP Wrapper0il Uigt 8oz gl A27?

@ xinitddll 2ol MO E= ABIA(HIZ2)SE2 TCP Wrapper
ol 2o MO &=Ct.

@ UEf39 L e HO & £ JAs HELAHoIEQ
Ck.

@ 82 3AE NOE A8t &8 WL /etc/hosts.allow,
/etc/hosts.deny OILCt.

@ UBIEOZ telnet, ssh, irgbalancedt MO Tl HEA
ol fI2S0ICt.

-

SR s MY 2I| fdi /home/ihd/backup.sh EPE
mes &4 oL 0 Y2 F: =% 28 8AI0 ¢
A0l #= A cronll EHols LIES2 L2 j*o’?

® 0 8 * * 3 /home/ihd/backup.sh
@ 3 8 0 * * /home/ihd/backup.sh
® 8 0 0 » » /nome/ihd/backup.sh
@ 0 8 » 3 * /home/ihd/backup.sh

PAMOI Cist 8oz =gl A2
@ PAME Pluggable Authentication Modulesl 2tXHO|CH.

@ PAMZ OHE2IJ0IES2 QIE UHES Heg &= I
St= etolEeiciel E&0ICt.

® PAMS JtE 2 ZEE K40l
@ PAMQ 74 M2 /lib/pam.doil MEZIO UL

tripwirefl CHSH 8oz el A2

® AAE0l Zots THL SOl CHah CIOIEIHIolA 0 M
5t MM CIOIEIHIOIAL HIWBHH F=If, AH L&
BRIE MU0l Y=K HAstD ALY o= 22A 2
Ab E30IC.

@ tripwire= MD5, SHA, CRC-32 59| Ct2st oAl &=
£ M3t

@ IS0l e CIOIEHIOIAE 2HEN - E 28 =
X0 olst MY BHE (HEE TEE £ QL.
F SAE 219 S4l 255 AEA S22 fd S
J| dSIIYES AMEEHT

ROl A OIS &Yooz 8l He2?

@O AIAEO My S Y & JIXIF s 240 st
222 DHE.

@ ANAEO Hsg Dot 84 Full backuplte2 29
StCt.

@ Full backupJJ Incremental backup2 HZ&E3l &5t

o

@ =2 datas local backupﬂP remote backup=2 114
Ct.

dumpOfl Cigt 8oz &l
@ 04 JHOl tape MOl JF

oIr >_‘d
fo

ol
O o~

b
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(@ A0l J|E LN WES CHotHAM =8 4 giCh. ® -f @ -X
@ ol tist 82 Ast S AKRAN s AIZEE =232
JHsGLC. 66. 2ISA ANHZ2IXC E2S2 MySQLEEZIXNZ2EH HIO0IE
- = HIOI AL rootHE WHARNESE L0 HIUCE HS QU
© EtO mYE Wy =2 s =
@ oi® &3S o , STttt Ch TASIC A0l root2 GIOIEIHIOIA N HoslE =
Y HE2s AMEGle 3goz Lo A2?
[ 3= UENI ¥ NHIAY B#E | ® mysal reload
_ _ ) @ mysql_install_db
61. S&0l AHOIXIE PHolI| ok AFE2&= CGI(Common .
Gateway Interface)0fl Cist &gioz EE 2129 ® mysald_safe ——user=root ——-skip—grant—table &
® EJ| & MHIA PSA OOIEHO0IAS HSY & U @ mysgladmin ~u root reload
2 5t=0 JI B
- 67. OtIIXl &XI Al JservLt PHPE S&OC =2 0tSD| 2ol
2 JHQ ADJBEE SHEANAHAE 228 ®0l X . - <
&g e ool A% ti=el | BT Al RO Sl ERe?
® CGIo) ATZUES O Q2T DYE 4 YOO, © @ ab ® htpasswd
=6 AFR0| _96}& @ rotatelogs @ apxs
@ CGlI ATYES MY E0l AIE8EHE AHZE C,
C++, Perl S0| UL 68. & HOIKIHA 258 HAIXII £MatAHU A2 WA telnetH
S 0l=2oll AAHS 80 ZEZ &5 & GET HHES
o o - Ol=25tH OHIIXI & PHP HHE E2 S0l ===C 01248
2L E 24Ol OFIIFX FSn) X ol d z o
62 =t —Itillﬁ MED;'OE E;}mlgww A OHIEX] 2x HH &0l T 38 58 Y| T|0H httod.confOil Al &&5le =227
@ PHPOIE MXIAl OHIIX| 13HAS BN, SX 05 @ @ Hostnamelookups @ ServerName
S X&ot1, OlWXl 2xHES S 20+ X6t} ® AccessFileName @ ServerSignature
@ OFIIXI 2.xH A0 OHL}XI 1.3H&E 2 CH CraFst &Eefe =
ZHA 22 IS s 69. &fHt Al S B L E IRl smb.confe EEHE 2@FE &
= _ o L MDD HF W22 08 [ AI25l=s 2ygoz gae
® PHPE XX RSHHR XA5Hs 1.88{F 0 OHIIXI 2.0 v
H&EO HIGH Me2lxEIF “2lCt
@ PHPE =X DSHHZ 2¥ot= 20| IX 252 2 @ smbclient @ smbstatus
98 O 20 KRS HS S8HOZ A8 ® testparm @ smbmount
63. OMHIIX| 1.37|Et02 AMHE 295D Y= s2=s2 mz | 70. &bt AH oI5 g = ALSXH(user) HIEH CHE 4¥o
MADE DICH L245H0f MY S(Thread)E XI5t OFIHAI g gee X=?
2X HESZ HiR D &0t 2A2 dig Z28 &X @ /etc/passwd S5 RSP0 42810l &H FHE Mot
Al BEEAL XIEOHOF ot @22 €82 A=2? o AlRE A QICH.
@© —-with-mpm @ -—enable-mpm @ 2lsA HEO WAFSS A HE WAYSE 2
® --enable-proxy @ --enable-cgi Z&aloF =Lt
@ /etc/passwdlll SEE SMHE X9 MH RAZ2 MA
64. C}S2 OMIIX YAHS &3 QI hitpd.conf ISl & ZeIt gt
S0ICH O382 431 2HE ez S8 H2? @ U53lE o5 MUS A2 01=ES M2}
serverRoot “AustAocalfapache” _
. fust/! . Vap 71. NFS AIHHE 0|&3dt= 192.168.4.3 2cI0|HES 22
ServerAdmin root@ihd, or kr Jetc/hosts.denyI L Off A&t XEHSIDAF & 2 &A
serverMame wwwihd, or, kr oz go2 227
DocumentRoot “fustAocal/apacheMtdocs” @ nfs: 192.168.4.3 @ nfsd: 192.168.4.3
UserDir wann @ portmap: 192.168.4.3 @ 192.168.4.3: nfsd
Cirectorylndex indesx, htmil
72. NFS AHS &3 Ml /etc/exportstl ChE2l A2 =2
@ 2K = /usr/local/apache/htdocsOl MZ&ai0F o 12 HdYE Hd 292 H2?
HH 0l Xl= index.htmlZ =45l 0F &tCH.
@ ol AIRXIES SCIAE2I0H0 public_html = www L /fsdatacl= CIEECIE 192.168.2.0
oLl MEME MESHH =Lt C Class UIEQ3 [HHH =Tt TAE
@ OIIIXl MHHel ZE [l &e2|l= /usr/local/apache OICt. =0t HAFIEE T}
@ AAMH FH2IXS MY F=AEs root@ihd.or.krOICH. Ll /nfsdatacs EHZ2 L 012 440 1S5t
4. rootAEIZE BIALEE FHL
65. OFIIXl 1.37/8t22 AAHE 20l QUCH S 295
ol AAMH ol Etﬂg 808022 =D} %8DI | ol @ /nfsdata 192.168.2.0(rw,no_root_squash)
Tl AHMES AN 504 =
gtgfg'%?giﬁuztﬁa ggaoaf OL, [[:[; E,tgj OS qmgf A @ /nfsdata 192.168.2.0/24(rw,no_root_squash)
@ —d ® - ® /nfsdata 192.168.2.0(rw,root_squash)
@ /nfsdata 192.168.2.0/24(rw,root_squash)
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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@ FAE PFAM MBSOl FE AVABTE O
73. NFS MBS =401 192.168.4.2540(CF. NFS 220 A E0 Ec0 mYeH 2= Jlsotit.
N ABHN SR JAe CHECE &0 oA &M, o
202 gxe A=? 78. 2S5 AD|BH SAE AZ WY MHIZ Sendmail2 295t
@ showmount -e 192.168.4.254 10 UCH 8 e elsA MU SAE =21 2J42 3 AL
_ AN SAI0l ceoct= E-mail HHEES ASIULE 0 2HE
@ exportfs —e 192.168.4.254 SZe £ o= Moz stoie siep
nfsstat —s 192.168.4.254
g st 192 168.4.254 @ /etc/mail/sendmail.mc @ /etc/mail/virtusertable
nhfsstone —e .168.4.
@ /etc/mail/local-host-names @& /etc/aliases
74, =202 HSol= ProFTPD MHS M &% QRS =2 ) _
DX BCH O = Dl’Ofth.COﬂf MU A HAFNOLE &= 79. /etC/mall/access W0l 192.168.3.0 UIER A HEM =

@ MaxInstances
@ MaxClientsPerHost

@ Maxclients
® Standalone

st SAE ASBXE0 Higs 2 = U
St 8302 292 AE?

(D 192.168.3 DISCARD @ 192.168.3 RELAY
(3 192.168.3 REJECT @ 192.168.3 550 email ok
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76. CiS2 MY AMUlAQ 2HE T2 80 s 2 HO0ICH. @ /etc/mail/sendmail.mc @ /etc/mail/virtusertable
O T2 1800 tiet 23010t @ /etc/mail/local-host-names @ /etc/aliases
b MDD AMaIl Delivery Agent)2] 5t SE0ICH == ‘I ATOE0 = ae 2
= 81. =02 (standalone)dt #IHUI2Q! xinetd& Al otl= 24
LF ZIEoHA EF2 SEEO 2 Mo A 0 Il
I HDE e = =2 Her
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77. TH22 ProFTPD Mt &3 Q! proftod.conf Mo @ xinetdS AFSGHH 23 AHIAS0l 8 HiZeldl o=
ULOICt C+2O HFD 2YE YEO2 FUS 2AS? OfAl &0F AIXE D=2l FHAI =Sotth
— @ xinetdE Soll 2YE L o= U2 2O 2el0|
<Anonymous ~ftp> OIESO| Y MHIAE H= W2 0128 & ACH
User ftp
Group ftp 82. Otz DNS MH{ 2 forward & M0 et £¥o2 el
Userdlias anonymous ftp A27?
<Limit LOGIMN $TTL BRANMN
AllowAll ihd.or.kr 1D IN SOA dns.ihd,or.kr, root,ihd,orkr. (
ﬂ'”ﬁ"w 42 : serial (d, adams)
<Limit WRITE> 3H : refresh
Order Allow. Deny | 1M retry
Alow from 192,168,3,63 192,168.2, .ihd,or kr 14 ; expiry
DenyAll 10y minimum
<ALimit >
<D|reI|::tI|:|ry incomming 1D IN NS dns.ihd. or kr.
Allowll miail IDINA 192,168,168
‘?{Um'w 1D IN MX 10 mail.ihd,or kr,
Directary> www 1D IN CNAME  ihd.or k.
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ind.or.krel U2 MH= dns.ind.or.krOlete 012 2=
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83.

84.

85.

86.

JbsolCh.
CtEe xinetd0ll &2I5t= telnetAMBIAS
29 Aoz Egl AH=2?

service telnet
{
disable = no

flags = REUSE

socket_type = stream

wait = no

user = root

server = Ausr/shindin.telnetd
log_on_failure += USERID

only_frorm = 192 168,1.0 192 168,22
no_access = 192,168.1,33

access_times = 09:00-12:00 21:00-23:59
per_source = 2

instances = 10

F
@ EUAMHIASE 018E

SAEY &g
@ 192.168.1.33 SAE= Al
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® 192.168.1.22 SAE= XF
QUCEH

@ 192.168
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2lsA st (linux.ac.kr) AH22I XHe!
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Il

BHEZEht ZHO0IA = comlinux ac, k2
SHEIOICIH == multilinu:, ac, kr
Ct, EEESE2E HEIOICI 22t
e commullinukac ki MEZ ZH2IZ
2 2YZ0/A0 WA N comlinusac. kr
O/Lt muli,linux ac ki 25 B<=5H0 A S0}

3

.

3

Ho
08

2
D

ofm WU HO RH
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@® SOA
® CNAME

® PTR
@ NS

DNS MBS 2ItHA Z(reverse zone)
ot SAE 0|2 N3 M ArEstCt. 0lH 8t
clHA & 0 A2 He d2E=2

@ PTR
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/etc/named.conf IH 2|

Z&st ololIct .

87.

88.

89.

90.

91.

acl "member” | 1921 WO 1I6R10°24 1RGSR 5

aptions 1

directory "/var/named";

allow-transfer { 192.16850/24; 192 16856.10% )
forward onlyv:

forwarders { 1921683231 K

allow-quary | 192124 192168503 membar 1

® 192.168.50.2 F=AE
& IS0t
192.168.4.20 =42
s &= QUCh.
SIFUA E2ALE Al 192.168.32.
°|E RotH 0l MBIt

@ 192.168.56.103 =AE 2= SAEE
0, X U AHZ FEItsScHEH
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SePIE =6t I AHEIPE 0IEdi A
AAEBHH EIQUCH =22 ZZ2Al(Proxy) A
MZ AIE6IEZ2 ol OS &Y =
D TZ=2A MBS Al D522 2ol

0lEQ QY 0l =t werd
@ AU ABXIS0l 222 SH AOIEN &

xretgh == AUCH

@ ZEAN AHE Sdoll ASX=2 A2 AIOIE % U
2 2 = QUCH

@ TZ2A AHE Soil A 2A20A AHL AF2XE AlAE
oz I 85 = UL

22 ZEAl MBe! squidel B34 E 02l squid.conf

o A2 Z0ICH CIAAN MAEE= ZEA M2 A=

2 MBQIDI?

cache_mem 8 MB

cache_dir ufs Austdocalsquid/cache 100 16 256

® 8 @ 100

@ 16 @ 256

gt el 2lsA MHZ telnet, ssh, samba AABHHE 26t

HOLt B2ot2 2ol 3HS AIAEIS OGS 229 A

HE 2261012 ML JIE AAES HES Oz A2

olNX & I #=otH RIS AH=E?

@ DNSAIH @ NFS MH

® CVS AlH @ NIS AH

NIS 22I0IHENAM NIS AMHZEH M3ds MEX HAE

S9°| =g EOIotIAF StCH 0l I Al=dlore EEH 2
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@ rpcinfo @ ypbind

® ypcat @ ypserv

s UgeE Z2 )32 NIS A & 2209 EA

MEBEHE=E T2 OB SO0ICH UEE A7 & LIHA 3 58
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@ ypserv
® ypbind
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92.

93.

94.

95.

96.

97.

CtS DHCP AMBiet 2t
@ SUOIHENH =2 HEAl SelPFA&0t
HIPFAE AHEJHSOt.

@ IPFA2 HOIES

fNFTiraictngs
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=2 DHCP MH e && Il dhepd.conf Mo LR

OIEP. (s €3 2" s 8 88 1Y

subnet 1592,168,0,0 netmask 255,255,255,0 {

option routers 1892.168.0,1;
option subnet-mask 255,265 255.0;
option domain-name-servers 192, 168.1,1;

tange dynamic-bootp 1921680, 128 192,168,0,254.;
default-lease-time 21600;
max-lease-time 43200

F=AE 192.168.1.1
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@ import: CVS2LH
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@ log: =g W

@ diff:
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T AFH ZHR/C netstat HE2 = AEE &

state 220 SYN_RECEIVED 2t T U= A
Ct. Oledgt A Z2MoteE JIE |KEs BH2?
@ SYN Flooding @ Buffer Overflow

® Spoofing @ Sniffing

HIERZE AtEot= PCOUIA
( niffing Tool)& ArZ ol Al /\P
EE2HS E9 NS &
| fIoH A S| HAalS
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98.

99.

100.

olZdl =ohiot & Hez JHE a2 242?

@ IDS @ SSL

® DMZ @ Firewall

CtS & DOS(Denial of Service) 322 S&0| Ot A7

® A9 JolLt BAXE FHot)| &Lt

@ O BAES 9I8t AE BHO2 018 4 UL
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@ NAT @ VPN

® TCP wrapper @® I1DS

Hot A E ol S=otH A3 A8t HAE MEXe I
AQEE HHolDAF SHCH O M AFSOtsSt 2ot =27
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M Nessus @ SATAN

® John The Ripper @ Tripwire
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