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@ oiE Eesl ™ sttt Ch. HASIS 2AHLOI root2 CIOIEHIOIAN B2sES
MY =28 Al&cle Y3oz gu2 22?
| 3= : UES3 ¥ MHIAY B8 | @ mysal reload
_ ] @ mysal_install_db
61. S0l JAMHOIKIE P46 Al AFREE CGlI(Common .
Gateway Interface)0fl i8St 2 O2 =@l AH2? ® mysald_safe ——user=root ——skip—grant-table &
® EJ| & MHIA PSA OOIEHO0IAS HSY & U @ mysgladmin ~u root reload
Z 5t=0 J10d6HALCEH
- 67. OLIIXl & Xl Al JservLt PHPE S&O =2 0t RIdH
2l JHel CGI ATTEES SHAIHAT HIR2IZS 20l X _ n
® oot e o8 A% ti=el | T Al XIESHO Bl Se?
® CGI9Y AJEES 0/E Q02E YD & UOH, © @ ab @ htpasswd
=6 AFR0| _%m. @ rotatelogs @ apxs
@ CGlI ATYES MY E0l AIE8EHE AHZE C,
C++, Perl £0| QC}. 68. & HIOIXINAM 25 MAIXIOI LM HLE AS20A telnetH
HE 0|2oll |IMBIS 808 LEZR HA8 & GET HHE
o o= o= 0lZotH otutxl & PHP HE BE S0l ==&C} 0lst
. o ol Ot . 4 Ol . d : o
O N ety et ) 0 U Eat OHAl 2.x izl O M2 &S 97| A5 httd.confOl A &t 227
@ PHPRIS MXIAl OIIIEl 1.3HAS NN SX 28 © @ HostnamelLookups @ ServerName
& X235k, OIIIXl 2xHEES S& 20+ XIJSHC. ® AccessFileName @ ServerSignature
@ OFIHXI 2.xH&EOI OHLU(I 1.3H&E 2 CH CraFst &Eefe =
ZHA B2 Jl== KB 69. &Ht AB2l EFLFHIMAQ smb.confl] EHE 2LFE &
® PHPS =X QEHEHE NASS 1.38F0| 0L 2.0 MOId €3 H8E SoE I MSos 382% ¥XE
B HIgh M2lsE0 “2lch. =
@ PHPEZ =X QSHH2 295ls 210 BX P52 2 @ smbclient © smbstatus
dg [ 2O H22IE S §8XH22 AISE. © testparm @ smbmount
63. OITIIXl 1.37|8t02 AAMBIE 295D Y= s2se ma | 70. &H AHS o= Y& = ArEXH(user) HEO e €22
HIADE DICH 2500 M3 =(Thread)E XI5t OFIHRI g 2%e A=Y
2X HEOZ Hipeil) stth. £AZ2 Y 2218 43 @ /etc/passwd S= R0 R0l Al RNE A4t
Al BFEAl XIHG0F Ol S®2Z o2 212? o AbESE & I}
@ ——with-mpm @ —--enable-mpm @ 2l=A HEO IHAACS 9 FARC IHA S = 20
® --enable—proxy @ —-enable—cgi S FoHoF =Ch.
@ /etc/passwdlll SEE SMHE X9 MH RAZ2 MA
64. CtSS OIIX AMHS &F WMol httpd.conf ML g ZeJt 8t
S0ICH OS99 &3 2= 2oz - 2A2? O 255l U5 [AUS AIEE =S HREHC
serverRoot “AustAocalfapache” _
) fust/ ) Vap 71. NFS ANHHE 0O|E3dl= 192.168.4.3 E0|HES H2S
ServerAdmin root@ind.or.kr /etc/hosts.deny I 0l AFEH0] XS5t DT & IS HF
serverMame wwwihd, or, kr oz o2 A2?
DocumentRoot “fustAocal/apacheMtdocs” @ nfs: 192.168.4.3 @ nfsd: 192.168.4.3
UserDir wann ® portmap: 192.168.4.3 @ 192.168.4.3: nfsd
Cirectorylndex indesx, htmil
72. NFS A2l &F ma0ol /etc/exportsOfl CtSS XAHC=Z
@ 2K = /usr/local/apache/htdocsOl MZ&ai0F o 12 S8 Fd= Qo2 A2?
HH 0l Xl= index.htmlZ =45l 0F &tCH.
9 el AIRIHES S0 ER|QH DublIC html £ www ._z"l‘ fnfsdataEPE E|E—1=§E|§ 1921EBED
oHYl |I2AME MEGHH =L, C Class HE®Z HEH &§+ EAE
@ OIIIXl MHHel ZE [l &e2|l= /usr/local/apache OICt. =0t HAFIEE T}
@ YAME 22X MY F=AE= root@inhd.or.krOlCh. Ll Afsdatacs 2 2 O 40| JHS51
4. rootAEIZE BIALEE FHL
65. OIIIXl 1.37/8to=2 RAMAHE LS00 UL S8 2HS
ol AAMH Ol20 ZEHS 808022 Il 2Yold| ol @ /nfsdata 192.168.2.0(rw,no_root_squash)
ol AH 2 35 =
Etg}dof'%‘i?—l{;f}dg; x;foraf o;ﬂl[:u:' It‘.tgg < HO;E A ® /nfsdata 192.168.2.0/24(rw,no_root_squash)
@ —d ® -5 ® /nfsdata 192.168.2.0(rw,root_squash)
@ /nfsdata 192.168.2.0/24(rw,root_squash)
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73. NFS AHS =4I 192.168.4.2540|Ct. NFS Zc2t0IAH E0
A dHO B2 U= CHELE &0 oA 80, Y
o2 292 A=2?

@ showmount —-e 192.168.4.254
@ exportfs —e 192.168.4.254
@ nfsstat —s 192.168.4.254

@ nhfsstone —e 192.168.4.254

74, @522 & ZdH= ProFTPD AHE ®A &% RS el
X 8tCH CH8 & proftpd.conf I OIA HAMNOIE &=
(=1/)
@ Maxclients @ MaxInstances

@ Standalone @ MaxClientsPerHost

75. MY AHIL JaHES=E ’—‘.‘%SPEII &8 MHIA ZEE F
Zotd Sttt O8 3 1 &80l 8le ZE=?
@ 25 @ 110
® 123 @ 143

76. CIS2 0 MHUAQ 23 T2 730 st & HO0[CH.
™ T2 )30 CHst 8Y0eIDt?

b MDD AMaIl Delivery Agent)2] 5t SE0ICH

Lt 2ZFHA B2 SEE0 2 HED AT 0
2{Spam Mal)S FICHE I AMEE 2

©® procmail @ Qmail
@ Postfix @ Majordomo
77. Ch&2 ProFTPD MBS &3 T2l proftpd.conf It o
ULO0ICH OIS HFU 2plE HELZE U2 A2?
<Anonymous ~ftp>
User ftp
Group ftp
Uzerdlias anonymous ftp
<Lirnit LOGIN:
Hlowdll
</Limnit
<Lirnit WRITE>
Order Allow. Deny
Alow from 192 168,363 192.168.2, .ihd, or kr
Denyall
</Limnit
<Directory incomming
<Limit STOR MKD
Al
</Limit>
</Directory>
<fAnonymouss
@ 192.168.4.50M EHote AYAMER= G212
incommingl LA ZEI It=SSHCH
@ 192.168.2.50lM E&ote dYAMEXNE ECIHEL 0

&0t AYAEZE X = incommingdl

79.

80.

81.

82.

@ Z&et PEAN ABQI0l FHst AYABIE SO
Ct.

Eclil MYHZEDL Jbsot

g SIAIZ g AMHE Sendmaill2 235t
. EI'—* Al SAE S021 2J0H2 g Aol
| ceoct= E-mail AIEE RFASHIULCLE O SHE

2 e MU AOI2 A27?
@ /etc/mail/sendmail.mc @ /etc/mail/virtusertable

@ /etc/mail/local-host-names @& /etc/aliases

/etc/mail/access IO 192.168.3.0 LIER 3 Il =
St SAE NS0 HYE HY = U= oDFcPEE
ot dEoz a2 3129

(1 192.168.3 DISCARD @ 192.168.3 RELAY

® 192.168.3 REJECT @ 192.168.3 550 email ok

Kb 22l 82S2 clsA AIAE” & Sendmail AHHE

22|50 UACH DBNAL MM webmaster J1|x*0 %
OIS HMYS DUNRLA AT AROI WS & UG

3ol Sect=
2 A2?

Q82 B 4H0| R NYUZ L

@ /etc/mail/sendmail.mc @ /etc/mail/virtusertable

@ /etc/mail/local-host-names @ /etc/aliases

HEH=2(st ndalone)JJ A#HOIEQ2! xinetdE Al

0K
el
rr

Y

A
o Huws WE s S8 H27
® X MoK Z= MUIASE2 xinetd2 2% 6t A
ol £0

@ EEXDF 22 EMHlAE ©E U282 2%ols A
0l =Ct.

@ xinetdE AI25tH 2@ /dHI*‘ZOI st
otKl 20t AIAE H22 BFA &

D xinetdE Soll =2
HESO HY M

HZ2elol &=

A2?
$TTL  BR400
ihd or ke 10 IMN 504 dnsihd or ke, root.ibd, or ke, |
42 ; setial (d, adams)
3H + refresh
15M s retry
14 s expiry
103 ) minimum
10 1IN NS dns. ihd,or kr,
101N & 192, 168,1.5
mail 101N & 192, 168.1.6
10 IM M= 10 mail ihd, o, kr,
WA 10 IN CHNAME ihd, or, kr,

@ ihd.or.kre WY AMBI= dns.ihd.or.kr0l2t= 0IES 2=
Ct.

@ M= mailihd.or.krOlH IPF=4= 192.168.1.6 0
Ct.

@ ihd.or.kr2t dns.ihd.or.krl IPFA= 192.168.1.5 0|Ct.
@ ihd.or.kr2 dns.ihd.or.kr £ root.ihd.or.kri2= & 20|

b
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83.

b

oIr

GtCt.

CtEE xinetdOll &2I6t= telnetABHIAE &3
S0 MYOR sa 2e9

ro

service telnet
{
disable = no

flags = REUSE

socket_type = stream

wait =

user = root

server = Ausr/shindin.telnetd
log_on_failure += USERID

only_frorm = 192 168,1.0 192 168,22
no_access = 192,168.1,33

access_times = 09:00-12:00 21:00-23:59
per_source = 2

GilOICt. Ct

acl "member” | 19216832 WXIE 1681024 1RIES6IE &

aptions 1
directory "/var/named";

allow-transfer { 192.16850/24; 192 16856.10% )

forward onlyv:

forwarders { 1921683231 K

alfow-query | 12 R4 192165138 member K

M 192.168.50.2 =AE 2= SAEE X UY AMHZ
TAIFSEICE.
@ 192.168.4.20 =AZ 4= SAEE= 0| M0 292

g == 8iCh
O AR0A Z2ARLEAI
o2 258 0 MO SEHEC,

@ 192.168.56.103 =42 2
D, BE WY MHE RAIISSEICH

In
S
J
2
2
]

instances = 10 87. S9IPJI 2F5tH =0 AIEIPE OIS0 Al WIER3E
b FAESH ERUCH =2 Z=EAl(Proxy) MHE R=5101 2
HZ AIE2AIE=SE o6IQCH OS &Y 5 88 H=2?
D SUNHIAS 018 4 U= O HA+E 100/1, & ® ZZA MHO| Al JISCE oI ABHSES L& Al
SAEY FE 4 Us wEHE 20I0H OIEC] QIEY 018 HEIb WatR 4 UCH
@ 192.168.1.33 SAE= AlZ2H0l A2gi0] &usS ol2g @ AUY AIZ2XE0| 21582 3 AMOIEN EHote 212
2= QICt. XHEtE 2= QUCH
@ 192.168.1.22 SAE= XAE Al2H0 €4S 0|28 £ B TZ=A ABIE Edll MEXES 28 AIOIE & WA
UCE. 2 2 = UL
@ 102.168.2.2 SAE= A2t Ar2tgio] stal &g Q] O =N AHE Eoll aAF QL20A AFLE AF2 X AIAE
g = UL oz A E5E = UL
84. clsA Ustul(linux.ac.kr) AHBEIXIC E2ASS stutA A 88. LS8 TE Al MHQ squidel SF&F W2l squid.conf
A E2XNZ HIHHA DNS A &8 QES 2gACH C o ARFO0ICH ClAZ0N MAEEH= ZEA AHE 3AJ|I=
S 20l £330 /ol AISoH0r & dineEzZ L2 A = MBQIJ}?
=7
cache_mem 8 MB
f T o = = '
24 BRHSA ZHOAE comlinuxac ke cache_dir ufs Austdocalsquid/cache 100 16 256
=3Eo, %EIDIEID'I Shll=  multi linus ac, kr
2 2TUACL ZEEIZSUL BEIDICIOS ©8 ® 100
E&TIH cummul.hnux.ac.krﬁ MEZ TH2= ® 16 @ 256
2 EAZ0IAEE, HAE EH22 comlinuac,kr 89, & C1o] 2=A AHZ telnet ssh ba MHE S5
e ) . 8 SA elnet, ssh, samba 25
OILF multilinux ac k2 &= E&ald A ST AOLt D52 OI5h 3CHO| AIAEIS DONEHO 242t A
E 2&05I|2 #O. JIE AAES HES Oz A8
@© SOA @ PTR SIOX & 0 PEoHH 988 AHS?
® CNAWE @ NS @ DNSAH @ NFS A
85. DNS MH 2 2ltA E(reverse zone) M2 IPFEAN O © CVS A @ NIS A
B SAE 0|2 NFEY O ALRSICH 0128 4FS A
2HA = MY AIE = Y RS2 gore 2He? 90. NIS ZC2I0IHENA NIS AHZFEH HE=HE AFEX HE
=2 552 #olataX sttt 0 ArSOE HEUHZ
@ SOA ® PTR %;8 ag?ii Is] PN, F. O M AHE3H Ok o
® CNAME @ NS @ rpcinfo @ ypbind
86. CtS2 ONSAH 2 &3 maQl /etc/named.conf M2 ® ypcat @ ypserv
%“='OIEP CtSo 431 H3E ES S8l HR?
91. IS0l UgaE Z2J3=2 NIS AH & 20l Oil/\‘l
AI2E s T2 ES0|CH LP“% A F UMK 30t &
Jr 8 He?
@ ypserv @ rpc.ypxfrd
® ypbind @ rpc.yppasswdd
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92.

93.

94,

95.

96.

97.

CtS DHCP AMH et e WS

O SCHOIAENH FA BHEA SPF=AE0E OfLI2H A
HIPFEAT AMSItsotL

® IP=A2 HOIEYOl= 2C20IHENH & & & U2
Lt HIO'A-IH1: gatg 2 giCh

@ ZSCH0IHENH DNEXOR EXE IPFTAE SEHE £
ULCH.

@ ZSCH0IHENH IPFAE LT Al2tSOHOE g2 & %
QUCH.

CtE = CVS(Concurrent Versions System)0l CHEH &€

2 8l 2427

D B2 TI[HEWAN SSHQ HE 22E AdH R0l At
St

@ 22 TS 02 AI0l M Hole 212 XIJ st

© ZCH0IMES MB X2 012U UM StLIS HE
BHole &g &~ gith

@ CVSe 22 =59 T2 &0l Subversion(SVN)OI
UCH.

s DHCP Aol &3 Il dhepd.conf Mo 22

OICH. I:P AF Y 2EHE WE 5 88 227

subnet 192,168.0.0 netmask 255.255.255.0 {

option routers 1892.168.0,1;

option subnet-mask 255,265 255.0;

option domain-name-servers 192, 168.1,1;

tange dynamic-bootp 1921680, 128 192,168,0,254.;
default-lease-time 21600;
max-lease-time 43200

t

@ Z20IHEMNH Y= UWLMB =24 192.168.1.1
OICt.

@ ZA0/MENH ELTE=E HOIERAOIFLAE 192.168.0.1
0| Ct.

@ Zcl0IHENAH 192.168.0.12852E 192.168.0.2540 X
st EIC

@ ZSCH0IMENIN JI=2RoZ SET= Al2F2 3AI2H0ICH

CHES = CVSOIM AIE5t= H3Eo0 st 88e=z &l

A2?

@ import: CVSZEH AAE JINS | AF2SHCH

@ update: XHA&IC &Y LHIES MBH 2% StC.

@ log: & LHIE2 EoIg [ AFSStCY.

@ diff: HEE WE=sS o8 O AI=stC

NHEZE AIE23dt= AIAE0l 2AL0HAH 501 & ot £
T A QO RL netstat 2= MEIE ZAIGHLELI
states2 20 SYN_RECEIVED 2t T U= HAES0| L}

Ct. Olcigt &0l 2dst= JtE REE SH27

=30
@ SYN Flooding @ Buffer Overflow
® Spoofing

@ Sniffing
, g, 3IAI 59 22 UIERIAE AEdl= PCOUHA
AHZ B8 HL ALIE(Sniffing Tool)S AFEdlA AIE

i

(=13
=2

0lEd =0k
@™ 10S

3 DMZ

98.

aio

Im i J Ol)|

LS/

®» @ o a
oo
=
c
o

99. CIS0IA &EHot=

® SSL

Al AR ZR A
DMS, Mail, Web M

AN

= He

2Mat,
3 LES

IJI'J

FHEHO
I=I_||_

ZdE

=20 2O Y IPFa=
2H =L,
MHIEZ AMEIPE ®H EP

=

s= 33 AIZEH

g BOIPRAS 206

.:n:uHZH_:'._LI 7|
gtk ZEN 29

S M

212 FHELC

EEM

14 b= ok HO 2

@ NAT
® TCP wrapper

100. 20t A3E
27

 Nessus
® John The Ripper

Ko ct
AQEE HHSHAX st

@ VPN
@ 1DS

Ot 23 e AE
Ch. O M Ar2IIsEt 2

@ SATAN
@ Tripwire

AMEX
2ot
I_

_,_

o I
23

It|

Kol ofoICl, HASS, FOIS=S S HIFEI} =&
S 4 UCH OIS BB AN ABI0 23| LA
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