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@ PROM @ LILO $myname is brux
@ linuxer
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® P Masquerading @ Port Redirection s -7 S SeTT SrE AT
Q2= A WEANAE 2 HOIEHESE , 889 2lAE, U
BER NPE s
| 2US : 2sA AAEY 22 | @ fsckZHE THY AIABS ZAIGHAIE £4E Dol =
= g £ gt
21 root ArE Xt Seltl tier £8°= @5 X8 ® fsck@ e +88 = WP 51X ROIE =0}
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b omkdir fnew

L}, fdisk /dev/hdc

Ch mkfs.extd /dev/hdci

2k mount -t extd Adev/hdcl /new
@ J-CH=Lt-24 @ Li-Ct-Jt-ct
® Ct-Lt-Jt-2t @ U-Jr-Ct-ct
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56. 2lSA AIAE Do 2@ WA = SSHOI e #go=2
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) ) (® SSHE gt 2701 T2 g2l M2 MSA 25
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52. L8 3 MM~ 213 74240t OH 287 © w2 HOIZS 1SN ZEEDF Us HA BW 23
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® Mac Address @ Time Stamp @ #g & R0E MY HOIZH I HXE ol ECH
o ol ol (e W mOn ma olon @ EQ8 MY 2= ASHE o =C
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54. BISSANA AIAE! HOHR2|0) (18t YO S'l A7 FEAAE =
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. a l_ —_ =2 O =2 AT . DA“g?
= =l SIOITHElAE 22 T7als 25
® IaTTAF;;El;Egg o(r)(l)gﬂﬁ__ SHE WS 25t R — ® ez sz
© HTMLOI CHEH EZ=SRS |ETF AAA0A =250 ® 2=Xs @ AMKE
ULH.
o o 68. X20l= MHAUEE SE0|U, TA SS9 0|82 EotAH
ol AR EXS HEDSS WA 51D K -
O Ry e EEmEE WS Sl A FES 923 511 UCH FAMH PHN ABEE
SSL(Secure Sockets Layer)0ll CHst d2o=z MEGA o
@ 199040l & HUA 2I(Tim Berners Lee) BtAts 2E = 229
olcg ol2 ZEO| WAE ZaEg 22
DU aos mme Sasled * © BABY S2I2HA00 HOIEIS OMEN FI| 9
B Y HE Z2E22A 012 UAHOIZ A
BH:CH
62. AAHIANA 20| AIESID A= & N A2l PHPO
o asioz =EsN Se e @ ssLe @ MEZer L2 IY d AAFIP)S U2
® MySQL. Oracl SQLS Chorst DBMSY SIEE & 9 TCP/IP 22 D220 Mg s 2 QIC}
o racle, molhs Hes ses T A @ SSLS FEAUE MHIA(OSI 7THE)Z SHED o =2
oo fmer & oL H0I&0I SYH0ICH
@ =Z A= MEe N “_*' i @ S IPHIME ZES L2I5t0 02 Mol 2ot It
@ =29 ASPY Hl==st H&t= stih SAEEZ OIS £ Q)
@ HTML2A2HY R=EE &2olH MHBUHM 2AE Xl
ot0d 1 Z2AE HIMLE 20 Ue 92 &l 69. Ct=22 MHIAHIC SFLE T (smb.conf)0ll CHEH O
Ct. I8 & S8 A=2?
63. OILIT WABIO B K elofel PHPS e1S SXBIACH @ sccurity AKX = 915 HUES L0i5Hs 202 4IHX
EELTIO” F%Tg;mml‘l’-!{(#ttpypu?)I?}:Tml E;'"A|9|E101°._EP._ (Share user, server, client) ]t UACH
xl & .con s = PAS F
JI5HOL 8=t L =T @ “#, ;7 5 25 =402 Hel=C).
ation /x— _ ® “load printers = yes” 2 HF5IH ZBIH S52 XS
gAddType appllcat|on/>; httod—php .html oz zc a0}
AddT licati hp .html _
ype applications/pnp..tm @ “hosts deny = OFOITI” OIZH &X5t0{ S “040ITI
(® AddType applications/httpd—php .html = 3oE A& 9}
@ AddType application/php .html
70. OIS Adra HHOSOICH HHEO0 st €90 E&l
64. AN OIIIXIE 3 Cl&&E2l(/usr/local/apache/)0ll & 212?(samba 3.0.X)
XlotCH &xX& %:’E_OPEHOH O Cl2ERDF MAEQACE. @ smbpasswd : ATHIAIH AFRXIS] HEMA, HLHS H
dH8E EIE"EEIOH et Os 49 = S8l H2? A S AIREC
(1) bm/o Ox MHZ208, RE2IE ¢ PIDIF 284 ® testparm : ABIAH OI2EAl AEE SHS HAES
O '[Z. Jl {8t ¥ HO0IC.
@ cgi-bin/ : cgi AQYE W0l EMHECH (3 smbstatus : B &'HH MH &EHE &l & = UCH
® icons/ : OMHLXl MHOIA AtE3SH= OHOI2E01 SHU @ smbclient : AHHFM Ol E&5t= 2210|0E T2
Ct. Ol Ct.
@ logs/ : OHIIXI21 MO0l M=
71. &H ABHS 20t 82 3N 40tX1J+ ULCE. O
65. A& X0l S22 OXI AHE AIE6I0 & ANHIAE E Sel Ha?
otl AL T=XJF WOLM OHXl ABION Cf Oler S5 @ user HEO AL UNIXZD PCES HE 01501 SU
att&*dt Af)§0{|j:|]|*§| H%%JiOI }‘ﬁﬂ;ﬂ%’jﬂg; = oo AEXOF OICH4Y [ O RS 2360
.con = = = = _ _
o117 (Apachs | 3X°X)T ° < @ user LA LB3E VEMAS AIRFI0 QS5
o o £ oted™ Security Options@l encrypt passwordsS
@ MinSpareServers @ MaxSpareServers YesZ2 & &56te S A0 Security Options2 smbpasswd
(@ StartServers @ MaxClients s AAo6iok St
@ share A2 Z2IE, CD-ROM, anonymous ftps2 =2
66. OIIIX| AIAMHE HASK0 Cist Crgst 208 42 = A S UHEL2 %%’S NEIE0 B8 B2 2ot
Ct. TS otmxl 8221 (access_log)ItLel 27 oM Ct.
S J2% TS0t = S30 e 98 = =6 & ® user B SBCH share B0l 2Dt 0ED, 452 2
= xE %=5IC}h.
LogFormat "3h 361 %0 %6t W5 %2 %b" common B
72. NFS MHiE= &4 ZS210IEDl XAl XIS NIREE £
@ %h: 278 dd WS @ %l 2AH 27 018 PIES EHIGHD 910101 GHed Ol2fet HHE olAng
R (exporting)0l2t] StCt AALZE HFH0= CIYs SHS
@ %t : A2t @ %p : N NS A ()uu__l_gﬁo." st ot Eg = s 229
@ root_squash : N2 S0IHEI TE HFS AE
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@ rw: BRE NS /M) BEe2 OIRE @ incoming LI E2|= SCl0IHENAN AHZE LS &
@ link_relative : EOj Algal 292 A Agz 232 &+l
HBA AE
. ) C = = 76. LIS 2001 HY AHE ME8H0 AIZ X AJF A X BOIl
L os 2 WNAT s BT & A
@ insecure =X =& Ihs o N HYS B SCH O ()oH) S0j2 Z2e2s &
_ _ KOZ Lgst A22(=AHU2 (1), (), (=)
73. NFSOIA HM2E= oz T2 O0| ACH 2 T2 O30 O
g 49 5 nEdE A2? MERRE —-> (@ ) --> HZLMHA --> ( © )-->
@ mount SE2=2 NFSS OI2E otXl Rot2z 8834 HYMHE —-> ( @ 3 --> AM2TIE
02 mntnfs S AF206HOF SHCI.
@) §howmount %%W_OHA-I ANBHZ2 AEES BHFI| < 1 POP3, SMTP, POP3 @ POP3, POP3, SMTP
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US| S 8 = HE 51K w2 H2? €32z 8¢ A=
@ /etc/mail/dracd.db 22 GIOIEHIOIASIGHH Relayst
merverType inetd Ct.
CefaultServer on @ AFES XS IPJF BIROE XSz HEEIC
Port 21 O A oIsSAlAEOZ LS BYM 2=(d/pw)s 21
Urnask 022 HYesS XM=Sstit.
Mawinstances 30 @ DRACZ Dynamic Relay Authorization Control2| 2FAt
Ol Ct.
@ oY £+HAUS0 oA AlSH=ICH
@ FTPABICS 11X IPEA = DA SAE AF E20A 78. HEMNYS AFWAQI sendmail.cfItd el LL0ICtH CIS
HFE PEADL O IPEA2SE GZ0| US 0 I 48 3 8= A=?
=20z MsE MY 232 =L o oot
® MZE T0l BSONY, JI=X0 Y HOLS 644 Ao
0IC}. Fwifatc mailfacc
@ = B2 JIsE ALRX 4= 300ICH DMnobody
Dnihd
75. Y ZRE A& 2HOZ 2H FTP NMHE R=6ISUCH _ L - B
proftpdel & T2 (proftpd.conf)il CHRDF 20| S @ localhostE SUHRE= WS saS AL
Mol st 8oz g8 222 @ /etc/mail/acc WM SS= MEXC HYLS 4 &
= UL
<Anonymous ~ftp> @ MU0l o2 HAIKIE B2 O A85ts ALSXt Ol
<Limit LOGIM> £2 ihdOICt.
ol @ HENHLS nobodydstoz ASHEIC},
<ALimit»
- 79. MENHY2 J|I2&EHCZ AW Y X JIss8 AL U
<Limit WRITE RNTO » - - e ?
ik Ch Ol JISS A8l SIBhME sendmail.cf THUO tLt
AllowAll o SOt HOIEM EC 0l SN2 AFR5HH =P EXPN
<ALimit > 4 VRFY 2EOE NIStelAl &1, 0| 242 VERB HE T
; ; ; Mt A =Ch oJI0A 228D Y= sE=2 0S8 & of
<Dllrelctnr'_,.' incaming C 01917
<Limit RNFR RETR> , )
D Al 1 spamOptions=authwarnings, goaway
en
<§.f'Li|lj'Jnit> @ relayOptions=authwarnings, goaway
</Directory> ® privacyOptions=authwarnings, goaway
</Anonymous> @ securityOptions=authwarnings, goaway
= 80. pop3Atiel BYRIE =HQIot)| Aol telnet HHS 0/
oo o= Do 4o| = 4| - _ i
U ga FTPE Eoh BEES 2 Mo AR 2 R 5101 =tol 8 & QICH CHS BIZH S012 pop3BZ O SS
: =MUE U4gst A22(=ANUZ (1), (v), (=), (=)
@ CE&Ee & W 0|82 HIZ £ UL
@ incoming CIE&ERI= ANHOUA 2CH0IHEZ MasS A
S g == gth

b
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81.

82.

83.

telnet 192, 168,1,200 110

Trying 192, 168,1,200

Connected to 192,168,1,200,

Escape character is 1"

+0k ready

{ ) test

+0F Password reguired for test

(D) wptm=m

+0QK test has 1 visible message {0 hidden) in
2299 octets,

()

+QI 1 visible messages (2299 octets)
1 2299

(@)1

@ name, passwd, Is, ret @ user, password, s, ret

@ user, pass, list, retr @ name, passwd, Is, retr

QIEY +HOIR(xinetd)S 012 X AlIDES AL
=2 e 4 YO 042 2 AIDL0 e £Yo= ¢
e A7

@ SIGUSR1 : xinetd%t 0l HI20| 448 Hi2s =

® SIGUSR2 : otE=EI0 THEH

@ SIGUSR3 : MH2 2E ZZNAE B2

@ SIGTERM : AT EQI THEH

oI Y IO 2(xinetd)2 2ot A2 SAoHA 2 IHX

SHEE MSSEC C2 S0 Uist 88 & g8l A2

® wait : AHE0 UE AHIA S&S HOstHT.

@ server : A Z2 89 H=Z0|C}.

@ per_source : S SAERSBHO AH L2 AF
StCH.

g2 2EY =HUl=22 012560
OICH. MH 2317t 50/42 I MU0l e 2F
J| fI5k04 ()l S0i2 2 QIJ}7

— o

service ftp

{
id = ftp-internal

socket_type = stream

wait =

user = root

server = Just/shindn, ftpd

server_args = - |
{ 1=15
t

@ max_loadavg ® instances

@ max_load @ max_uptime

84. DNSOIA E(zone)2 oY DNSII EEol= HHol 0|2

Ol ol=ld 28 d2=S01 MEL0 COIEHOoIAS

85.

86.

wew 180 IW A& 192.168.1.5
180 IW & 192.163.1.6
180 IM & 192.168.1.7
1 192.168.1.5AH2 20| S M 192.168.1.6 AH Ol
N g2 B
@ 192.168.1.6AKH2 S<0l =& M 192.168.1.7 A0l
AN SE2 st
® 021 &2 RR(Round—Robin)gtAalol 25124 SIS
EERNE
@ A= - &t CHOll ZOoHOF [IOIE LICI Kl ABOIA Kt
s 2ot 240l &G
87. TEAN(proxy)NHZE 0|26lH 2] JIX HEE dE2
Xgt S4EE QAL 0l& e A2

Ol21 YCH Ol24s YWZE=S0 st £ = Sl AL?

D SOA : zoneS & X &X. EBISAl H HK A2E==2 X
X4E|O.io|: Sl-

@ A:SAE 0IE0 Ssts IP =4

® PTR : E& SAE 0|82 Z2E GRS IP =4

@ CNAME : Aliase, &

DNSAH O CtSU 22 zonelt
St SCH Ol0l CHSH 2o =2
STTL BE400
@ IN S0A ns.ihd, or ke, root.ihd,or ke,
42
H
1
14
10 )

M MS  dns.ihd,or kr,

M A 19216815

M Mx 10 mail.ihd,or kr,
mail IN A  192,168,1.6
waewd 1IN A TH2 168,15

D = DNS MH2 X DNS A2t AHE

A2t 2t2=2 1520ICH

@ OtAH AH2Sl HE SIIsE 2ol S4I01 AIHstRS
H Tt AIEE <18 Ul AlI2+2 3AI2H0ICH.

® SIOISE Gtels AIZ0E 276t 2F Altse 85
0l 2ot &= &IEotAl 22X DNSA

Jb J1ES EEE Iblots A

@ DY 192.168.1.5KH 0l A

252 Al 2356t
S XX L0 DNS MHIAE 018
gttt OS2 &3¥olads
OICt. OICl CHEF BHZ 2R2 A27?

ol 2E WHAES Slain

eI e €2 =
d

—’F—OPOII KHIAO S4F2=Z 0

3

IHIEOH hEt zoneltdo 2=

O ZEA AHHe 2E MEXS0AH MHAI MHIAE & =
ULt

@ ZEAN MU= &5 HES Ad KAl JIseS W3
A OI[:l,_

b
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88.

HFS HEX LOIE L
@ ZEA A Z20IE YEHY 2t J|=S F2
% Uk

OT=EANAY squid? &F I (squid.conf)&E0IA KAl
AEE 022 3J1§ 100M &335t2{n sttt &8 & 6tJl
Aol Zst NAIXE OS 5 o 201017

@ cache_mem 100 MB @ cache_memory 100 MB
® memory_size 100 MB @ max_mem_size 100 MB

94.

dhcpd { & ) 00:10:48:06:49:22 ({ © )
192,168,555 ( ® Y 60 ( @& ) 30 { @ } ihd
ethl

® -1 -s-1-t-h
® -i -s -1 -0 -h

@ -i =1 -l =t -h
@ -l =r -1 -0 -h

@ M GNU D810 22 2 ZZ2HENAM 20l AtS

89. CHSS NISSl SXZ0 CHet HYOICH REGHK 2= 2 s
27 @ 2= MY HAES 228 == TR0/
® JIJl= BHL2 NIS “SHe"S XIFSHH 5iL2l NIS Al ® CVSE 0|23 Z2MES 285l 220 HEC2 2
HOH AFRE & UCH Co =2 aFs & AL
@ =012 MHls ©X NIS CIOIEHIOIAS ZAIZS 2 @ 2E T2HEWA SSEOL UM A2IE BO2M It
D UCH o] Z=0|L} HAN B QB2 YXE > UCH
@ NIS TIOIEHIOIASS ASCI CIOIEIHIOIAZ SE Az
=l DBM ZO OOl QUCH. 95. CVSE 0|28 DI2HE 48 HIE A2 ULs A
_ 297
@ NIS 22I0IMESS 84 NH22E A DBM OO0l =
EHHIOIAN MEE HESS =C) ® Z2ME 2|5 -> MEA =I5 > = T2 O
> D2ME =Y
90. NIS2| 014 Z20& S0lA JI& S50 &a as =0 @ ZRME |5 > =Y B2 OF > ML XI5
AOIOF BH= T2 08 & 0{=20IJ1? > Z2HE Y
@ ypswitch @ yppoll @ =g Z2 0t > ZRME FI|8 > MEA EII3
. — EEI—HE RFAH
® ypmatch @ ypbind > o= e
P P @ NEA XI5 -> TRME XJ|5 -> =9 22 O
oo . . e — HEHIE PNl
91. CtS2 DHCPAH &FIAQI dhepd.conf MIESl RZ0| —== F
C 83 220 s 4202 HEH 2A2?
. 96. O+2 2J| = DOS2AC SHO| Ot 2Ae?
aption rauters 192.188.0. 1 @ CIOIEN I, ®X, SXOs 2101 SHel ZH0IC)
option domain-name-servers 192, 168,1,1; @ 2o Yol THKE =Ha| B0}
range 192.168.0.1 132,168.0.55: ® 22 DA A 2t AIABOIH Z30F TH2X LHe
default-lease-time 21600; o A QIC}
max-lease-time B5400; @ 02 A2 A AN Aoz olsE = U
E9 = 192.168.1. : _
© HOIEHO| AtE 192.168.1.101L 907. 'S CoI0jE RAE AAICE Y=2A = U 0/
@® DHCPSCH0IHED QEGHA %0tE IPE EY F= 0lEH ZAS 5= RSOIDN?
200 AI2H2 BAIZHOICH,
@ DHCPE2LOIMENH EYE IPS 6AI20I XILIS ALE #include <stdio.h>
Kol D AP0 NSHOR 24AI2K AIRE = void main(}
|
U char c.
@ DHCP ZR2I0IMENH Y IP= QEO| U0 BA - _ .
SOl KILIE A T BT } while({1} c=malloc{100000}%;
92. ARPE 20| SOI2 IPE I8 MACEAZ Hast OIS . G oot
IS5 T U NS LHCH LSS 2=AOA ABSE © 23 M2l 6 tizel J2
arp HEOl2 SEEM s 40| S&l He? @ Z=2MA g 2SI @ R Z=2 A2 S010
@ -a: WAl Y= SHE T= DE SAES LY 08, Uiz ()90l S0i2 zoz wae a7
® d: XX FXO apE B0 FOE IR =S e e ST AT
® v EX0 PC2 PoE ()E wals AARD 2= JIS E HE S8
@ -n : 32bit2 E IP, = Z0I(resolving)E &tXl 21 IP JSE HSEL) 2Ets MSHE2 E5E JsE2=
2 203 A AL HD 2 S8 AAH HDIEAUDIZN =
o E) MHY &7, 0=, 23 S5 SSHRH S0
93. DHCP 221019 E= DHCP MBIl 232 501 IP, HOIE =
0l B, DNS EE S Z0ls dEgS 8. MAC = A EY EC SAE (@ AJE SAE
AJ} 00:10:4B:06:49:220| 1, QA= IPE 192.168.5.52 T
QESICID 511, leasetime 60X 1211 SAE 0|82 ® iAd SAE @ 238 eteH
ihd, B2 OIR2 30x2tD HFMUS M OIS ()oHol 2P
=) gé% gb/:dmg uoeﬁéj ag'y(g,\q[mu{g} (ﬁ())(l_o;l (=) 99, QIHY Dt 22 Z=Y(Public Network)E 0|25t M
(=) (=) o BME E 4 U= JI&, JIEQ HEH0 KD Y
x2 MRS JIE2H 8 X2HE CBT : www.cbtestpro.kr
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EH =& (3 1LHIBES HZotHM d3Ho AFOI

QOSg 2olsg MBg + U HFEE 22 U8 5 of

L AQ?

® ATM @ NAT

3 DMZ ® VPN

100. 2l=A0A JI2NO2 RIBE s Y50l iptablesIt U

Ch 100.100.10.1201l A 2L (INPUT)EE T3lEe 25 XE

St gt H82 U8 3 = AQII

@ iptables —A INPUT -s 100.100.10.12 -} DROP

@ iptables —D INPUT -l 100.100.10.12 -t DROP

@) iptables -D INPUT -s 100.100.10.12 -m DROP

@ iptables =R INPUT -i 100.100.10.12 —j DROP
112|134 [5|6|7|8|9] 10
@I o0l @] @
1111213 |14 [15|16|17| 18|19 | 20
@O0 @] ®
211222324 |25|26|27(28|29| 30
D@ @ ® | e||l0|3] ®
31(32|33|34|35|36(37|38[39| 40
O OO0 ®
41|42 |43 |44 |45 |46 |47 |48 |49 | 50
@0 ® el @] ®
51|52 |53|54|55|56|57|58|59| 60
@I e el ] ®
61|62 |63|64|65|66|67|68[69| 70
@QO0O® 0| 0| @
7172173747576 |77|78|79| 80
@0’ e el ®
81[82|83|84|85(86|87|88|89| 90
@ ® |00’ |O|0]| @
9119293194 (95|196[97|98 (99| 100
@Q00|®|®0| @ @
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