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A2RL s A2 Hillxzs W22 Hls L2MAE

0l

Ct.
@ “KeepAlive On” 8F2 X&FQl H&x, = &Y 220
CHoto EfRiolatel RS o8 & Al 6RE &2E

ot= B222 JIZ&80l on 22 T UL

S A0 OFIFXI /\-ItHOH HEs 4 Qe Z2H0IHES HEE
X&HZ=D] foH “MaxClients 150 20l t

S &% & sdel A2

@ 0l gt2 =L 2 AR MinSpareServers,
MaxSpareServers, StartServers 2| 2t& &0/ Z&d F
0 OF &tCt.

@ 1518 M2 Client 2 @2 €9 QA0 2 M MXl
CHOIALEHZ A1 OF SHCE.

@ 0l &322 OHIIXl ABJF &2 X2 HHIotH AHE
oot Il HS %I foh ArE =T

@ 0 &2 ME0olJ| /oA E BtEAl KeepAlive It
o2 EFEN UOOF StHCt.

OHII XISl EXZ K2 HI(DSO:Dynamic Shared Object)0il CH

ot 8¥O=2 MHEGIA %2 A=27

@ Y DES ZRA EI IISsIE2 2laAro S8H
Ol AFZ0l Jts0otLt.

@ HZXFIML0A LoadModule XIAIXIZ XAGIH SHO=2
MIHE 4= UCH

@ DSO YAI2 AFEolH T AAMH RS AlI2H0l HOHX
Ct.

@ MZ JHgst @5 BHHAl OMHIIXIZE M 2GS %D
T ANEE £ UCH

Oteiet &2 &322 JtXl=www.crypto.com OHIFXl & AMH

Ol CHoll "http://www.crypto.com/~stegano/index.html!"S
QEME M AMZE E2CesE IHe=2?

68.

69.

70.

71.

72. &

httpd, conf2] LHE &
U=erDir public_html

@® /home/public_html/index.html

@ ~stegano/index.html

® /home/crypto/public_html/index.html
@ /home/stegano/public_html/index.html

OtImtXIS| Dt AE SAF0 et oteie 48 & S8l A
29
® IP DIk D& o

tS
olLt AFE IPE
gt 2t 0ICH.
@ 0ISDIEt IS AE AHIAZS ol oA Jtatol |
Zeot22 HX ifconfig?t route HHEME 0200 At
X0 JHXI 2 Ues LAN IE0 JHAS IPE F=Itoll =
O OF StCt.
@ 01SJ18t JIMSAE ANHIAE o) RolAe=
apache.conf Y2 SUHA JI2&EE g2 =& 0F

OtItX| &X &= MM SHOHMEFE M IAdH| Rt A2
TZNA REZ R2SAIIIDA L Ol K E8 httpd H
g0 s82?

@ httpd -X @ httpd —f

@ httpd -v @ nhttpd -s

MySQL & Xl Al configure HE0IA AMSE S&U Oist &

YOo=Z NMEGIX %S A7

@ —-prefix=/home/mysal : MySQLS

Z28ots sd

@ --bindir=/usr/bin :

=i

OBJt M&EE CHECIE &

@ —-with—charset=euc_kr : DBOIAl XIKE A &F S

AN

(A}

@ —-with—-mysgld—-user=mysql : MySQLS 20o+tS 2356
J|l fol mysqldE LBAIE A mysqgl2 R*SE AS X

dote 58

SSL(Secure Sockets Layer)0ll CHEH &Y o2 gl A7

O BUNMSAE HF Al SSLCertificateKeyFile2 HIZ 3|
OS2 1 AXIE OHIXI0I LeHAF=E SE el

@ SSLE TCP2t 8IS MOIM E=Xdtl= ESAHASAHHIA
2 SHSH HS2AHol&0 SSH0ICH

@ SSLE2 JI2HC =T 4438 ZEE ALESHL

@ SSL2 ZH0IUED} 2= AH B Al MBI THE D]
£ 20tM 2IsE = 2ESH2=Z NAIXNE RPCE Sl
SHIIE 015t Y=ot = =10 L=C

HEAHC SFEFN Ui 2oz

@ F=HOZ ‘# g,
UCH.

@ AHEMBS SHIY S /etc/samba Ol smb.conf I
2 SHULCH

@ MHIHANE &%
CF.

oxo 20| §IIET HF & %

b
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@ hosts allow 8&2 Soll AbtABHN H 0| Jisdt & JI19F Jbsotct.
AEE HFE & UC © /Crypto CIMERIE Of2hol S2t0IMES OIRE €
2= QUCH
=2 HAEJ} A = & 5t Sost A o= o= . . _
/8. EEFOI_;_JP DHM—IHEWI S o 0 =og + = ed=d @ ihd1.linux.netOll Al /Crypto CI2ECIE OIRE otH QIS
dig st AHo2 @l 2127 ‘
= = Ee-T == aF SIX 22 HMAS Its5BICH
@ share : AFSXIIF QES UEAS AAGN FIIX /\-ItH
il ?18 oIS AIZBXH/ARAE 252 HXKX & 78. NFS SEI2|E|0f Oist 8% = gl 227
N i} showmount —e= NFSOl ZdAI2I R T H+E &
@ user : J|2 2o H#MO2 yserlil o ARSI/ TA © =0t i | | =
FE oEE HIKX E=CH. ® nt ' MBS NES AHO ABIOIS SoiED)
nfsstat —sE A 3tH AEIRtE BHE
@ server : AIEXAHEC IS HelE SEMAIAEUM St ° ) -
210 OlLI2t SMB Z2E22 X25ts 02 AHE S @ nhfsstone= Al2te 25to +, HE8, 4HE S°
ol Melsts erAlQ|Ct. NFSOl 2t#& CIOIEHE M38tCt.
@ domain : AI2X HE 0= HEHZE AT2E NT & @ showmounte= mount OI20 NFS MH O CioHAM ZoE
HIOIOIA Me2loks 240l otol ArE el JES HAIEL.
74. Ol AtHiOl CHS 89 = S22l HE2? 79. Otchel ProFTP SAMYLE S HHs A 5 Sel AH=2?
@ ‘/usr/bin/smbadduser crypto : stegano’ 2 AIEX = @ Maxinstances ProFTP ABIJE Inetd 2=2 2TH &
JbAl Y O wEES gleA AIZA HEOD SIS = JIss8 AI2X4E XA &L Standalone EEO.J |
=3 _|_r:L_c'>_§ ANEX 0|22 LIEHUCY, O‘: Ot2a 1ot O*QEE F=Ho=2 fiF=H =
@ testparm ¥ smb.conf MU S =0 @22 @ AllowOverwrite @ AFEXHIE FTP MO0l E&6HH MZ2
38 & @8I} 91O D0 OKHAINIE 20IZEC d&ctedd ot= M0l JIE0 = a0l AS T Of
LH & deIDtol CHet& FOlCh.
@ smbclient =L 210.101.245.11 2 AHIAHS AEIE & )
A =2 2 UC (3 RequireValidShell : /etc/shells IOl HAZX LS
M2 AHSots AZX0IH FTP E&2 ol2totiLt HE
@ VESZOIM 2l=ANH0 25t X2 2l X SC St moi ot S
oL RIEQX SIS 20 WEYT 32 225t - -
o smb.confl YA KES LIZ 0/20| LIEFLHCE @ UserAlias anonymous ftp @ AtXOF FTP MO &=
& [ anonymous AEXIZ &E50lH fip AIZAZ 82
. ) _ OtH ot= XI&EOIMH, 0I &2 anonymous ALEXtIt
75. SWAT(Samba Web Administration Tool)2 &HIE &&& - =
o] Seia|El0ICh 0l0f TiE Moz s2l oo fto AFZXI2 FTP MOl &0t0 0lZotsE 210 L.
DIIENCZ ZEUS 901HE ASSLL 80. ProFTP2l Limit =2 command0ll tHet &&0| S&l A
@ AN FTEHHSR ALE0| JHsott 27
@ SWAT T2 MZO0| AZAl /etc/samba/smb.conf @O MKD : MZ22 CIgER|IE ot AR
oS ol=dl, € O 2 =822 Moo 2 Tlole X s
_° <= RETR : & A 220IHEZ IS dSE 8=
0l TR2I2S A8 Molls BIEAl 8T smb.conf @ Ol A = 240l e N
IS BHOIBHOIOF BHCY. ® RNTO : CIMER|S 0SS HiZE Z=2
@ SWAT = RE &0l BUS root HHOR #owat —f @ RNFR - L&l Mg 32
/etc/samba/smb.conf& AlSMAIH Z=0{0F StCH.
81. HIZ=Z <&t JI=&8 iIJ}II HAEIHE 5 Rt OIS
76. NFS(Network File System)0ll CHEt 2HO2 Sl A7 2= T2 18s 0t ZR0l Hot=ot?
@ NFS2 A9 22H0/ED} ZT 0 AOT NFS AH @© MUA(Mail User Agent)
o X E2E MOt MHE MIASIEZ WE<SA @ MTA(Mail Transfer Agent)
EQfTOl 2 =5 b = HEO0l UL S
EciR0l 2 K=Ib =X OF &Lt ® MDA(Mail Delivery Agent)
@ NFSE 23 H At DE ANAEDO HEA S22 7
ngLET M= | SRR N @ MRA(Mail Receiver Agent)
= ol o ARG O _
G NFSAm aiH_'C*T'EF?/*lP*E;;ﬁfﬁ*{éo = = | 82 Crypto.comOliAl $SE MLS HY ML MBI SalaHAl
sS== SO : A2 Crypto.comllAlle BAXHO2 HlYs $4aIF A
@ NFS= HOI0IAZAIAEX ALG Slol WEZIRAH, & g CIAGHAH ot, O3 T3 e HILAMHUAM AHISHA
ZHEZ2S sagEH o2 RPC(Remote Procedure Call) Al AFZ2Xs HYES 416K 206HH &&6ts 227
£ ME5HD UCH , = Mx=
@ /etc/mail/accessOl Crypto.com RELAYE & &St
; = MXAN S
77. k82 NFS(Network File System) &I Q1 /etc/exports @ /etc/mail/access0il Crypto.com DISCARDS &E L.
ool A& 00|CH OfgHe A% = =gl 2427 ® /etc/mail/accessOl Crypto.com REJECTS & &SHCE.
- - @ /etc/mail/accessOl Crypto.com GRANTS & & &HCh
ACrypto  ihd= linus, netire, no_root_squash) yp =
yoo=. linux. netiro) 83. LHOIY Ablol S22 HITIAIII 28t 8 = dlOIE
. B OlAZE HAlGH)| 2610 AlEote YEOZ M&st A2?
@ ihd1.linux.netOlM /Crypto CI®E2IE OI2E dtH root
HE S AtESSHL { 1 hash access < access |
@ yccl.linux.netOll Al /Crypto CIZIERIS OIRE olH o )
® make @ makesendmail
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® makemap @ makeaccess gt A2 E JXIC.
@ /var/named/named.rev MY 2 AI23t= SO0 CHE
84. procmail Ol CHSt &Ho =z MEGIA E2 A2 o HE doIEHIolA OICEH.
D AEX AAZ TAIS ATHLUA EScts 2HO0ICH
HAOZ procmailrc uro'o A”/\*o}m EE}. @ proxy A= KHESCZ MAIE JHKD YA & Bt
@ procmail0] ABMHAS 2HUs LHS MTAMail HE 0|28 2HY MEAl g £E5 B2 FD|
e — [ I — yw— o 8
Transfer Agent)Ol|Ct. fI8t 20| Lt
@ DI’OCﬂ’]aHE MESIH T e ABKAO M} @ proxy ANBHe 832 ?6tH sqwde &3 Gt O0F ot=
oIS MY MH= O 20S0I 0 0] A S 2500t Ol, cache_dir /usr/local/squid/cache 1000 16 2561t
I E A vy SiCH 22 84302 Al CHELS AJIE HolE = UL
® squid &&0| HATH #/usr/local/squid/bin/squid
85. M LMK 0I122 mail.crypto.or.kr OICH ZAIXS “restartz U= S E0t00F ST
TR F=AE crypto.or.kr2 HEAIZH ot oAM= @ squid OI22 &&= #killall -9 squid 2 =8 & %+ U
sendmail.cfIt2 ol &S HASIHOF BICH TS & U2 Ct.
AHe?
1 DMcrypto.or.kr @ Dj$crypto.or.kr 91. NIS(Network Information System)0il CHst &€ o2 X Aol
® CHcrypto.or.kr @ RMcrypto.or.kr A Ret 27
@ NIS TOielolgt NIS IOIEHIOIA HEE 20l A2
86. PGPUIN XI5t 4JHX 2OHIS0l Het Moz Se of= &8xE84 180I80letl & =+ 2lth
A2 @ 2d0l2 AHE SHX NIS CIOIEHIoIAS 2AIE2E DI
@ 712 & (Confidentiality)2 HIZIIE RREIs AFRSOH A2 AW, OIRSOl BAlE O Ot OFAE AHEZS
U5 MUS 253 & 2 Y= HES UEIHC B ol sAz=ss 2=
@ el (Authentication)2 AT Sl A0 (ISt 250 ® ypbind, ypswitch, ypcat, yppoll, ypmatch o 22 2
M 3XOF RAID MAGHE AN SHe AS o= CIOIZIE 2218 & ypbind= &a JBS0 2010
StCt,
Ct.
224 (Integrity)2 HIAIXIZ Z=D02= ACHERHO| DAl @ NIS SHI2I= DNS =0l 2= SAES Ittt
Kol &010| Jisottis 20l st £50ICH
Tlol o CAIAEl S22 DIl oleotd, oHZI0l 218 AIAEQ
£0o12 X (Non-repudiation)= IS BUXA 21 2 92. AlZ < S -
QEP_W_ so|st _J'k_poﬂ}\— 2404l EHEs E§O|E|.L°J_ HE S X6 218 Jl=d Uxeotez 20X 22 2
' 27
87. =22 AE20 st HAgoz szl H2? @ inetd MHIAE xinetd MHIAZ WA StCH.
@O HHOIS /etc/xinetd.conf &ML E A0, inetde= @ tripwire 22 T2 S HX5tD, MAS MYLS 5t
XAl0] Z2lsls ZERZ HERD B2 QEO0| S0 L2300 JIs= O, Holds SJtE0
= 0l tepd Z2NHZ MEEHHL ® password = md5 J|ES| shadow AIAEICZ2 2AHGIE
@ tcpde 2 YW EE hosts.allow? hosts.deny It = S
20 Z&=E A0 2ol ZA0IH, telnet 22 B8 @ AAEO =@ HIOIHZI MYUSS BHA HEE T Atot
standalone 2E2 22|ots 20| LEHEO|CH. SIS
@ TCP Wrapper= tcpdlt 32| &4 £ hosts.allow
2} hosts.deny LN Z&E 720 °|oH Z&%t], R 93. sendmail.cf WS 72 MEoZ 2L AUCH Ol
HOl o258 HEMH Z2HNAE AMEG= WHUS st 8¥o=z HESIA %2 212?

s e @ Local Info #1842 SESAES REFDE Foldic
@ Y MHIANA O JHS dI22 &M 2elst)| o T2 SAEQIE, HY ZHos2 B2t HOECC
20l ~Hu=olet :EL0 @ Option M2 sendmailel BAS Holsle S X

oot 2 20IC.
88. xinetd(Extended Internet Service Daemon)2 2 A M Al = =
- . . M2 SRS F=AE HAE [ AIS
Xl= ./configure; make; make installll 22 2o HH ® glﬁted Users =l d
2 Soll OIEOP"E} 220 AF2 BISDL X s0It= - i B
IPv6 o AFSS NIl SIGHA AISE & Us ADY S @ Message Procedure #1842 oig 02 T2 1801 X2
Qe ggo_uy St Lo HYS CHAl &4 O 2est 720 2
L . . S0 QUCH
@ --with-libwrap option @ --with—loadavg o }
® ——with-disDoS @ —-with-inet6 94. Ol2H= CVSE 0|88 T2ME FI0ICH ()0l S0{IHI0
MAEE 2427
89. DNS /\'lﬂ'la ?st BINDE &X & FUIYdsS &F0ol0{0F S— —
SHCH Of2Hol 242tol IUol CHEH 20|l MEGIA 22 A MEa 2z - Z23E 8- 0 0 -
=X ZZHME Y
@ /etc/named.conf MAS [ P 25 IP =AE D}
ZICt @ HEAH &HgoY gz @ gz2t0tH
@ /var/named Ol WA AMBIS zone M0l =IHEHCH @ HAUHENE @ OHd
@ /var/named/localhost.zone Y2 2t2t0] SAEN O
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95. OHLFXI A Hﬁ“ MH0 &6t 22H0IHE IPE &0l6tD
2015 =AZE DNS AH Ol CHAl 25l =S &I M
20l é;“é*é AMZtS QA =T 232 client & =02
0122 JI=6ldH 2= &3 Hdyga?
(@ Hostnamelookups Off @ HostnamelLookups On
@ Loglevel warn @ LoglLevel Domain
96. TCP/IP, OIHY'S0IA OIR0HAE BAaLHEo=Z
Handshaking 2 F =& 2 0/8ot= MUlA HE 227
@ SYN Flooding @ Spoofing
@ Sniffing @ Buffer Overflow
97. ANIAE AMBIAN E206t0] flol =AM st 22 38
£ HMZEols 2HoZ 24Z26t0K ot SAE 9 IP =4
2 "7 018 Sl 22 ot 22?
@ SYN Flooding @ Spoofing
@ Sniffing @ Buffer Overflow
98. LIEIE Saoll X2 HEHU XI| XAlo 2A2E 2
4 QE T} 2 JAs AH2?
® e @ HioledA
® & @ EZ0|=20¢t
99. TS main() 2=0A &8t bof() S+==Z=21&40ICt. Of
chol T2 SN HAaE= did 3H2 ?
int bof)
{
char strBuff[5];
stropyistrBuff, “Korea Investment™.
teturn 1:
t
@ SYN Flooding @ Spoofing
@ Sniffing @ Buffer Overflow
100. CtS = IDS(Intrusion Detection System)0il st 8O 1123|4567 ]8]9] 10
Z sg A7 @ ® 20’0 @
@D LS JIBIO2 G2 22 EXFEZ Ald|l= 11112 13|14 |15|16|17|18| 19| 20
o M| WaCt @ B0 |vw e ||| @
@ QSN %S PR FYS w2 £ Yol ozs p | |21 [22]28 2425|2627 (28|29 30
2o ZALS U2 £ QU0IM FHI20s 012 HZE OO ® ® |l ®w| @
IPS(Intrusion Prevention System) Jt 20l AMSElD U 31132133134 135136[37138[139| 40
Lt V| @ 6 e 0o 6@ ®
@ AIAE ZAAIC SAl SXI5tD WSS 41424344 145464748 49| 50
@ XSS ste watHo =X (s g2l 2o @ 0B ®| v e’ ol ®
ol & H=He X0t Jtsottt 515253 |54|55[56|57[158|59| 60
OO @O0 @
61|62 |63|64|65|66|67|68[69| 70
OB ®w B ®w e 0| @
71|72 73|74 |75|76|77|78|79| 80
@O ew|ele O 0] @
8182|8384 |85|86|87[88[89| 90
D@00l ] ®
91192]193|94|95|96|97(98|99| 100
@ 26|00 @
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