2|SAOIAE 15

© 20044 103 31

& dr| 7|1E=H O

HX2ME CBT : www.cbtestpro.kr

‘ 112 : 2l=A A29 0]5H ‘ (1 80286 PC @ 80386 PC
® HEY PC @ AMD PC
s cl=sAa St 89 & LA ¥2 227 _
'S == o - E?Soﬂ . 'an oeme pme | [ 2SS Shelll UE 9 S 2N pe 22
©) TE}CP/IP' IPX/SPX & L8 HE®IA = == A&s @ AETO S sasts Bl H2lJl0lCH
@ PC atLtel 22I=el DUEMA 01f Hl Jta 2&2 @ ASUS ASE B S0 AT
Xl & StCh. @ st AIAE0 0d21o02l shellOl EMHE == UL
@ 2% 2lolEdelE diIl Yz M3t @® MS-DOS2| command.com0| 22 <&'= stel.
@ ANZ2E2 0|Sol0] st HEIRM, HEIENAZS HS
stC}. 8. 2L MM ZEI2E (Multibooting)0ll CHEH 8 = 29X
22 2A2?
U2 = 2EMAML gEs Oy & Hest A2? @O 2E MHLIME SolA 0IR U &IC
@ AFS X0l THSH QB HIOIASE MZolH 2E XEs 2tel @ e2lsA0AMeE LILOE 0lE6t0d ZEIRE S & 4= UL
Btk @ 012 SYMRE 5 2EEA AEE [ HelstC
@ W9 0|Es 2H2lotH & &S %= UM StL. @ AT 22X WYUM= YEBES AFE & QL)
@ ZEEZS St=AE HMOIStC.
@ D200 LT YAS HAGtD MBS 9. 1S2 2YD RS NUo UL0ICH 0|8 £Ys WS =
oor= 227
Mojo HO2 MHLF Ho2 ortgre Heo
Ol2f Ao BHZOE ML 222 Qo2 HeS SefantoO
FEHE ME DPE JESE JEL ==2JMS O timeout=10
A DETH ZFOE MZE CFE HZEM 28EH A2 splashimage=(hd0.1)/grubsplash.xpm. gz
BIHM AT 4 AJNE HIEHLCH Unizdt HWE H title Linux (2,4,7-103
FAMH E2 = (manuf acturer-neutral) 01227 I 2H roat (hd0,1)
= AAE CIHHOI AN 2HEM HSEESCH O kernel Avmlinuz-2.4,25 root=/dev/hdal
2Ll UnixE 2R ZQTt HESZ LISHAE 20 intrd Anitrd-2.4,7-10.img
M ESEER MAHE HEZ Za2F ATCH title Lnux (single user)
22 MH(shared obiech) root (hd0.1)
® FC:OT;;( ( s arkjl OOJeC S Interface) kernel Amlinuz-2.4.25 root=/dev/hdal single
Portable Peratlng ystem Interface fitle Windows 2000
@ HMI (Huma|.'1 Machine Interface) roatnoverify (hd0.0)
@ GUI (Graphic User Interface) chainloader +1
L H2cE SRS AIEot)| ol Jta tiZele =2 @ S Mol 2l=AQ 52 S MY 30O SLEMMI &
Ol Asels &2H0l2 NP2 HAgs Jlss 22012 XS0l UCH
ity
Ohj“ ] @ YSSX 200001 JIE 2= SAMAOICH
ALAI2H 0 ES i _
® I_ HOIXI #I (Demand Loading Excutables) ® timeout=10 0122 10% O|LI0I MEFH0Ior SElar &
@ Al2&(Time sharing) AL
©® 22 (Swap) @ ATSX 20002 H YW SHSCIAIQ X W NIEIA
@ s& Z8(Dynamic Shared) o £XI=0f UACH
02 29 = ()oH S0 UEez aoe 2427 10. sl 22 s Z8otd /e U"gEdz 282 A
=
(= ME= MEASHH EEEF ZHH O
. . R brw-rw---- 1 root disk 3, 0 Mar 24 2001 hda
Tt BHE HIZaH 2aHH AIZEIZCH OZ2H | ; L0 Mar 24 2000
_ crw-rw-rw- 1 root root 5, ar
M= AAH BE YEZZ, T2IHYsH !
ZEE 2 B OOIEE 2lSA AFEH HE He @® /proc @ Jetc
Hol o9 AHERX BE = SUCH ® /dev @ /mnt
@ LDP(Linux Documentation Project) 11. T2 /etc/inittab TS| LLOICE OO CHEt Y 5 &
@ FSF(Free Software Foundation) 9x g A2?
® Linux Kernel Project # UPS connected and working correctly,
@ Open Source Project pf:powerfail:fsbin/shutdown -f -h +2 "Power
ALl WEHORL Pl=AS MXE 4 o= AlAHORZ Failure; System Shutting Down®
otgre Ho9 _ o
sErx= A= @D ANAEE BS6t=e HES ZE6tD JUCH
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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@ ANA"E S22 F Y AIZSHC
o = = Aay= = 19. BEAl UERD ZES N=S2Z Mot ol TSt 2
@ AMAEHES CHAl REE 0 fsckES SEEIX LE= B >z XIQ&I’_E&’A'E melss T
@ 2018t 2= AIZXUH SHE HAIXNE 2UWLt
| alias ethD 8135ton |
12. OIS 89 & ()otlfl S0 UHgez ¢u2 2ia?
(M /etc/sysconfig/network @ /etc/sysconfig/hwconf
(. IE2 AEY fsckil 22l= AZHE SHEAE ® /etc/modules.conf @ /etc/inittab
JI2al HOEE CA2M 22 8H = 00og)H
HOEHS S HEAEO AAH ZZHE O 20. OIS ¥d & Ado HIUZ www.ihd.or.krl IPEAE &
A Qe 29
ol S8 & = [ILE Fl= J&0I0H TME e
@ ping www.ihd.or.kr @ nslookup www.ihd.or.kr
® M (Journaling) @ dig www.ihd.or.kr @ route www.ihd.or.kr
@ =24 I Al A8 (Distributed filesystem)
O NTE | 2 : 2sA AAE BE
@) HA(ngh Availability)
21. root(Super User)0ll CHE OIS &9 = L2 2427
13. 2ISA T2AASMNAM T 23S @E%IJPII? QAEF @ rootOlIH= @B MBS JFSHKIK Le=CH
o o= "My o =
51%%3 m_glonodeolﬂ. Inode Jt JIXID Y= HER2 U ® roote AIAHIS WSS & g0
@ meel o= @ meo 39| ® rootel uid(User ID)= 10ILt.
@ meol o @ meo ASX @ roote 2B SN WMARRE=E HIE 2= gl
14. X-windowOI 4 2Z(fon)E HB3I= Hl2oz gorg 21 | 22 “/etc/passwd” IHZOI Liet 2222 FX 4e NS7
27 O AAES D= AHAHN Oist 23 g5 20 UL
@ xfs @ fontd @ uid(User ID)2 gid(Group ID)&=2s 2t QUL
@ autofs @ gpm @ 2SS LS AR WARE=E Solg = QUL
@ AMEXS & UHEZIE L £ JUCH
15. C}S = shellQ stFB4E E3ole Yoz 2UA2 2
=7 23. A(Shell)0fl CHet B0z ALX| L2 AH2?
@ printenv @ showenv @ MS Q2IE(Utility)2F HE (Kernel) AFOIOI I XI5H Al
@ setenv @ envshow aAS HZ(Interface)S EESHC.
@ elsA0A MZols 22 3 229! &(Login Shell)
16. OS| HIZ = CIOIEDF 2EXINK SHIZ2H T £ US I ANE&(Sub Shell)Z2 U= 4= UL
fo?:li SEd A 228 J|s2 +8ole HE2Z U2 @ 2=ANM M2ots &0 =22 20187 AHMs
A= “/bin” CIZ&E2ILE “/etc/shells” IIY S &0lgtH &L
@ OIoIe €3 H=s @ UE®Z H=s @ ZZ=0| Al2E 42 ¢ A0\
® &5 HS @ M& AHs
24, Ct2 = 0OE HEW s 890z qot= 2H27?
17. HEH3 bl S, SUSA HOHSE 2= S0l 85 @ O20] AMES 0 ZatE AF2XC ABE AHY S
Sl &1, oY OIOIES SHX =20 HE AZHF Ct
= ZHlE=? ‘ 3 o
@ /\PBXDP =5t 152 &0Io6t)| ot group HE S At
(Jh )= M2E2 MERE FIIEH 2E 2EM stCt.
OICk ¢ 2 H0MAM 22 0 HE0Dl SE6t ® “/etc/passwd” ordol 28 2500 S8 AL IS
NOSH = LW UES (L )2NSE2 B0 of e ] ) o
DI--D- ol c oo o) _g_-gp A = @ 2EAIEXEZ e J&0 sol=sXe /etC/group b
E H:”:' ||}" = Ell .-'Ikl' - :u\}" DI’:“' %Oﬂ 3|§E|O1 %“]
o= ¢ CF )2 BHCH ( 2F JZBEHE MEE
I g8k= 4 AEsH A =20 JIBEESE 4 25. C}S = chage ZE0O 0l st &go=z o2 A2?
= (ct) 2= AELL D 2@ mS F0 JI2tel 2%o2 WAYCSIH Q5 =
J|12tg E &St
e =] AN Q| X| [=]
© Hol &= @ =718 o @ mtY, CEEL DL S3E MAEXN A8 Hi2L.
o _
© e @ clld ® MEX0 e HAICSO 012 JI2t U A2t HHS o
Fetlt.
18. HIER S HAH AAME ol pinglt 22 =FE AMEE
A QIEE o=z %Egrf—'—gg% %FE D2E=2S? @ SA0 = AR 2Jdh ol B2 -d SEE A2
- : WA AIEE = ULH
@ ICMP @ IGMP
® ARP @ RARP 26. (12 £ 1E FLE HAGE Y2 L2 A7
X2 2SS J|I=2H 8X2ME CBT : www.cbtestpro.kr
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27.

28.

29.

30.

31.

32.

33.

M usermod @ groupadd
® groupmod @ groups
CIS ()l S LHEe2 gae 212?

{2hi= M2z MEME F/aH #E 220
OLL ¢ 12 HHAM 222 0] HE0l REot

AN =2 =RE AEs (U ISH822 G
FoE 1002 FIH TG MEY = SH a7

FolM= ¢ CF d= Sk 1 BEHE MEE
I 2= 45 AEoHA =W J=Es=E 4
= (ch)a= NEL

@ adduser -v -v 100 csh
@ adduser —f -f 100 bash
® usermod —f —f 1000 csh
@ usermod —v —v 1000 bash

usermod Z o &N st d¥oz A2 A2

® -u: AIEXIS HlEYd J12tE Eols £ Ul

@ -e: NEX HE w5 JI2t2 XIEH =L

® -g: AEXN HE & UHELQ SIS 2F MEXUZ
SRl

@ —f: AIZ2X 018 = H2E #HFEs

readme.txt It AES —rw-rw-r——"2 & & 5}J| 2Ist

gygoz 2o A2?
@ chmod 224 readme.txt
@ chmod 446 readme.txt

@ chmod 442 readme.txt
@ chmod 664 readme.txt

file 80l WL SFE e USH €2 file &
0o =& 200l et 8 5 ¢ g2 Ha2?

t file openssh-2.5.1.p1.tar.gz
openssh-2.5,1,p1.tar,gz! gzip compressed data,
deflated, last modified: Mon Feb 19 04:54:46 2001,

]
M
rn
L:_I

o
fwl

0

[> ne ne
fo

Mon Feb 19 04:54:46 2001
GilA 2t=S 01 & I OICH
EE=IGVB S

OICt.

I

0

HU
Q2
]

mrwer——r=TRD OIA T'E
sticky bitot &8 & UL AMASIO| SHESS
@ ‘Is -i'E 0l8ctH M2 install 3EE & == QUL

34.

35.

36.

37.

38.

39.

@ Tt 3219+ 0012 m% OIS0l linux2t ihd@!l & JH2l
mgs =9 = ‘touch linux ihd” OIC}.

@ chown %4%01% MNEE [l -c S22 0/8otH BN
e MLSOl CHol A8 XHAMIGHH 20 =L

S TYAIAY 23 S0l Ust 84 =5 29X %2 A

=7

@ fdisk : IIEI&A MHE S 00 AFSSHCH

@ mkfs @ MYAIAE MHZ2 Ao A= SHCH

@ fsck : MAAIAE oS A0 AI2ETH

@ fdformat : 220 CIA3TS 22HIY TS 3HI|<2IaH
INE=3=l0

mkdir 00 et €822 ¢8=2 A

@ -m, ——mode==MODE S& S
A KEAISE BIAIKIE g—.@[}.

@ mkdir 220= CI2E2/JF IO
clE AbHISHCE.

@ -v, ——verbose : MZ2 CHELQ HOIW REE &3
StCY.

@ -p, -parents : ERot0tH 22 ClAELT MAHSHC.
22 CAE2II =MOHA 2L0tM MIl= HHE XIS
Ct.

oY AIAE Shlg (AT MEEE BiFe 280z

g2 H2?

® du @ df

® Is @ In

I NAN st 8oz 292 212?

® &5

I 2 Ml A(Interactive Process)e= Z2t2= SHEY
20 S&EEC

@ Xl Z2AHA= FR(queue)E 0l ol
= ZZAMNASS Jtel2Ich

@ o] MO Z2AADIL SAIO =#E 2= QUCh.

@ init ZZAMIA2| PID(Process ID)= 00|CH.

CtS2 “/etc/crontab”2 LHE & L=20ICt 012401 2 0I5t
= 2oz o2 He9
10 14-23 = = = fetc/command
@ HE 14L2H 23LNK @& 10AI0 /etc/command
E o /\Iil}

@ Y 2= 2AI2E 2F 11AIDEX OHAI 10201
/etc/commandE Al A|2ICH

® MY 22& 10Al 14226 10Al 23=20HA 0= OHCH
/etc/commandE Al AI2IC}.

@ WY 1020l 25 2AI2E 25 11AIDKl 10 20T
/etc/commands &S A|21C}.

CS2 top HEOUHE AEs 2R &9 A=20ICH 0l
e d¥oz 2492 A27?

PID USER PRI Ml SIZE  RASS SHARE STAT

2311 oot 14 0 1108 1104 832 R

ZCPU %MEM TIME  COMMAND

1.9 0.2 0:00  top

zZ ANAS JIE2M EXE2HE CBT : www.cbtestpro.kr



2|SAOIAE 15

© 20044 10 31 27| 7|&=2H O

HX2ME CBT : www.cbtestpro.kr

O ZAS Al MRS 22= N2l & AH 2
1108Kbyte Ol Ct. 45, otLE2) 6}5@|_ﬁ37}_§il% EIE&_/\I&E.:.“OH MEZ2 olE
@ moio| @M=9= 00ICH El%%}%@%{xﬁtjl%é BtHES LIS 210ICH OIS & ¢
= LT AT f
@ nice & 14010 @ M SIECIAD0 DEIMS BISE= H0i= ‘fdisk
@ B3R H22le 22 892KbyteO|Lt. /dev/hdb’OIC}.
o , . 5 mo = olw @ MEINZES M ‘mkfs -t ext2 /dev/hdb5s” EEHN
40. T+SE “/usr/bin/passwd” 0l CHEt B2 = LR0ICH 0l = AI25I0 IIY A|AEIS DISO{0F B0
ZPEE HHOZR A2 3129
@ M otECIAZN swap S FIHE 22 ‘mkfs =S
-r-g--x--% 1 root root 13416 - /dev/hdb6” HHOUE AIZSHCH
@ CHSOE MY AMAEHES mount HEOUE AFZGHA Cl2t
® %F'J%I{)JP O Iteds A H2R |5 UlD(effective Ec2lg O0I2E M ArEZStLE.
User ID)= rootJdt ECt.
@ LI 0] IS Adg 32 R5 UlD(effective 46. 2lSA HE AAQ AMY HHUWE =A g0 Lgst A
User ID)2 & Al UID(real User ID)= ZCt. OICH =AUZ HIZ2H ugd 2427
@ LYLMIE 0 MYS aAlsis AL AHl UID(real User
D)= rootdt EICH . make I:uzlrnu}ge Lt. make mrproper
@ rootIt O IYE AE H2R K& UlD(effective User Ct. make config Ch. make dep .
D)2t AWM UID(real User ID)= Ct2Ct OF. make module Hb. make module_install
41. “letc/printcap” AB2 AIAL o) MBEE ZXS © Li-Ci-et-Jt-0t-tk @ Jb-Ui-Ci-2i-0i-t
LI ST printcapt 2 0IA AIZ2E s HEZl ZE9 MY @ ct=Li-Ct=Jt-0t-Bt @ Ut-Ch=2t-2t-0t-tt
S LOUX U2 2A22(H0IM Z2IEHN et TS oE
&aotet.) 47. TS = AHY 2MYU s 8¥o2 QYR 22 242
# laser printer @® CPU OFSIE X0l THEt xI M5t SE4E Soll AL 45
psl3rd Floor Laser Printer:™ S BANE = UL
'sd=var/spoolAp s 9600 rwishilo=lock:mx# 10000, @ 828 S20IHE MHSIHL FItE ULCH
af =Avarfadm/ps_acct Ap3:f= Avar/spool/psAog . ® O%lgg HBS SO0 Setifel ds2 REE £
dp=fdevnullicf=AusrAibp scif :df= AusrAib Apsdwi ™. m
,p / H. / “ﬂ 4 . / ,“ﬂ & @ HE S 9dI0IS dleiH sa AADCZEEH HES
af=/usrAib /psaraphiif=useAib/pspf i 2TSHOF BHCH
nf=AusrAibAps i =AusrAib/psfort ™,
H =/usrib/pscat vi=Aust/lib/ps: 48. OIS £ AHY MY S J2H0| e 89 = 29X
2o A2?
@ sd: AZEE CHEL @ af: @% 21 ItY 0|18 © M Technol Devi = BoRle 2
el = ) B = emory Technology Devices: & 2 22 =
©lp: BX S+ 2 @ lo: B3 I 018 w5t BB H22l AKX ClolAo] N JlsS
2458 = UL
42. Ct22 B8 UAANS otE= DHEOICH ()eto Lare 2 N - = _
: oo =NHE (D_P) () (_P)) == @ Network Device Support: S8 UWE<S3A ot=0 Clot
= e OIA0 U8t XI¥E &4d3 ot SES I U
£ ( I} ) /dewAdOh1440 OJ10l= PPP2 ISDNE ST UCH
¢ (e I R R
# (CH) -t ex2 /devAdD /mnt so = STET AEE meEe
# cp -dp /booy~ /mnt @ Kernel Hacking: 0l BI=0IAE AIAEIO| HIFA EX &
= AF T L ke E g £ s HE
@ fdformat, mount, mkfs @ mount, mkfs, fdformat ﬁj_ogf’t?ﬂkl o = o
@ mkfs, mount, fdformat @ fdformat, mkfs, mount
49. OIS AHEW 20 s d¥oz L2 227
= I Trel = = T inl = (=}
43. 08 =Xl IY = ASE BXQ 2RO gts RE? ® 2CH Z=A BSS U 3y FCg a5 2o
@ /dev/dsp @ /dev/audio L2200t
@ /dev/sndstat @ /dev/sndconf @ 28 Lo Sl 28s s fAd MEES of
O StCH.
44, TS = 223 HHON 0 CHE 20l LU =X @ BES LS MOIL 2ESH=E AE 27 A 2E
H& AH2? (Demand Loading)0l2t 8tCt.
D modprobe: REE A0S SIEHE A AT @ Z2CE ZES HY DooeE U2 AW HAS I
@ insmod: ZBE DE DES RS Ct.
® Ismod: 8 REE ZEES9 =2Eg =SEH} ol AAEi moTl (Am= molse O
@ mkfs -t ntfs /dev/fd0 @ mkfs -t msdos /dev/fd0
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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@ mkfs —t vfat /dev/fd0 @ mkfs —t ext2 /dev/fd0

51. syslogd 20| HE2D & == 27

o o o
22 A2?

T

=

t

rr

ez

ol

@ /var/log/messages @ /var/wtmp

@ /var/dmesg @ /var/spooler

52. OIS S vi & &2 HAE gHIIZ 211 UES AHE +
gle ez 2A2 A2?

@ /var/log/xferlog
@ /var/log/boot.log

@® /var/log/wtmp
® /var/log/dmesg

53. xinetd.conf I UIA 192.168.0.10
IISBIEE ols KAIHZE 222 2
@ allow_host = 192.168.0.10
@ only_from = 192.168.0.10
@ access_only = 192.168.0.10
@ restriced = 192.168.0.10

SAEWME F0l
29

54. WA EZEHE S I8 HE(ruleset)2 £Fot=0 A

@ ipv4 @ ifconfig
@ iptables @ ipcalc

55. &bt Login E2 08 t= &2l 3! dSAl 536t M
S0l = melo] BoH0| KW Ol Hx mRIHe?
@ rlogin @ slogin
® ssh @ telnet

56. Ct3 tripwire & 70l it &Y= Jt&E 92 127
AE

@ M0l CHEt CIOIEHIOI

0l

ool K28 PNsts 22 2
I =2
- =

@ NAZOIAN ST 22F TES 2AGH0 206 F=
=30ICk
@ PHMEE DUS HOHHO HECZ =750 ZASA
= =3oICh
@ NAZOIN 20D RS FUFS HO0H 2Dote ©7
olct.
57. 1S3 22 2B BHFE BUTIE LYS A7

Interesting ports on localhost (127,001

(The 1513 ports scanned but not shown below are
in state: cloged)

Port State Service

22Acp open ssh

2hAcp open smip

53Acp open domain

B04cp open hitp

1104cp open pop-3

@ portscan
@® nmap

@ portmap
@ ntop

58. Ctg £ES ()20l 2ste 0i=?

010
n
rir

0l

59.

60.

61.

62.

63.

64.

JEH=E MEZ 215 HHE WESIHE CIES
METls 2= Z=2J({ogin, ftpd S.)0|

Al BIFY TI0F 2iCE RPME AMESHE ME
2 EIsAHM ABRIE ()2 RIE EEIE
ZHHISI0 O =2 S0l BEFSHH ASME

UEE = 5= 28 HESELL

@ PAM @ Shadow

® MD5 @ NIS

cpiolil CHet &Y = LUK E2 A2?

@ oY S HOIZE EetolB2 MEoD| foll AtEdte &2

3ol
@ CYMELIE TR R W20 oY SE8 EF
CF MESZO0LOF SHCt.

® UER3Z s XA LI H20 2A HolZ =
2H0lE= AIRE £ QILt.

@ LS OII0IEERH, = 03t0I1E2 =AF 8Lt

©°
Je

S = ol AlABC HEIXE SYSH 26| ol
AEE| LY FHOR BT A2?

@ rdist , rsync @ rsync, rdate

®@ rdate, rview @ rdist, rdate

| 3}E : UER3 ¥ NHIAS g8 |

Y

g BetRMe HE e &Y =
HZ YU HOoIH & SH AIEE=
HTTP(HyperText Transfer Protocol)OICt.

= el
@
@ NH2 @& (Request)Oil CHEH S2t0IHES SE
®

(Response)0| J|& &¢2l0lICt.
OIHYIN HZEHN U=s SAES
SAEZ HESH

@ XIHEH SAES ZME AENC SAEZ JIIHYAN B

O
>
0l
>
N
>~
0
ror

T
T

e

=

H =
ror

X

0

|0

HU

I

I

_Ovj

-

5

o

>

o

)

& 0S°| ASP(Active Server Page)et 22 <

i~r - X=

HLEXIgH, D1ZES Z(Perl)OILE ASPECH

o
Nl O%
I

!

= Yoz
0 4R
=
=

oo

[
I

®
@

|
=
2

QM IrE mr
00 02 rmpd o H1

!
Q

o

m

=

S

[> 10
R M-
O

AH 2 Jl2d3=zg N3l == Otwxl &
A2l A 0IDI4?

(@ LockFile /usr/local/apache/logs/httpd.lock

@ ServerRoot "/usr/local/apache"

(® PidFile /usr/local/apache/logs/httpd.pid

@ ScoreBoardFile
/usr/local/apache/logs/httpd.scoreboard

ria
OX Im

o Hm

>
0z J%

U
40—

hls

ORI & MH2 &&F &3 =, MaxKeepAliveRequests &

=o
= o o o
39 48 & L2 A27

@ KeepAliveTimeout & &0 &3 T 00k

o

tCEH.

b

|

NZHE JIZ2H AX2RE CBT : www.chtestpro.kr
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@ zl 8= asS Qo BEE 2 gt A2 St @ CGIofl Hlol e=HHAN S5l S456IC.
@ g0l “0"Y AL 20IHEI} ¥ 2 M WX A @ =2 2 DEZ SN A AI2E £ UL
= o1 AHE AC
@ 2C0IHEII ABHU S FBE Y2 I ARHE 71. SSL2 ASotIl fdll httpd.conf M2l 2ot JtaAl SAE
AIZFS F == 200ICH Y 42 GDN P O, SO E 4D 1 US &
Yoz Ao 2 A7
65. & SAE MHIANAM AIEot= OHIEX & AMH2 =4 J| (@ SSLEngine : SSLE F&6tl= ModSSL ™
S o 5 WP based Virual Hosting)0 te £5.== @ SSLCertificateFile : 1ZA SIXI9H 1 0122 O of
@ hitp conf T2 S A NamevirtualHost #SE F4X ® SSLCertificateKeyFile : BI2LI| 01ST 1 AAXE OHIHX]
ol et Ol L2A=0, 0 ROIAM Zo® ClAE2s 2E9
@ IP =2 8 JH2 O THoS AIEE 5= JAs Yo S AS XA ADI/MD] GIOIES =0 HIYI| 2Es
2, 222 CHel=0 JHt’“‘*OE ServerName, SHCt.
DocumentRoot, CustomLog SE &3€ = RULL. @ SSLCACertificateFile : Intermediate(root) 21ZA <X
@ AMA IPE AZoll Yes EY SHAHNAM &HEtst g £ Ootmxio &£ =Ct.
&0l Ct.
@ AMZdl= #HIIH=0 ifconfig?t route2 0I=0t0d JHalS 72. RedHat HIZ0M CiS & &H 02 AQAEES MAESH It
IPE =D} 8&0ol0F &tCt. =27
@™ /etc/rc.d/init.d/smb @ /usr/sbin/smbd
66. CtS2 MySQIQ AA AFMY AX Ud = s 2&0|CH Ol :
o mps Moo= 9ol Se e? @ /etc/sysconfig/samba @ /etc/samba/smb.conf
Joonfigure --localstatedir=/usrAocal fmysgl/data 73. HHF A2 BE Z2F0 Uigt 285 22 A27
—--prefiz=/ustAdocal imysgl . —-with-charset=euc _kr @ /etcOll smb.conf W Z &0 UCH

@ "//"e =42 el
@ Ol #&el Z1t /usr/local/mysal/datalil mysqllt test i .
= JHOl HIOIE{HIOIADL MM EICE ® dH &F(Global Setting), 2% &2l(Share Definitions)
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- _ o & BRELR F4E
@ --prefix=/usr/local/mysql= MySQLOl €%l & & CI . lﬁ: v
£2/s NFsle sM0I0L @"re

@ --localstatedir=/usr/local/mysal/datas MySQL2l G0l
EHE2 /usr/local/mysal/datadil MEAIZIJ] K& SE0 L
ch. 74. &HF MBie EF = 3 *OE &20| D s&t g e

. _ _ o . XN&EGl= 2122 28 [

@ —-with—charset=euc_kr= MySQLOIAM &2 AlEsS & SO Ost 2 = ogre :4@9

%= JAH oiF== SHEO0ICH ’

67. httod SN2 ME Jist 58 & 20| XX ¥=2 @ path : SR CAEc|2 AN BZ0ICH

Ae2? S CAER CIAEE BHED
@ -v : httpd2l HEES ZelEotl) &S 0L @ valid users : 28 CIAE2|0 2001 & £ A= AR
@ -7 : hitpdSl SHES TRIEGD AMS DHEICH nEs doettt
@ -X: Ue=2 HAEE fd A2 Z2hA 2E2 A ,
sHA|2IC}H. 75. smbclient ZZ2 )& 2 cl=s4A & SCH0IHE RECEIZ
_ R, _ 0l ¥ES 0l2otd &HF MBS AEHE H2E £ UL
@ —-d serverroot : & A& L2 XNAEHM AIEGHA St 0] SE2IEIE 0|21% o olL2t =2 Mo &Exssts
Ch. ol AFESECH 0l SEC2IEIN et 8oz 2oUX| &
2 229
68. httpd.conf IS & JIX| & H&FHOZ 020N UCH _ AN =AES Ct.
httod.conf THU Ol gl &2 g’é% 29101 J}7 ©-L: e 2228 22
_ -l 1 IP =AE AISE M AFSSHCH
@ ool A &3 ZF(Main Server Configuratioin) g c dT o It)il dH 01}| AKIE }
o —-E : stderr stdout 2L},
@ &M =& & A (Global Environment)

_ . -P @ AMHIAN Zel Jlolg &8
@ 2el0IME & & F(Client Configuration) ® 81 =0l B =
}

@ otd o2 &F(Virtual Host) 76. SWAT Z2I20 (Het 8Yo2 L2 A ?

69. PostgreSQLS] SHOZ oteiX| @S HS? (@ Samba Web Aid Tool2 <2tXI0ICH.
O DAx sEA @ M7 K& @ /;é/sgréi%Heg Hé}%r":‘l} /etc/xinet.d 20l SWATE A3E
® 2y 2d @ QHRHE KOIKE Jls ® J|l=Noz ZE Ms 213HS AESO.

. JServOiI el MmOz oo we 2o ® e NET ABOR SulE L3  Us REOE
@ OMIIXIO HE ZEAIH ZILS A A & &=

EP.
@ MZ22 ZZNAE S0 AEHSHCH
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@ wsize : NFS NHERE 2ANSO0l= HIOIE 48 XF ®0 - HAZRO IS
S @ 1 - N2 o / 2orEE JI=
@ soft : I OO0l LAM3HH I/O M2{2 HAl Bt @ 2 - TP AWl 23 Hos Ha =
@ pimeo LHE G0l SEME sener not responding ©3 - BRE Fh, A WA NLIAN BE IR
@ hard © NFS MBI0I EFZ0IR0l 2MEpl 52t Ba2
SAE. 84. ABMSS YT A0 MEHUS SMTP OIZ0| H S

78. ProFTP & 12 &A™ (proftpd.conf)HilAl 20| LXK HE 0I5l Y= EWHAl 26tES ot JUCH Ol=
a2 2A2? accesslt2 S 0|25l0d SH&S =85t 0IRH X =0 0l
@ ServerName : AFS T} FTP MOl ZHE Tf O Of thet €8 5 2x= X7
FTP M2l OIS0l 21Xl &= ol =Ct. (D RELAY : access W XHZNH Js SAEL IP,
@ MaxInstances : inetd mode2 M =0 &% Jiss A SOelol thet e &
21X =5 XISt (@ DISCARD : AUHEOHA H2 HIAXIZ EH HLS X
® ServerType @ ProFTP MHHE A& AID = LHOICH oMl otE JIs
@ <Directory CI#E2|E> ——— </Directory> : HAI& Cl © MAILCONTROL = =HM0A2 B2 2EY JIS
diEC|0 et s&S Ho sttt @ REJECT : AUHZOH HE AKXl HYS &X 2

ot ot= JIs

0

79. ftp ABIOI = B =, help YRS 0S50 B + AE
= e 2

Ol JHAl %%ONH_EH@ ts2 &9

2o 22 A 85. 2lsA DBt A|ABINA MEHLS dARBEECZ I
=7 ZEHLASH AHEZ= SMTPMHE OICt Oldl Cist 8¥oe=z
H . = - OH:\I-Il 9;9 j—{or)
(D passive : passive transfer mode 2 &2 S5} ==
@ lcd : 228 A|AHIO CJ2EL 0|S FAO|CH. O ASIHIIXQ MEMHLH= P9P3 AMHIF Z8C 0 A2
) 0f, SMTPS CHOH TCP 258 ZEWMN SYEHES ors
@ case : HW/ASXE 2200 BEHEL. O™ QICH
@ size : SZAIAHO WO AJIE MB(Mega Byte) =< @ MEHY 33 AFAMs AN = EXTY, HY alias
g 20= HF, MCHY F2MO, JIAASK Y 2202 U
SOH QUCH
80. FTP MHE S FTP MUI0I 2iZot) A= AMEXNSS & @ sendmail.cf IS Jetc/2L0l =MWGHH MEHel =
QIGIH 2elg == U= FIHA 2el Z208E M3 = AR 0|CH
D OQUCH B YOI 1 Q0D BR ARE AT - '
= _ @ virtusertableIltY 2 JH&t AFE X DHE O CHE M2
@ ftocount - &M FTP MHE 0185t 1= ASKH = Jetc/passwd IHU Ol EM5l= AFRXE HAICZ BHIY
=el of MBiOI OI2{HOl JIAt BAEZ 25X & AR
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(=S
@ ftpshut — FTP AW AU 86. (2= #H OIS0 s dH0ICH LUX L2 A2
@ ftpstart — FTP MW JlS @ f#HOU 20|12t MHUAM A3t=sE T2 M2 A 6tLES)
22 Jt29|0, ottel 20l o tles 22l stit.
81. IS & MY MUIAE s 4 FELHEI} Ot 2427 @ #IHU 22 /xinetd.conf A& MYUS 211, /etc/serwces
oo 48 ZEHSH oA Z20IHESl A0
@ MTA (Mal'l Transfer Agent) oS MO Wes Hes A0
@ MUA (Mail User Agent) ® MHOIA A85s Q29 982 20 A1 21
® MDA (Mail Delivery Agent) Standalone @ =2 ?_%EF.
@ MRA (Mail Receive Agent) @ AMHH=22 84 N2 AFE610] 2210|0EQ OF
Ol M2 H2 CI2S TI2fRCz Az MBS B0
82. sendmail.cf MU A= MEHY BEI2EE XNE XIEHGH
Of Abgetth TS & MEN20M NN 2= 8882 | g7, opjs MENY X0 2 DASO S=0I0H 2 0
=8 €xe A=? 29 021 HY0| S2H HHE ANS?
@ interactively(mqueuelll U= HYLsSS SIIg 222 & ; ;
SAH HYLES M) [root@ihd footl#rpm -gl sendmail
@ immediately(mqueued = HLSZS background Jetcfaliases fetc/aliases db fetc/mailfaccess
maueuelll ELILD &AIZ2t LEZ WZE) Jetc/mail/domaintable fetcAocal-host-names
® background(maueuelll U= HIZES HISIIE 22 Jetc/mail/virtusertable /etc/rc.d/int,d/sendmail
b s :
HSA HE) Jetc/sendmail of

@ defer(iide =4lot0d Jtsst & el R0l ME)

r

@ /etc/access — MEHLY SH Jls &3

83. M0l HSoIAH =H /var/maillogIt ofl HIO'X**ON @ /etc/mail/virtusertable — Jt& X HIOIS
2st 218 JI=26HH Hedl, ol JI8ote 2 #’: S| . oMo A T
SOl M2 loglevel2 XIEGHZE 2 AUCH loglevel 2t ©l0] @ /etc/rc.d/init.d/sendmail - MEHLY &F m_E
Jb ECAH ®XI &AHS? @ /etc/mail/domaintable - MEMHY THQ HE &£ 0t
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88.

89. =

90.

91.

92.

93.

/etc/servicesOl= UWERAIN 2= MHIAIN ZSIUHU
Ct. Ol It 0ol= service-name, port/protocol, aliases,
commentet 22 522 LN JU=sd 2o =t
0 20|oF g2l H&EE H2?

@ service-name : 2t LEWA AI2E AHIAS 0IES
ANl B202, = T2 ) UXGIEE ST

@ port/protocol : AI2E ZTEHS 9} “EEQ K2 ¢
ole Aoz AIE2E = s Z2EZ2 /etc/protocols
ol @& 0 UL

@ aliases : MBIA OIS0l Oist €&o=2
MR XIEE 2= QUCH

FHBOZ # 0|22

A

Olelet 832 4

@ comment : 2= =602 Hel

=ICh

FE0le #HO2S THAIE olotot=dl
0= /etc/rc.d/init.d/xinetd OICt. Ol
Wel0IeE et=d ol HE T X =

@ reload
@ stop

DNS(Domain Name System) AlH{gt QIE{SIAIS] &
E0ll 2X2 0I12EE B0ioH ALZESO0l0IaiaHDI &
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oz ate AHe29

HAE 2l AIEH=E E02 29

= _‘.:_?E/\‘I ?43|01| EH
S S 1ol st =0 &
X UCH

® host= &4

@ nslookup 2 gt o
015t ol AMtESe

Eo UESZ 4HE 20tz Z=FO0ILC.
Z UPANH £H0| SHIEXNE &
S0ICH

xinetd= tcp_wrapper? S At 2 MO s &0 OLlet

2HYE S5HS MSeCh 0l oHE& Xl s A2?
@ TCP, UDP2t RPC MHIASH & E@2 MA

94.
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97.

98.

99.

@ Bt MOSEM D=8 2 Mo
@ MHIA HE S0 e StEel AR
O

@ 3 NH =01 LHe sSHU &

08 8% £ ()20 S0 W8S 2=HUZ 22 L
B 2e?

sendmail= {  I2k= €8 LS SolM HOE
Ch O 2= 22 ( )Y E=( OHEDH =
HEZCHL =8z I3z if2s 58 HEJ=
=T RAANT IAHME

ar, J7ECIEIE
OI8aiM ( IS d&sks 2100 W T2 ST

@ sendmail.cf, /etc, /etc/mail, m4, sendmail.cf
@ sendmail.cf, /etc, /etc/rc.d/, m5, mail.profile
® mail.profile, /etc, /etc/rc.d/, m4, mail.profile

@® mail.profile, /etc/, /etc/mail, m5, sendmail.cf

DHCP 2ci0I¢Eet &2 d
Q=22 M USHA
S0l tHet 2oz

® -d:
Ct.
@ -B : DHCP MHZ%H broadcast
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syslogWl DI

/etc/resolv.conf WAS CHAIGH= 31% St
@ -T: HAE REZ It = AN 52 ot
R =1sg

nmape network mapper2M portE AM8t= =F0|CH.

KEAIOl AJAEI ZEHUE EEZE HAGHHUL TE AlAH!
o deU= LEE HAlols nmapll SHES LU L2
D—IQ?

@ -b : ftp HIEA B22IIsHsS A A

@ —f . AZHAI0 22 StEHSIE W3S BY

@ -F : 2SI ZLH inetd2l CIOIHE JINS

@ -e : QIEHHOIAE GAIE

1ol SMIt AIAEIN portscan2 ot 2 =JtE &ALt
1, 1P 22 tcp_wrapperZ HMi&tole T )goz &

22 2e?

@ nmap ® portsentry

® icmpinfo @ tripwire

SH QKO BESIL 22ATE HS RFS SUM AHIA

£ MSGHA Z2otH StE0Helse WERA 8ol K82 2

O*OIE}_D ot=J+?

1 ER0l 20t @ back door

® spoofing @ DoS

HERZ B0 CHst It st &9 = 94X &

2 A2?

1) EURS WA= DE XUHBIHA B AF XS L
2o TS BAHNA & %= UAEE 5&0te SHE IHA
2 2E 232t IP ChainsE 0l

@ IP Tables= ==4dlE T2l =A0 AlF MX| L= AEN
HH M & (stateless) 2382, AEH HIOIE &4 HA
O MEHE JISa6l) EcHAEHT

zZ HEE VIEEN SN2HE
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@ TCP Wrapperse=
ol ol Al&E =
hosts.deny 0l XIHE A0 Ot HMAE S 0H6H

AU =28t

@ ELEX AAHEE
otd= Al ¥ JAIES 48372 E W0l JISota,
ST IPFAU SAEZRH ASXHO HNA A 2
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