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‘ 112 : 2l=A A29 0]5H ‘ @ 380286 PC @ 80386 PC
® HEIY PC @ AMD PC
L OHS 2=A0 e 4% 5 QUK Y2 A7 _
8 el==0 o - ;Zﬂ LX'EZH oo qay | [ O Shelldl GiEt s = grax we xev
UIDPIP, IPXISPX S CHEE HEAS SEEES AHE ® AFSXe YBES ofAGHs FFO H2lloICh
@ PC BiLiel B2ixel 2UENA of2f Kol e 258 ® SIS AI2E B HSS0f UL
Xl & StCh. @ 8t AIAEN 04240 shell0l EHE %= QUL
@ =% 201EH2IE dIl ez H3SHChH @ MS-DOS2 command.com0| 22 «&g &t
@ ANZ2e2 018610 st HEISM, SEIHAZSE M3
siCH, 8. 2YUM NS HEILE (Multibooting)0ll et &% = otx|
a2 2A2?
. OS = 2gAANe des J1E & os A2? D 2E MMUNE SallA OIR0{&ICH
O AMEX0 TSt 2IEHHIOIAE HB6tH 25 XS 2l @ elsA0HAME LILOE 0I86I0 HEIREZ & £ UL
et ® o2 SYHKE & VEEUNN ABE O B2IGHCH
@ OIYo 0|ES 22IdtH & =22 £ U 8Lt O 252X HAWMs 2E 2 S8x™s 2 gL}
@ ZTEES ol=A0E HOStCH
@ T2 Zetel HYS oflaotll AlstC). 9. CiS2 REI AJE MU ALOICt. 0|8 £HHE I8 =
gh= 2427?
P nzNe) o Al L} HO [e] 3n] K= =X
. Ol E3o HESE MY Ao Aqo2 AHET defauli=0
ZFEHE ME DF‘ JESE JEL ==2JMS O timeout=10
A DETHA] XIS MZE CFE HEM EBEH M splashimage=(hd0.1)/grubsplash.xpm. gz
BIHM AT 4 AJNE HIEHLCH Unizdt HWE H title Linux (2.4,7-1073
FAMH E2 = (manuf acturer-neutral) 01227 I 2H roat (hd0,1)
= AAY OHHOAH 2HEM SISO O kernel Amlinuz-2.4,25 root=/dewhdal
gLl UnixE 2R ZFEIFFHESZ LIHHE 20 initrd Ainitrd-2,4,7-10.img
M ESEER MAHE HEZ Za2F ATCH title Linux (single user)
=295 (shared object) root (hd0,1)
:Og;( ( S arkjl OOJeC S nterface) kernel Amlinuz-2.4.25 root=/dev/hdal single
(2] Portable Peratlng ystem Interface fitle Windows 2000
@ HMI (Huma|.'1 Machine Interface) rootnoverity (hd0.0)
@ GUI (Graphic User Interface) chainloader +1
. H22E S8Fo=2 AIEot)| fldi Jta H22|e T2 ® F Y 2l=sA% 252 S HOE 302 2I9MHMIL &
Ol dlelicE= —’-._‘— 2012 H22I2 IS JIsS 290l XS0 QUCH
it
°+“j;'m olxl . @ YESXE 200000 JI= BE SAMHOICE
0 2 I__ HOIXI =X (Demand Loading Excutables) @ timeout=10 0122 10X OILHOIl SEHTHOIRH REIE 2
@ AI2&(Time sharing) AL
® A& (Swap) O 22X 20002 3 PN StSCIATC ® M MEIA
@ =& Z%(Dynamic Shared) 0l &XIE0f UL
L OS 49 = ()0 S0 oz gue 2A4e? 10. S0t 22 Wes ZEotD A= UAELUZ 232 A
=7
(= M2 MEXNSHH SET Z=HH
. R brw-rw---- 1 root disk 3, 0 Mar 24 2001 hda
B EZ8 MSopl st ARSI OIS crw=rw—ra- 1 oroot root 5, 0 Mar 24 2001 1t
HE AAL 2P HENY. ZEIHUSH : !
2HF 2M 2 Oel 2ls2 AR THE el @® /proc @ Jetc
HOI =Y AHERX BE 4 SILH ® /dev @ /mnt
© LOP(Linux Documentation Project) 11. 122 /etc/inittab Mo LLOICH 010 HEt 42 5 &
@ FSF(Free Software Foundation) oHx| e AR?
® Linux Kernel Project # UPS connected and working correctly,
@ Open Source Project pf :powerfail./shin/shutdown -f -h +2 "Power
UPIKOl HHOZE 2RAS HAT 4 Q= AAHOR Falure; System Shutting Down
OI-DI-,S D—Ig') _ o
sEx= & D AMAEE S26l= d8s Zsetotd QUCH
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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O AMAE ZE2E & B AIZstHH
= = = = 19. €A UER3 22 NsSC2 HMslD| fdl Chsu &
AH S S E|SH = AGH %‘E% <a|- . - i
@ 2018t 2E AIZX0AH SHE HAIKNE U
| alias ethD 8135ton |
12. OIS €9 = ()2t E0Z2 UE2e2 2o A7
< - (M /etc/sysconfig/network @ /etc/sysconfig/hwconf
(. IE2 AEY fsckil 22l= AZHE SHEAE ® /etc/modules.conf @ /etc/inittab
JI #@l HIOEHE CIAZ2H A7 ®HH 2 (00 g)H
HOEHS S HEAEO AAH ZZHE O 20. OIS 93 = aso ZUZ www.ihd.or.krg IPFEAE &
ju— o
MOl 235 & 4 9ITE = J20i0h + 8= 28
@ ping www.ihd.or.kr @ nslookup www.ihd.or.kr
@ X <=2 (Journaling) @ dig www.ihd.or.kr @ route www.ihd.or.kr
@ =24 I Al A8 (Distributed filesystem)
O NTE | 2 : 2sA AAE BE
@) HA(ngh Availability)
21. root(Super User)0fl CHSt CIS &% 5 L2 A27
13. 2ISA MILAAENA I 23E FEE JtX1D JYe @ rootlllH= S HMet= JieH XXl Z=Ct.
g x= . o JIXID Yes & ot - -
9112:%;; 3dgl?nodeOIE} Inode JF JtXI A B2 ® roote AAHS WESE & 9iCt
@ 2o o= ® m%su 39| ® root2 wd(User ID)— OICt
ol 259 AglEc= HHS A o
- “ =T} Bt £HOZ YOX YR A=2?
14. X-windowOIl A 2B(fon)E MBS Gl2oz wgre 21 | 22 /etc/passwd” IO Ciet 4822 2K e NS
=3 @ AAES DE AHEW st 28 gs2 210 UCH
@ xfs @ fontd @ uid(User ID)2 gid(Group ID)&=2s 2t QUL
@ autofs @ gpm LSS LS MBS HAKEE OIS £ UTH
@ AIEXS E CEERIE & £ UL
15. T8 = shelle &HBXE £Hols HHCE o2 A
=X 23. A (Shell)0fl HEH SHO=Z LoX| %S 2AH2?
O printenv @ showenv M2 22| E|(Utility) 2 42 (Kerel) AHOIO I XI5H Al
@ setenv @ envshow aAS HZ(Interface)S EESHC.
@ elsA0A MZols 22 3 229! &(Login Shell)
16. OSI HE = GIOIEJF SHXINIX SHIENH S8 £ JAS o AE&(Sub Shell)2 U= %= UL
= 3% 09 % afg JIsE £45= ASSE ERE @ 2=A0M HMBots Mol ZRE 2ok2I| AMAE
RE? “/bin” CIME2|Lt “/etc/shells” THYS =QI5t2 L},
@ OIoIe €3 H=s O UERI H= @ Z=0| AIRE M2 C &0|Ct
® &8 Hs @ HM& Hs
24, O & 18 HEO UIst &Ho=2 o= 2427
17. UEH3 FBl &, SIS0 LOIESSE =€ ==0 8 © S0/ AMSS 0 TS AEXS AT AR
SHXl g1, Y CloIEe SAX iCEP_ AN ABdF Ct
= &Hl=? '
@ AMEXDF &8 088 016D Aot group HES Al
(JF)=E M22 AERME ZIIEH & 2l getth
OICH ( 7F )2E0HA YS2 0 HE0 S&5 @ “/etc/passwd” MO 2t IS0 =8 ALZ X JI=
ol
RO = SR AEES (L EMSE of wut ]
oo ol C =elE Owr A oo @ 2 NFEXEZ o 80 SotsXls “Jetc/group” It
22 1008 R ZAG AEE = 2H TH o0l =20 UL
o= ¢ CF )2 BHCH ( 2F JZBEHE MEE
I g8k= 4 AEsH A =20 JIBEESE 4 25. 2 = chage YO0 Oigt &Ho2 AU2 227
= (ch) 8= KEEL O SE me FM D12 22 MAYEI K58 =H
|12t d3stLh.
e =] A 2| X| [=]
© Hol &= ® =71z 5= @ oY, CEEL It S3E MEX O8S Hi2L
o
® e @ 2me O ASXHol OISt IHARKES 2t J|2F L A2t EEE
S}
18. HIERA2 ¢ZH AAME HAdl pin 22 ERE =g
e ons sube auadl 85 222, @ S0l Q= AT 3 0 HOZ -d SHS AIB
WA AlSE 4= UCH
® ICMP @ IGMP
® ARP @ RARP 26. (12 =& 18 I2E HIPSIE YO Z Ly A7
XY A= JIE2H 8X2HE CBT : www.cbtestpro.kr
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27.

28.

29.

30.

31.

32.

33.

M usermod @ groupadd
® groupmod @ groups
CHS ()otol S0 oz 2o 227

{2hi= M2z MEME F/aH #E 220
OLL ¢ 12 HHAM 222 0] HE0l REot

AN =2 =RE AEs (U ISH822 G
FoE 1002 FIH TG MEY = SH a7

FolM= ¢ CF d= Sk 1 BEHE MEE
I 2= 45 AEoHA =W J=Es=E 4
= (ch)a= NEL

@ adduser -v -v 100 csh
® adduser —f —f 100 bash
® usermod —f —f 1000 csh
@ usermod —v —v 1000 bash

usermod B2 SE0 et 222 L2 A27

@ -u: AIEXY g J|2ts &g o= QUL

® ¢ ANEX HE |& JIts XNFEWH &C

@ -g: AEX HE 8 OHELS HEES 2F AMEXNZ
HZ Lt

@ -f: AI8X 0|18 £= FEE HASH

readme.txt o ASE ‘—rw-rw-r——'2 &3& 5| A&

HEOR o2 A2?
@ chmod 224 readme.txt
@ chmod 446 readme.txt

@ chmod 442 readme.txt
@ chmod 664 readme.txt

fle YFOI= MU ZRE FASCL [HSD 2L file
OO 48 ZD0I CHEH &Y 5 LUX FS A7

t file openssh-2.5.1.p1.tar.gz
openssh-2.5,1,p1.tar,gz! gzip compressed data,

deflated, last modified: WMon Feb 19 04:54:46 2001,
os Unix
@ == IO0lCtH
O xx= £=HL2 Mon Feb 19 04:54:46 2001 O|LC}.
@ FYA AIAEHUHA HES0E THYOICH
@ gzipez L= FLCH.
CtS & MYAIAE 22 HHOHZ LUK A2 AS?
@ cp ® cd
@ Is @ man
A2 U =Nioles IiYs &2 I M8dle 220N
ror2 2127
@ location @ grep
@ mount O find

ts €9 &
@ o AS0l —rw-r——r-T'Ql TAUA T=

sticky bitot &F 0l A0 AHAE0 9SS
® s -i'S 0|EotH MYl install FEE & =

34.

35.

36.

37.

38.

39.

0l e OIS0l linuxet ihdel & JHe

0 &

= "800 &= ‘touch linux ihd” OICH.

HE AMEE Il -c SE2 0l80tH HIAHN
B

ot A8t XEAISHH 20 &L

—_— -

0
fro e e
2 v,

®»
HO HEl

HE T LN g2 A

o

[w]
ol
=]
e
>
[>
0z
i8]
w
]
=2
£
o

I
>
|>
0z
0z o
0x
]
40
%
>
0k
ror

0z
Hl
v
mio
40
%
=
00
o
0 o

@ fsck :

® fdformat :
ArS L

StJ1 <l of

mkdir 300 CHSt &S
® -m, ——mode==MODE &
ALOII XEAISH BIIAIRIE &= st

@ mkdir 28 0= CIAE2(DF HIO
2|2 ALHISHCY.

$0
rr
oY
H0
%
0
O
Je
HM

@ -v, ——verbose : M2 [ EZ|Q HOE REE &F
StCY.

@ -p, parents : ELol0tH 22 CHEL T MAHSHC].
28 CHE2IIN EMGHA 20tM MIl= HHE EXst
Ck.

oY AIAE HR2 AT MEHS B0HF= HIO2
a2 2427

® du 0 df

® Is @ In

OZANAO st 8oz 202 HA27?

@O &35 ZZ M A(Interactive Process)= Z2t2S= EEY
20 S&EEC

O Xl Z2AHA= FR(queue)E 0l ol
= ZZMASE Otel2Ith

@ o] Mo Z2AIAIL SAlO

@ init ZZ M A2 PID(Process ID)

S
= 00

S 4
£
Q

IS “/etc/crontab”2l W& 2 20|Ct. 012401 2l0ist

Ct
= 2oz aae 2429

10 14-23 = = = fetc/command

@ HE 14L2H 23LNK @& 10AI0 /etc/command
g Ad )\Iil}

O Y 2= 2AI2H 2F 11AIDX OHAI 10201
/etc/commandS A HA|I2IC}.

® MY 22& 10Al 14226 10Al 23=20HA 0= OHCH
/etc/commandE Al AI2IC}.

@ WY 1020l 25 2AI2E 25 11AIDKl 10 20T
/etc/commands &S A|21C}.

OS2 top BHUHE AEE AR &5 L=0IC 0l
ZEE Hdgyo= Lo A2?

PID USER PRI Ml SIZE  RASS SHARE STAT

2311 oot 14 0 1108 1104 832 R

ZCPU %MEM TIME  COMMAND

1.9 0.2 0:00  top

zZ ANAS JIE2M EXE2HE CBT : www.cbtestpro.kr
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40.

41,

42,

43.

44,

t2E Scl® H2el2 & -l

ro

Xejo| @M #9Is 00/CH
@ nice 2t2 140ICH
25 H2e2l9 &2 892KbyteOlCt.

CHS=2 “/usr/bin/passwd”0ll Cist B2 = L2 0|CH
EE 4oz Ao A2?

ol et

-t-5--%--1 1 root root 13416 -

O LB 0] MYS As A2 K& UlD(effective
User ID)= rootJt =L

@ LYLMIE 0] LS Adg AL 25 UlD(effective
User ID)2F & Hl UID(real User ID)= &L

@ LYLMIE 0 MYS aAlsis AL AHl UID(real User

ID)= rootJt L.

@ rootdh O WS Ads A2 K8 UlD(effective User
D)2t &Ml UlD(real User ID)= CI2CH.

“Jetc/printcap”2 AZE AAEN Q5 H2H=E XS
LIS printcapl2 A AIEE = dERZ| ZEQ &Y
= 2otT| 2 A22(dO0IMd ZRIg0 et Cl2o sE
Zatket.)

# laser printer

ps| 3rd Floor Laser Printeri™,

'sd=Avardspool/psibr 9600 rwish:lo=lachkim:# 10000,
af =Avarfadm/ps_acct Ap3:f= Avar/spool/psAog .
Ip=Aev/nullict=AusrAib /o scif idf= AuseAib Apsdwi ™
:gf=usrAdib /psgraph:if=useAib/pspf i
nf=AusrAibAps i =AusrAib/psfort ™,

M =/usrAib/pscat vi= Ausedibps:

O af: 2LF
@ lo: &2 WY

Hu
]
=]

o e
=)
ain

=)

fo
o

2E [AMS == WFOICH ()t st
)

S HHE OB (L) (0D

# 0 JZF ) /devwAdOh1440
# (LF)ext? Mdevwidl
#
#

{ CFy -t ext?2 AdeyAdd /mnt
cp -dp /bootfs /mnt

@ fdformat, mount, mkfs

@ mount, mkfs, fdformat

@ mkfs, mount, fdformat @ fdformat, mkfs, mount

Os X I =& AIRE EX2 280] gl H=2?
@ /dev/dsp @ /dev/audio
® /dev/sndstat @ /dev/sndconf

Che & 2ad 0o 1ol st &0l
o0& HS?

@ modprobe: 2 <]
@ insmod: 2@E ZE ZES 2L

® Ismod: Sl 2= 2EE2 SE2 &6

@ depmod: UIgt&Ql YAaloZ2 RE8 S,

2800 HX

tE+Ct

b
0x
o

M
>

46.

47,

48.

49.

50.

. otLtSY SIECIAIIL AXIE 2IsA AIABN M22 3=

CIA3E &XIsh|Ist

oHx 2 2A=2?

@ M oteECIA30N LIEldS ote=E 980=
/dev/hdb’ O Ct.

@ LlIElE S 2o d e
E AMSot0 It AlIA'S SH=0{0F SHC.
O M SIECIAT0 swap =S FIHE 2 °

/dev/hdb6’” HEHE AIZSICH.
@ SO0 E MY AAEES mount BHOE
Ec2lg O0I2E M ArEZStLE.

ZdEHS UEs AL TS & ¢

2=A HE A2 AMY BHOE &4
OICH &MNOZ HhEX LigE 227

Lt. make mrproper
ot make dep
Hi. make module_instal |

ZF. make bzlmage
Ct. make config
OF. make module

©® Li-Ci-2t-D-0t-tt
@ ct=Li-Ct=Jt-0t-Bt

s & HYE W0l st 8oz LoUR AS A27

@ CPU O X0l THEt =& SHS Sofl AIAE S5
S BMAY & UL

@ SLRE SC0IHE HMHBIHU F=IHE ULCH

B SHEO HAS S56t0 S0l As2 2=GE 4
UL,

O =22 YId0IE Gl sa AADEZRH HLES
2T AGHOE BHCE.

cs HY FMY S&0 200 Ot 88 5 249X

=
=)
®e n=2?

1 Memory Technology Devices: ZcHAl HZ22Ie &2 S
Hst el HiRel AEelX TeiolAe X JlsS
gtyste = UL

® Network Device Support: S& UIE<R3A oIS Cldt
b

StCY.

@ Kernel Hacking: 0l Oi=0lA= AIAEOl HIEA =
= MEAE 0 3E2 HOUOHE & = A=se sH82
M3 etC.

O Z2EE 2lsA ZE2 UE HE RS9 285 2ele
S220|CH

@ PES ZCE Fole 2XE sSH2S Aol HRBE S off
Ot stCt

O == ZRE MO 2Eol= 212 2FA 2E
(Demand Loading)Olet StCt.

clsA W AIAEN S22 OA3IE Fotols
ol0l2 H=29
EXT AT

@ mkfs -t ntfs /dev/fd0 @ mkfs -t msdos /dev/fd0

NZHE JIZ2H AX2RE CBT : www.chtestpro.kr
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@ mkfs -t vfat /dev/fd0 @ mkfs —t ext2 /dev/fd0

51. syslogd OI20 HAEZ & =& 21

o o
aor2 A27?

i

J|I=ot

rr

me=z

@ /var/log/messages @ /var/wtmp

@ /var/dmesg @ /var/spooler

52. T8 S vi & €2 HAE HIIIZ 2] UHES AIE =

=]
fle ez ¢n2 A2

@ /var/log/wtmp

@ /var/log/dmesg @ /var/log/boot.log

53. xinetd.conf It 0IA 192.168.0.10 SAENA B E=0I
JISOI=E ole KAINZ 222 A7
@ allow_host = 192.168.0.10
® only_from = 192.168.0.10
@ access_only = 192.168.0.10
@ restriced = 192.168.0.10

54. IEZEIES Ast #E(ruleset)2 HF6t=0 ABEH= &
=7

@ ipv4 @ ifconfig
® iptables @ ipcalc

55, 2t Login T2 IOHu= 2l W3 MSAl 2536101 O
20 22 22(Q Eoto] iR Aol H& T2 )27
@ rlogin @ slogin
® ssh @ telnet

56. T+S tripwire =701 CHEH 28 S JI& 22 A2?

O 20l CHSH HIOIHHIOIAE oI1ZaH FIF AMHI, HAE
e R2E 2ldts 224 AL =201t

@ AMAENM S SAE ZEES HAGHH 200 ==
SF0ICH

@ FAHEZE MLS HOIHH S22 S50 ZAEHAl
Jle ==0ICH

@ AAEOAM 2ot 2HE HaFS H0F 206tk =+

OICt.

57. Gt 22 ZUE BEH== A4 +2 EI2 A27

Interesting ports on localhost (127,001

(The 1513 ports scanned but not shown below are
in state: cloged)

Port State Service

22Acp open ssh

2hAcp open smip

53Acp open domain

B04cp open hitp

1104cp open pop-3

@ portmap @ portscan
® ntop @ nmap
58. LIS HY= ()ot0ll ¢L=2 20l=?

59.

60.

61.

62.

63.

64.

JEH=E MEZ 215 HHE WESIHE CIES
METls 2= Z=2J({ogin, ftpd S.)0|

Al BIFY TI0F 2iCE RPME AMESHE ME
2 ElsAHM ABRIE ()2 RIE 2=
ZHHISI0 O =2 S0l BEFSHH ASME

UEE = 5= 28 HESELL

@ Shadow
@ NIS

cpiolfl CHEt €F =T LN &#2 A2?
© mes zc
3ol

@ CAEeE U=
OS2 MZEO0HoF 8t

® LIS WS NV
2Hol=E AlBE %

@® ms

]
T
HU
-
0
ol
S~
40
%
=
0K
Qvﬂ
rr
[El
HU

H20 e =SS 25

©°
Je

2l W20l &

HOlZ =

fon

, L= OI2t0IEZ = At St
CIE & o AIAEIS HEEXE SLo FXotJl Aok
ALEot)] 22 HEOZ HINHA 27

@ rdist , rsync @ rsync, rdate

®@ rdate, rview @ rdist, rdate

| 3}E : UER3 ¥ NHIAS g8 |

g BctRMe S0 Uist 4 = Sl 427
@O HZ XL HOIH 88 S0 M8EH=E Z2E20|
HTTP(HyperText Transfer Protocol)OICt.

O M2 RE(Request)0ll CHSt 22I0/HEQ SE
(Response)0| 2|2 & gl0|Ct.

@ QHUH HAZBEN U= SAES F ASNIt NE
SAEZ HHEHL

@ XIHEH SAES ZME AENC SAEZ JIIHYAN B

t

o

PHPO St 8&HCoZ HAFIAl A2 A2?

@ T2 HE 0SS ASP(Active Server Page)?t 22 o
&= stlt.

O Y HOMH2 FHOLIXICH JI&2| E(Perl)0lLE ASPEL}
el £ ¢EoIth

@ SEAHHN SEH2Z ANE Iis6t

@ Ct2st HIOIEIHIOIA A APIE KIRSHT

Hbiol 82 88e 290011

(@ LockFile /usr/local/apache/logs/httpd.lock
@® ServerRoot "/usr/local/apache”

(® PidFile /usr/local/apache/logs/httpd.pid

@ ScoreBoardFile
/usr/local/apache/logs/httpd.scoreboard

OLIIXI & MUY &8 &3 =, MaxKeepAliveRequests &
o 89 & 292 2AR?

@ KeepAliveTimeout & &0| &3 & 0{0F SHCH.

-—

b

|

NZHE JIZ2H AX2RE CBT : www.chtestpro.kr
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@ zl 8= asS Qo BEE 2 gt A2 St @ CGIofl Hlol e=HHAN S5l S456IC.
@ 20| “07'Y HL SC0IMEDI 52 22 M MK A @ =2 2 DEZ SN A AI2E £ UL
= o ez UL
@ Z2l0IHEI} AHN QAES BEE &8s [ A= 71. SSL2 AtE3d1J| 9ol httpd.conf WA EOF JtA SAE
[2t2 dol == A0ICH oted 542 0K 8 O, SO0 & 540 0 WE &
HOZP o0HY| Y 1"87
65. € SAE MHUIANAM AIE0l= OHIFXl & AHE =A J| (@ SSLEngine : SSLE F&6tl= ModSSL ™
ot g 228(P-based Viriual Hosting)0ff tet &82% @ SSLCertificateFile : QIZAl X2 1 0SS OHIIXIOf
@ g”pg-fg”f I& CHOilAT NamevirtualHost 5S4 X @ SSLCertificateKeyFile : HIZ3| 0|21 1 SIXIS OHIHA
| Stk Ol 2L2A=0, 0 ROIAM Zol® Cl2E2s 2E9
@O P =4 stz 0 THoZ2 AEE £ UAse ggoe S AS XA ADI/MD] GIOIES =0 HIYI| 2Es
Z, 229 TH IS0 JHt’“‘*OE ServerName, SHCt.
DocumentRoot, Customlog SE 23€ =+ ULk @ SSLCACertificateFile : Intermediate(root) Q1S Al 2 Xl
@ AMA IPE AZoll Yes EY SHAHNAM &HEtst g £ Ootmxio &£ =Ct.
20| Ct.
@ AE2ols & P‘:()H ifconfig? routeES 0|26t Jtat9 72. RedHat HE0A CiS = &HI H2 A8 EQ N&ESt O
IPE =D} &X&alloF L. aA2?
@ /etc/rc.d/init.d/smb @ /usr/sbin/smbd
66. ga_,? !I ol Qs ;ﬁo ?%%‘I’*é ;E? S & S20Ith 0l ® /etc/sysconfig/samba @ /etc/samba/smb.conf
2 E Ex =T AT/
Joonfigure --localstatedir=/usrAocal/mysql/data 73. &H A2l &3 LF0 S £YF 282 A2?
--prefiz=ustAocal/mysgl . —with-charset=euc _kr @® /etcOl smb.conf L= TN UL
/e FME 2120
@ 0 Yo ZIt /usr/local/mysal/datadil mysallt test @ //_ et
< JHOl GIOIEIHIOIADL MM S} ® &l £F(Global Setting), =57 &<2l(Share Definitions)
~ _ o & BRO AEIC
@ --prefix=/usr/local/mysgl= MySQLO| &X € & Cl& | = 3
E212 XNFst= SEO0ICH @ “:”8 FAXClE Ao, &8 WE= on ot &
StCk.
@ --localstatedir=/usr/local/mysal/datas MySQL2l G0l ® ASEU
EI=2 /usr/local/mysal/datatil H& A0 |8 S&0I _
ot 74, &HH NHO BF Z ZWRO= F20| JsE LA E
_ _ NEGH= o2 28 LAEZE NIFE M A25= SH
@ —-with—charset=euc_kr= MySQLOIA &2 AlES & %Oﬂomg_; Mo = orgre He9 °
= U == =E&O0ILCt. ~ ~
@ browseable : MJ|J} Jisst EF AIEXE XA SHCH
67. hitpd 202 A2 IS8t @ 5 290 LUAX L2 @ path : 2RE CEL|Q AL HZ0IC.
Re? ® write list : 29 ClAEe| 2|AEE B0ZC},
@ -v : httpd2| HIHEES Z@IE6t] &¥S OHEILL @ valid users : 2R CIAEL/0 200 & 2 U= AS
@ -7 : hitpd2l S€S TRIESID A#S OHAICH ASE dASt
@ X : LHE=Q2 HAEE ol A2 ZZHA REZ A . _
S84 A|2ICH. 75. smbclient Z2HE clsA &H SLH0IHE |RECIEIZ
_ s B I 0] H¥= 0|26t &Hl AHS2l MEHE HHE 4 UL
@ -d serverroot : &d AX mWYs XHHM AlEoHH & 0l SE2IEl= 01242 o OlLi2t 9= Ao JH_J.\_ap—
Lt QIS AFRECH Of RERIEION (et YO UK
2 A2?
68. httpd.conf MY S 51"; JPII gH HF30o=2 0|20 UCH = ae=
htipd.conf IO gt= 82 &Fe 201N DLt e e e
@ ool A &3 ZF(Main Server Configuratioin) @ -1t P F2E AMEE T A : ur
@ ®7 B3 £ (Global Environment) @ —E : stderr CHAI0 stdoutOl BIAIXIS 2C}.
® =2H0IHE &H & HFH(Client Configuration) Q@ -P: NHIZ0 ZRE JDIZ SRS
@ Jrd SAE SF(Virtual Host) 76. SWAT T2 240 (48t HHOZ AYye He ?
69. PostgreSQLel Exo=2 %Ham e He? © Samba Web Aid Tool®l SrXHOIL
= = = (2] /etc/serwces o2 /etc/xinet.d 20l SWATZ A3 E
® 2 o @ QLRINE KOINE Il @ Jl=mo= BE Ms 23S ASED,
= @ Lt AIZX HECZ AHIZE HFE 4 = SE2E
5} oz ooty e He
70. JServ0ll Oist 8oz 2O L2 A 0ICH
@ ORI XA EESAIH HLLS GHA A2 & 4 Q
. 77. NFS OI2E & [ AFBEE S8 = 830 ¢ 22 22?
O NMEZE2 ZZNAE CH=0 A SSHCE
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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78.

79.

80.

81.

82.

83.

@ wsize : NFS NHZEE SHS0l= HIOIE =8 XIH
StCt.

@® soft : Bt 00| &M5tH I/O HdE EAl 8L,

@ timeo : Et& OI20| £45I3H “server not responding”
HIAIXIE ZEAIGHD HZ MAIZ SHCF.

@ hard : NFS MHOl EIQL0t20] ZMEH =2 HE532
EPNE=Iu

ProFTP &32& It &3 (proftpd.conf)UilAd & HO| LXK

o2 29

A =
e

o=
inetd mode¥ M =ICH 8= JiIsd Al

ASTEI FTP A1 Of
ol eI

([ ServerName : m ol

FTP AMH2 012
@ MaxInstances :

21 £ XHEH.
@ ServerType : ProFTP AHE AlSHAIZ|= 2 0ILC}.
@ <Directory CIZ®&E2|H> ——— </Directory> : @ AI& Cl

AECI0l CHet S8 2.

fto AEHHOI &% 8 £, help YE S 0IE010 = &= Y=
8}131 JbX HEOo0 st Cise &Y = 29X &2 A
(@ passive : passive transfer mode 2 &2 &L
@ lcd : 22 AIAHO CJ2ER| 0l HHOIC

@ case : W/ARXE P20l 2H=CH.

@D size : SEANAEO WO IJIE MB(Mega Byte):H<l

£ 2HEC

FTP M0l 912810 2= ABNSS o
U= FILA el 222 A3 =
Zoi9t 1 200t B oAzE

M FTP ABIE 01856t A= AIZEA =

S
@ ftpshut — FTP AW AU
@ ftpstart — FTP AW JIsS

Ce & MY AMHIAE 8t 24 HE
@® MTA (Mail Transfer Agent)

@ MUA (Mail User Agent)

® MDA (Mail Delivery Agent)

@ MRA (

HEDJL Of

rc
o
ro

N

Mail Receive Agent)

sendmail.cf I HAE MEHY BSPEE
o AESIL. O & MENILAN KRS X

c2 gge A7

Ay X&Eot
2eE d8L

Aes O

e
un
ujo
i
S
for

@ interactively(mqueueOl
SAMAH HLs S)

® immediately(mgueuelll A= HLEZE background
maueuell ELHD AAIZF REZ ML)
@ background(maueuell A= HLSS SIS 2E2

ASANA ES)

@ defer(iide =4lot0d Jtsst & el R0l ME)
HEMLO0l =SoHA =S /var/maillogTt Ol H & &0
28t 28 JIFo =0, ol JIS6ts 21 =& &

S0l et loglevel2 XI&EHE £ ULL. loglevel gtk 20|
ot E2H BHXO &A2?

84.

85.

86.

87.

@0 - HAFED J|=

@ 1 - N2AE 02 / EOEE J|=

® 2 - TCP MOl Qs HEE Ha J|=

@ 3 - BRE FTA, EYC 02, AZHD 02 By
 OI=

fXIGHD| Aot MEDIE=2 SMTP OlE0l XISt
HERZIL Ot BR0= [alel HE A
HesS BEWX =6t 6t AL 0ls

SHE +F500 01Z0{XISE O
2e?

NEEON J=s S 4ELE P,

0ls 8}01
accesst2E 0|25t0
Ol CHSH &Y = 22 A2
@ RELAY : access H}% orOll

SHQO CHet MY 44

@ DISCARD : ACHZOIHAI HE HIAIXKI2E S
ot dt= Jls
® MAILCONTROL : MEMYAMAML MY ZH

@ REJECT : &UHZ0H A= HAIXISOl ol
ot ot= JIs

2lSA JIEHe A|AEAN MEHES MARKBTES

ZHLoHH MEEZ = SMTPAH OICH Olol CHst &

Ao A2 A2?

O ASIIIXQ MEHLHE=E POP3 MBIDF &
M, SMTP= CHOH TCP 25¥ ZENAM SIEEE Ot=
HA UL,

@ MEHY ZF HFM=E 3N = 42T, o
A, MUY E2H0, JIMAIEX g 22
SOHM UL

® sendmail.cf LS /etc/2 0l =0 MEML O =
AXTL0|CH.

@ virtusertablell2 2 JiA AIZ X OHE
/etc/passwd L0l EHd= M%IP
Of MHHOI Oiadthel Jtat BAE
ol ol ECh

CtEe2 4 G200 st 230ICH 22X @2

=2 A
® #HO 2012t MBHIA Ades T2 Qo2 A 5HLES)
=2 Jt23|1H, stuel 201 K Cles 2elstit.
@ #IHU=22 /xinetd.conf A¥IYES 211, /etc/services
oo 4838 ZEHSH oM 220IHESl RAO|
AUS Mot EHRst dis2 A#AIZICH
@ MHOA 2 2 3 AW =2

A= M2 =8
Standalone 22 2=},
O ~HUH=E2 g4

of et oY e

Scl0IHES 2F
S X2 dEZ dets &

O

Ot MCEMY 430 23 o
2o 0| HY0| SN HA

[root@ihd footl#rpm -gl sendmail
Jetcfaliases fetc/aliases db fetc/mailfaccess
Jetc/mail/domaintable fetcAocal-host-names
Jetc/mailAvtuserable fetesc,dAnit, dsendmail
Jetc/sendmail of

@ /etc/access - MEMNY SH Jls &30
@ /etc/mail/virtusertable — Jt& X HIOIS

® /etc/rc.d/init.d/sendmail - MEHY & Ut
@ /etc/mail/domaintable - MZ0IY THIQ! Of

0F
nx

g It

b

|12 XAS JIE2H X2 HE CBT @ www.cbtestpro.kr
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88.

89.

90.

91.

92.

93.

/etc/servicesOl= WEAN A MHIAIN ZTEEOU
Ct. Ol I+ 0ll= service-name, port/protocol, aliases,
comment?t 22 8522 FHADN JA=M 229 S5

1 Qoo S21 HEE 422
@ service—name : 2 ZENAN AIESE A—IHIﬁBI ==
HNoles B202, 42 T2 LXot== St
o

® port/protocol : AFRE X
OI.‘— D—lOE /\I.Eol- A ()?A

Ol €80 UCH

@ aliases : AMHIA OIS0l Oist €202
MR XEE = JACh

@ comment : =AROR # 0|59 2X= =AC2 H
= Ct.

EXHMES £ 0= AHEU=22 AR &iokst=0l

Ol ArEdt= YHO&E /etc/rc.d/init.d/xinetd OICt. O] Ol

2 IS AdAIN T20leES 2= 010 LN =

He9

@ pause @ reload

@ status @ stop

DNS(Domain Name System) AlHgt QIEHYIAIS BE SA
B0l 22X 0122 S0ioi AFZS0l0I5HEHD &
ZOICt. C+22 DNS AHS =F]E LIEFH AHOICH.

ae 2 =

@ Primary At

@ Secondary At

® Caching-only At

@ DMS (Domain Management System) At

==
= R=IPN

TEA AHO CHE €222 25X @2 A2?
@ ZAl M= ALSXIF & Ect*ME 0I&6Ho Qe Yl
=S ANSE I ko 222 fIhM AISET
@ ZEAl NMBIE HAl AHE 2SO 0I0] 28 A
C

EZ JHAIO Olcl MEE =, AFZ2X0t
PSR =4

&3S WOl JHAI MBI ME=E U
@ DA AHE AERE MY FH2 2L AEXNSHA

Al AMBIAE BHCh= 2 0ICH
@ Z=A MHIE AMBdte
o

5t XtE Q1A = £

9

0
o
HT
°
i

F= E?E/vl ?43|01| EH
E & 1ol tigt =0t &
X0 UCH

® hostes

SAEQ YEYD HEHE 2

=
@ nslookup 2 LEIRCZ HIPMH £FH0 SHEXE &

oI51I] SIoh ABE = ET0I0H
xinetd= tcp_wrapper2t SAISH 2 MO sS=20 oLt
[o1 3=

A= sHE MISC 00l HE =X &
@ TCP, UDP2t RPC MHIASH CHE 2

94.

95.

96.

97.

98.

99.

@ Bl NOHEN Jlxst &
® MHIA HE 20 st U= AH
O = AH =0l tist 0

Og €9 5 ()2l S0z 82 =AUZ 29 U

& A2?

sendmail= {  I2k= €8 LS SolM HOE

Ch O 2= 22 ( )Y E=( OHEDH =
HEZCHL =8z I3z if2s 58 HEJ=
=T RAAND IA8ME (0 IRECEE
OlgshAM ( ILzS d&s5k= 200 g B S

@® sendmail.cf, /etc, /etc/mail, m4, sendmail.cf
@ sendmail.cf, /etc, /etc/rc.d/,

@ mail.profile, /etc, /etc/rc.d/,

m5, mail.profile
m4, mail.profile

@® mail.profile, /etc/, /etc/mail, m5, sendmail.cf

DHCP Zect0I¢Eet &2 dhcpedE Jteld1n AIAEO0IA
OE22Z2 M ALHA &8s ot == 0 dheped? &

S0 st 4oz 2Ux L2 A2?

® -d : sysloglll JISdt= HAIXIS dEE Lot= 20
Ct.

@ -B : DHCP AHZSE broadcast S&€2 R& St

® -C : dhcpcdlt &M AIAEW =Mot=

Jetc/resolv.conf AS HHIGHE XE SIS
@ -T: HAE REZ It = AN 52 ot
R =1sg

nmap= network mapper=M portg& AM6t= T F0IC.
KHAlol AAEIN U= ZEE HAMSIHL T2 AlAH
o ZefU= LEE HAMolE nmapll SES LU A2

(= ME=)
A2?
® -b : ftp HI2A BHIIs48 A
@ —f 1 AHAI0 &2 CHESE IS 2
® -F: SHEIZLH inetd? HOIEHE JIHS
@ -e : QIHHIOIAE HAIE
oHO RXANIL AIAEIO portscang otAl R=JHE EALGH

1, IPe] 28 tcp_wrapperZ HMigtole Z2)3oz &
[s]

@ nmap @ portsentry

@ icmpinfo @ tripwire

E& MU0 U260 Z2AEE HS QS BEUAM MHHIA

£ AMZ20lA 2ol etEoidiels U ERT il REs 2

oiol2t &t=d1?

1 ER0l 20t @ back door

@ spoofing @® DoS

HER3D L0l Cist CHEZotH st 89 5 29X &

2 A=2?

D SEQs WHAE 2F RCTHSIHA ol IoFE AP X2 LY
29 IS HNA & £+ UAXE FE8ots 222 It
M2/ 2E 2ste el IP ChainsE 0I28tHCH.

@ P Tables= AIE M2l =A0 AlF MX| L= AE)
HH Ml & (stateless) E43tHO 2, AR HIOIS0 &4 HAA
o MEHE J|=5lD EcHZ ST

zZ HEE VIEEN SN2HE

CBT : www.cbtestpro.kr
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@ TCP Wrappers= SAE J|BtQ| Eot HE22 A, inetd
ol 2di AlI&EE= d=2s0 &% 1], hosts.allowlt
hosts.deny W0l XIEE H=0| et BHMAE S IHGH
HuU HE ST,
@ ZAEX AMAEE2 A2NHII AIAES MHIAS HAHA
Stede Al 2 OAES 832RE T2 JIS6tL,
EF IPFAU SAEZRH ASXNOI A AN 2
KSEE I
100. HHE /2ol 1E2 a2 =EHOIL} HE U4 S8 A
T38| 26t0 F= AHZ 0l AIAEI0 HHIF B26HH
HS sS&EHE SLIEHEGHHAM =& a2 JI=0ILE AL
dE 8 48 F5E & = UL 0 AHSY 0|2
230let dt=dt?
@ VPN ® HONEYPOT
@ Sniffing @ DMZ
112|134 |5|6|7]8]|°9 10
OO0 & @ 3
1112 (13|14 (1516|1718 19| 20
QOO0 @0 @
211222324 |25|26|27|28|29| 30
ODIB® OB @ @
31132|33[34|35|36|37|38|39| 40
@ ® | vew 2 @ @ O
41 |42 |43 |44 |45 |46 |47 |48 |49 | 50
@ ® e |0’ @ | @
5152|5354 |55|56|57|58|59| 60
DO 0®e 0 e @
6162|6364 |65|66|67|68|69| 70
@ @000 ® || @ @
717273747576 |77 78|79 | 80
OB ® B 2 0 @ @ @
81[82|83[84|85|86|87[83|89| 90
@ @Oe0e ® e 0| @
9119293949596 |97[98|99| 100
@ @ ®o0oeeelew e ®
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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