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‘ 102 : 2|=A Al2o o5l ‘ @ super block @ inode
® descriptor @ bit map
1. OS2 FEH AMAES H& ¥XSS Ugst 2A0ICH & _ .
Il S 2A2EH A2 LN L}oq5| He9 9. Linux8 GUI2I 233t 2 & 440 ChE dtlte 22
XAE - HQ H2el - &8t CA3 - [J| HOI=
g ?1:0: lHILBI " JHT: [Hl‘lz'al U: ClA3 P Jlir;ll IlEHOI b KDE 2 Moti
o - - ® GNOME @ GNUStep
A — I — 3 =] 1 A
© I UA3 - WOLHOE = WA H2el - F2 US| 4 g 5 x-aEe NARe Iz P8 2401 0 27
@ 0o H2el - HXAE - K| A3 - &8t (A3 @ X-server ® X-client
® X-protocol @ X-resource
2. HOIXIQ WX HMOZ MI|0 HUSHA REH HIOIE et
=9 11. OI82 & A38E argE 0|&8t E’é%’QI alg A W0|CY.
@ FIFO (First In First Out) ber OOl 012 S0l L2 BT RE?
@ LRU (Least Recently Used) [ihd@linux exam]$ cat arg
® RR (Round Robin) #!/bin/sh
@ LFU (Least Frequently Used) echo %0 has $# command line arguments:
echo §2
=< o T AL — o
3. %il':(j)i:r/?\‘l Chs MASXs Az 2 &= A= A2 Z It [ihd@linux exam]$ arga b ¢
T arg has { @ ) command line arguments:
<L Windows-HT (b )

ME-005 -Solaris

@ 1K @ 2\ @ 0O:4 O:a @ 0o:4 O :b
@ 3 @ 404
12. EHAE T2l test1 test2I UCH test! WS LHIES
4. Linux HZ0l OHF HEOIT, HE HEAXE 2ot 2 lestz Mesl &Ho= &0 2J] Ast 3F2= gXE %
27 =
@ Major Number @ Minor Number @ § cat testl >>test2
@ Patch Number @ F2& % eilt. @ § cat testl <<test2
@ $ cat testl >test3; cat test?2 >>test3; cat test3
5. 2lmAN 2 H¥O2 el AS? >test2
D NHEOZ0 HUCACE. @ S Z2NAES XKEHCH. @ $ cat test! >test3; cat test! >>test2; cat test2
>test3
® GPLEZ 2T @ Wesg 2AMHEOICH
) ) 13, ool ERHA0} ABED 9l ZRIy AU 0l =
6. FHEX UEHOIAZ A SCSIJH AFEEE 0IRZ2 2I] O 20| AF25H= HI0IE, AES HIZ5H0 sHY E§H|AO|
z =27 PCB ME L A8 AlQ 2t YXAEH gt SS SS
O PC S0 OtLict SYA UL HIEAIAE S8H0| Jts olet oteot?
okt @ context @ offset
s2 B0
@ &34 A= HEAHUOIAE ALSSLL 14, ZHIMES Z2HA SOA 2 &8 MK HE =
@ 7IHOIA 150X ZXIQ 2FO0| JHsaHCH AIZtS 282 ot Z=2AMAMH CPUE 2ad = &8
UI-/\IOl A}HXE,I tlI-tHO’)
7. letc CIHEC| olRIe WUSH st &¥9o=2 el 2127 @ RR (Round—-Robin)
@ /etc/issue : 2 AlQ £ HAIXIJF JIE E0 e Tt @ SPN (Shortest Process Next)
20ICH. ® SRTN (Shortest Remaining Time Next)
@ Jetc/group : IS0 28t FZE JHX A= LAO0IC @ HRRN (High Response Ratio Next)
@ Jetc/profile : AFEXIQ J|2 & &&H &322 <ol AI=L
= oIt 15. 0122 ol® MEHS] Z2AAON 8 &2HeIIp?

@ /etc/shadow : HZEO e ARSI €52 JI=ELHO

Qe TMHUOICEH ZZHAO 2R MEE BEE = 0IE M
ZEEE 2 SN JICHEID SlE
8. ext2 I+Y AIAEO 20 A0 JI=0| &= S92 HY
U0 28 2= FEE XD Y= U8 PEE 22002 @ =4l SE(Ready) @ CHJI &EH(Blocked)
ot=Jt? @ &8 &E(Running) @ X &EH(Suspended)
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. @ & AMEXIF 02 D20 g £ UL
@ EC AAE 2 A28 U COIEHS A2 SsiCh ® = 189 Ass 438 - ad
@ Ol 28 T2 )220 dEs 2|6t} 23 useradd HOZ B A gi= 2HS?
@ CIOIE It SN SHEHN T2 = UAETS 22 @ 270 0|2 WX
del gl 2teE Jlss B o
=M Pl
@ GIOIESl Eal WAL H0I8 25 HHA HE ot 2 = (Comment) 112
o sttt ® & IE*'EEIOH M&EE s 2ol JAse CAEe A
@ 18 =t
17. Of2hier 22 UWEs €1 s HERD 2 I 24
Q17 24. ChS HEO Ois 8¥oz Ss= 2127
search ihd,or kr # groupmod -g 200 -n batman superman
nameserver 211,202,421
@ 1Dt 2000112 0lE0] batman?® &= supermanl&
@ /etc/hosts @ /etc/services HZ St
® /etc/resolv.conf @ /etc/sysconfig/network @ & supermans OIS0l batman0l1l, IDJt 2002 118
oz HAB.
18. O2HOIA &5t A= WERKT EEZXE? ® 1& batmang 050l superman0l1, IDJt 2002 O&
oz HAHSH
223 HHE=2E=H Z= 1710 @ 0l80l| superman0ld IDJI 20091 &S batmanl &
Point-to-Point & 22 A3T= ®HE 1A BT},
O 240 g0 =217 2010k
25. AFEX & 220l st &¥ez S& H=2?
@ A EE2X @ Y EZ2X @ 082 Xi5t2i® groupadd HZOI0I 1E D% 18
@ HA EEZX @ &g EZ2X 0Ol1E2 =9 &L
@ 122 AHGHHAY groupdel o0l 08 102 =
19. Otehel D Ol &Yool UWERZA HEo= () ool &% EICH
= X=? ® 22 ANE [ O OIS0 A= ABNS OE
oS or=
() - send ICMP ECHO_REQUEST packets = HEEA =
@ AEXL 8 OES =015t groups HE O A=
to network hosts T 0|22 =01 @)
DESCRIPTION
{ ) uses the ICMP protocol's mandatory 26. Ot 2ol o 200l et d¥ez S8l Ha?
ECHO_REQUEST datagram to elicit an ICMWP Py
ECHO_RESPOMSE from a host or gatewsay, ., S
drwsr-x%r-% 3 hong staff 4086 ... class
@ traceroute @ ping -tw-t--t-- 3 hong staff 12001 ..., rest.c
@ netstat @ nslookup brw-rw--- 1 root disk 3, 1 ..., myhdal
Irwsrwsree 1 hong staff 12 ..., rr -» restc
20. OIS = 9Z0iQ 0 s 40| HIi2H dZe 2127
@ dig : SHQ WY ol NS UL MHOl SHCH @ class Itee LIS THLOILH
@ ifconfig : IP 2tRE HIOISS 22|58t} @ rest.c Y2 o= 23 £=JI 30ICH
@ rOUte : HIE—AE OlE‘I.U.‘HOlAE M I‘I%}[]. @ myhda1 H—l’%g %% g_l I'OIOH]:I []'||O|I+ Un_-lijl' 30|
_ =2 o . EI.'
: W22 e UHE=R =S4l St _ _ - _
@ netstat + ICMP IHXIS S UIE A0 P @ 1 Y rest.c MAN CHE 51S 23 WY olCH
oIS : Pl=A A|AE TP 27. Us 2g9 AMHZUE 21 /bin/passwd L0l CHEH &
— == Yoz s@l S D2AIQ
21. /etc/shadow WOl A= AIEX FEIH Otdl 27 ,
© 270l 0= # Is -l /hin/passwd
® JETJIE -r-sr-sr-% 3 root svs L., /bin/passwd
® 2190 HE9 K& Algt ® IS chmod 64452 6tH HF=ICH
@ HAYEE HHBONOIE ot K €2 ¢ = @ AKXE rootOICH
@® 2= AIZXIF A8E 4 QUCH.
22. [etc/group Itel W0 Tet 4822 S8l X=27 @ 0l TYS MM AIRXIS effective DI} roote] 1D
® OES WARAESE EXHGHX &0t =T 2 HHEEC.
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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28.

29.

30.

31.

32.

33.

34.

S CgEZIe Iy AE CHELN Us
Ol O|ES E=HolLA E I AIEE %= U= Z
Aea?
® Is -IR @ Is -Ir
@ find . -Is @ find . —print
F EHQuota) EX 0 28 dYOZ Sl A2?
® ?‘JE %9@ LWEI® S /etc/fstab
2 e O €2 FEE LHstT
@ quota.user T2 eI A™E MEIMQ
010F Bt12, root AFEXIBH0| AS 4= UOCOF
® FEt9 IAJl= E=9 MW402 0123610 Hl

Ct.

2= 35. cron T2 ]S AIE0I OIS 22 Hgs
= StCH. 0IE I8t crontabll oz 22 A

HEYUEH 282 HE A9 GAIEH 12
MIEA 2A 20 AustAocalscripts/dackup 1
HEy AIEES 4T ARICH

@ 0 18-24/2 = = 1-5 /usr/local/scripts/backup_1
@ 0 18-24,2 » » 1=-5 /usr/local/scripts/backup_1

=eg o= @ x 2 18-24 * 0-4 /usr/local/scripts/backup_1
StCt, @ 2 18-24 0-4 /usr/local/scripts/backup_1
st & £

36. rom HEHE AISStH sample.sh T 0l £al U
e &= HHEOZ Lor2 2127

rr

oI

@ edquota HHOUNE AI25I0! HELS grace periodE &
HE £ Q. @ rpm —qga | grep 'sample.sh’ @ rpm —qi sample.sh
® rpom —qf sample.sh @ rom —-gp sample.sh
mount YN E AIE5I0 CS10 22 X2AH2Z It AlA
8 Dh=Eoteia) itk 01 I8t I82= 282 A27 | g7, orgf =20 LA foo-1.0-1.i386.rpm TIIXIE & XI5t
I 8 rom HHES?
OIZEE OEM ¢ Adev/hdak
-OI2EE OEELD  /mnt = O35 S™HEHLL
O AlAE S8 0 oextd - LHEE MZ1AH Zaf 00 X% om0l 24
L 2IF|0F FESERH B cte BEAGtD ZXTH}
L SHAEME OI2EE & 2VH HEE . :
= A l- = Al @ rpm -ivh —-replacepkgs foo—1.0—-1.i386.rpm

® mount -t ext2 —o ro,suid /mnt /dev/hda5
@ mount -t ext2 —o ro,user /dev/hda5 /mnt
® mount -t ext2 —o ro,user /mnt /dev/hda5
@ mount -r -t ext2 —o suid /dev/hda5 /mnt

CIZE A8 Y H(Run Level)0l &G = 127
@ /etc/inittab THY Q| initdefault

@ /etc/inittab WL 2l sysinit

® /etc/lilo.conf T2l prompt

@ /etc/lilo.conf LY 9| default

@ rpm —-ivh ——replacefiles foo—1.0-1.i386.rpm
@ rpm —ivh ——nodeps foo—1.0-1.i386.rom
@ rpm -ivh ——oldpackage foo—1.0-1.i386.rpm

38. rom E&2 -V SHE AMESIH HIIXNE 2S5 otA=S M
== 242 202 S8l X227
® S m 3| @7 : Ha
®@U: AM8X @ M : MD5 MY

39. ctol=eiel Mol 2elil MEEE ar FEH2 s&0 O

dgoz gl 2129

F_°£

NFSSl Ze HIESIE XN0l g 0= ASX ocm 2 ® ~t @ archive Uo It S5 &
S As weo = o @ -1 : archive W9l S W M
® 1 @ 2 ® -x : archive LIS S& IS I
® 3 @ 5 @ -q : archive LS 20 TtYs It
o ~o| = 2l = 40. OS2 make HEO0| AI25t=E Makefilell = 0[|Ct. 0l0
iéldlgﬁa%l;’—ﬁ?-:?—la X&St= nice B0l st 49 05 ooz el 2o
O 2= ZHSXE 190K SIAIZ = UL SHdarget) : 2E ZEH{dependency)
@ RE=R ZHSXE Mol J2Ho=z 102 SIHA B {command)
2ICH
B 2E29 ZHLXI 242 2QEA0| =0HAIC OfZ 20 o JHe MYEES FAE e SWe=z P
T etCt.
@ #H RMeE 82 ZF=XE 208 £+ ULCH

AdEl 2ee 482z Sl A2?

@ kil HHOA AIQZE0l NAEEX %28 KILL AlIOES

SHL
@ kil BE0AM - 82 A0S 018 =5

® klIIaII AWM —-w SE2 AlOEsS &
SHIIE JItelth

@ nohup HHAE hangup AlIIEES SAIGHAH =LY,

2
I

@

@ FHOl BAE =2 E(tab)2= AIZEHLEH
® make= AZZAHN FAE LY =S
@

1T

= o

O B Al2I2 0|Sol Hy2 g

Makefiletl 0igf JHel SEE H =
2E SHII S EICH

=0l 4. O3 & HE 22 /st HE &8 HHO| ot A=

(1 make install @ make config
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@ make xconfig @ make menuconfig 27
@ lps : Z2IES AHE &S
42. HEZTWY WM HELEH0 Y & 31” Ol0IXIE M - = o o=
M5 S8t 401K WHOo=R @e A29(E gubll W Blom B AEE IS0 R AEE =NS
DEKI EEFEHCE)
. . D E ZRIEXNY MEIE EHEHSHCL
@ make zlmage, make zdisk, make zlilo, make zgrub ® Ipa d 1S & P
. @ lpr - NI¥E mY2 Zelgz &Hsttt
@ make zlmage, make mrproper, make zlilo, make
zgrub
. 47. AFE2Z0Q! elsA AIAEN A2 &&sE ClAA(/dev/sdb)E
@ make zlmage, make zdisk, make mrproper, make AFE8ID] 9I5F Ol2HQ 22 =0 =AMUIE Hi2H ugd
zgrub 229(E, A3 ®ME otLio MEIMOZ RABCEH)
@ make zlmage, make zdisk, make zlilo, make — -
mrproper LA E=ES "TH Y
ext? IFE A ABS HATFHC}
43. HE MY UE =S Ot ot BE0| =ALZ MAT T AAHS home? [IHEDH
HI2AH Lgs 322
Or=E AZICH
L0 ZHHE OA AMMZEHAM 0 USAE .
| - C_l 712 PEDJ: l o= | @ # fdisk /dev/sdb
E- S22 BEERT MESE E2loks 2t # mkefs /dev/sdbi
EMH RE SFE1} 5"|é—| A4 EZIEEHZE # mount -t ext2 /dev/sdb1 /home?2
LISOHEE B0 &, BEQE OIHSE Ed @ # fdisk /dev/sdb
SEs =ois o gl_|-|:|_l # mke2fs /dev/sdb1
Ol BRS BsA HOAR DEHM HH D . # mount/ —t ;axt2 /dev/sdb1 /home?2
o # fdisk /dev/sdb
HEH E&F EEmoduleiSS d&E5ts =E # mke2fs /dev/sdb1
= 2I0IEtCH # mount -m ext2 /dev/sdb1 /home?2
@ # fdisk /dev/sdb
@® make mrproper, make mkmodules # mkefs /dev/sdb1
@ make proper, make modules # mount -m ext2 /dev/sdb1 /home2
® make mrproper, make modules ~
48. CIA3° WEIE EHW AlEol= fdisk HE 00 st &
@ make proper, make mkmodules oz =gl 229
44. HE3IRH KemelOl =& L2 & U= =20l ©=3|0/Ch W [dev/sde SHS TEIASH] AGHM S fdisk /dev/sdc
OS & AMAE0 T2EAS UL s+ EP‘*OH/\-I ANE dEE ~2EL
st A ol Q=0 CHE Aoz Sl 2He? @ fdisk 80 S n S ME2 IIEIMS MHotOX &
=5}
© WIS ABZS IS 2I=A S Ao =32 W Arseth.
MBS MG AXSIHL L= HEADIL 2 Kernel @ fdisk @8O & p = IIEIE 48 T 3SLES B0=C.
hack'ﬂg SAH0IM Magic SysRa Key AFEE d5E = @ fdisk I¥O = w = HPE DEIEFSS WFoID
U+ GHO0F SHC. fdisk 2EO0IA W& LH2CH
@ ALT + SysRg + S = Alt2I2 SysRaZl, S3IE S Al0l
TE= X2 DIl SYNC HeE —etlh 49. RIS AANAE P2XIQ BUSS 2sAM 2HS 2F5D)
@ ALT + SysRq + U = Alt912 SysRg3l, UIIE SAl0] Qo ST ALEZ0l IRQS HZotDK S 012 st ¥
$2& 212 0I5 mount XS B, ge% Itad €8s A=2?
@ ALT + SysRq + B = AltI|9 SysRqIl, BIIZ S A0 @ cat /proc/interrupts @ cat /proc/irg
F2= XS 2l0IotH rebootS &S ® /sbin/interrupts @ /sbin/irg
45. OfeHOll €& 2lsA AHE 2E(Module) 2 B0 & | 50, mke2fs HHS AIZ5I0] /dev/sdbl MEIE ext3 DAl
A2 €90 Lge R27? AHIS MHGH)| RSt Yoz = A2?
L AECE OSS HUY =7EFs Tan @ mke2fs —i /dev/sdb1 @ mke2fs —j /dev/sdb1
. 2C({load)E HYD Z2EJ} IS9| AMZEHE ® mke2fs —k /dev/sdb1 @ mke2fs —n /dev/sdbl
EOIg= =M
AU SCE0) Ols OSS HHsis ma 51. 2lsA9 JIE&ol 2 OAIAEN s &¥oz E8l A2
i — == o= == ® JIE=o MHMHN MY /etc/syslog.conf OICH.
@ addmod, Ismod, delmod @ 2t H&L e JlEfIXle /var/log/ CIRMER| 0IH,
® insmod, listmod, rmmod messages, secure, maillog 2 2 1WA 0| =XHStCt.
addmod, listmod. delmod ® /_etc/rc.d/lmt.d/syslog ATJEEN 2ol 21 20| &
® ) Sl (start), =Xl(stop), MAlIZ(restart)e £ QUL
@ insmod, Ismod, rmmod @ =Mooz HAFGN Y= AWMU 0|2 HESX
= #gdE £ et
46, TElE 23 HPEOH Ol0 st 890l 22 ®HXHX A '
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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52. 10042 clsA

53.

ANHE 22lole E2dsS2
2 ot Y AHES ZOIt AAZCeZE HELE 21
NHE ?=otd ) &L 0IE |t 210 MHOIA AEAl

HOIGl= syslogd HECZ U2 A22(H, HEUA 2

=2 syslog.conf W HelsEl 28 a2z 6tH,

QaABES 82 210 ME2 {8t MAMEF0l 25 d ¢
QULH.)

@ /sbin/syslogd =p -m 0
@ /sbin/syslogd -r -m 0

MHEAl EQI2A

@ /sbin/syslogd —g -m 0
@ /sbin/syslogd -s —-m 0

=

22 /etc/logrotate.d/0l 2IXI& =

LH=ZOICH Ol0l tHet 8Eez SdE

syslog It 2

Mvarflog/messages {

monthly

COMPreEss

rotate 2

mail admin@ihd, or, kr

errors admin@ihd.or, kr

postrotate

Aoindll YHUP “cat Avarfrunsyslogd, pid
2 fdey/ull” 2 Adev/ull | true

56.

@ # find / —type f W( —perm -004000 -0 —perm
-002000 W) —exec Is -Ig {} W
# find / —type f W( —perm -1 —o —perm —10 W)
-exec Is —lg {} w:
# find / —ctime —20 -type f —exec Is —| {} W:

@ # find / —type f W( —perm —004000 -0 —perm
-002000 W) —exec Is —lg {} W

# find / —type f W( —perm -2 -0 —perm —20 W)

-exec Is —Ig {} W:

# find / —ntime —-20 —type f —exec Is - {} W;
OfchH A0l L2 tripwire B0 =AUEZ LN L
& 2A2?

- tripwire2| CIDIEAHIOIAE =2 2HEH,
 MAHZE tripwire OOIEHHOI =S JIZE22 I
2 ZZ2HEE A AELL

- JIEH SHSHA SUE tripwire HIOIEHIOI2
YT,

@ tripwire ——init, tripwire ——check, tripwire ——update

@ tripwire ——dbinit, tripwire ——check, tripwire
——dbupdate

@ tripwire —=init, tripwire ——check, tripwire ——dbupdate

end script @ tripwire ——dbinit, tripwire ——check, tripwire ——update
H
57. NNAEEOEA T2 )20l COPSH UIgt &¥ez g A
@ 0 202 st ol stHA =8t(rotate) T, L= 27
Xt & _ . -
of M= ® T, C2se o HXTL0l e HolM B2 s2
@ =s&tt= IHYo L= 200104, & &2t 2mes H ST}
2250 —
t @ WHEE2SZ /etc/passwd, /etc/group, .rhosts,
@ =& MEH=E 2000l XNEE W8 9AHEA /etc/hosts.quiv E2 IIYS HASHCL.
XA HEAH S [wz] Dl—DI— XN &) _ —
L logrotate S Al Glelot 2l HR == N3 ® rootPH0] ABE 4 O BUHRH B B0 NSO
[}”E_I_—I—E D'”EE&?E Ol‘}” %l[:l' = OtS BB O AXS
Z F st FEES2 25 ~F st
@ postrotate ~ endscript W0l A= & FH2 logrotate & o B OS AlSHEL O
of FQ| AlsHO| 2 =0Tt @ cfngOpSuszs_ET root @EOZ ASHGIH rootOlH 2 0
AHBE BUASS A O 2lmA AlAH & oo - = iols
54. /_\I;_:,_EIIP < g A =20 cl ; Al O“_}\HEE ~, | 58. Lt=2 tar S 01E38tAH /home/tempE M 2UE /home
25 SCSIZHIDF 28 A0 HL0l Qs QALASKE & il o 1o S e
oI5l SICE 0|2 9Bt WA IR U A2 CIHECIE gzip O*EHE =5t 7 /backup CIZECI0
= =T= << sSrE o 250 A HHOICH 0 OO LS AS?
(® dmesg | grep SCSI @ boot | grep SCSI
® last | grep SCSI @ lastlog | grep SCSI # tar { @ ) /backup/hometar.gz /home (@ )
L tvfz, @ : ——exclude=/home/t
55. C+Sol AABIEOIS QI8 HAYH0l =MHZ 2D U O iz, @ : —exclude=/home/temp
HE 2H29 @ @ : tvfz, @ : —-include=/home/temp
StlID% SetGD 2H0 3 o2 = @ Ob : cvfz, @ : ——exclude=/home/temp
) = mt=
E,t _ FSet =20 '_I_ul-_E sz_._l_l'. @ @ : cvfz, @ : ——include=/home/temp
-write HOMMO ABZIN S OI=REE F=0H
- 22 208 &M BHEE B0 Zl= IEsS BE5 59. 2l A BHigi2i0fol cpiolil et 4HOR Sal 2427
#ELL @ IS BIOIZCSRI0IE0 MASH| 918t T2 I240ICH
; _ _ _ PO @ HIYAAE A ClHERESE HASZ ot 2lsA9
oo e o o oo 000 0 ~perm HEQl MUBOR targt dump 0t HEHOE Al
i ' =2 = XMNEXO| BHO! BjtH
# find / —-type f W( —perm -2 -0 —-perm -20 W) g lME dSHe By S0l
-exec Is —Ilg {} W: @ UEKIAE =&t s XIKAGHK L XI2H THOI Z 2+l Dt
# find / —ctime —-20 —type f —exec Is —| {} W: rsh2 ZHI0|Z E2i0I1BE2 NS E HEE £ QLY.
@ # find / —type f W( —perm —-002000 —0 —perm @ HIOIE-AQTO| Jt=ssdtd T2 019t01E SEiz2 JI1=2¢
-001000 W) —exec Is —lg {} W 2 QOMH, MOIEE Soll g =z 8oz HOoIHE
# find / —type f W( —perm -2 -0 —perm —-20 W) HAE =& UL
—-exec Is -lg {} W
# find / —ntime —20 —type f —exec Is I {} W; 60. HQf HIOIZE S85 NEs Wy 202D 2I| AL
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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61.

62.

63.

64.

65.

Ae?
@ S HAOl et O sy M2s FHEHC
@ HAS & o= MI| LA =XE &ttt
® =QF A== SSSE o0 s
@ JtsSotH otUel BHiA 0= SHLtel B HIOIZE &
2ot HEH2=Z AFE &L
| 3= : UER3 ¥ MHIAQ #8

OFIIXl & MHCl AIE S0 st 8yoz Sgl
(D StandaloneZt Inetd 2Al0] UCH.

(@ Standalone
AO|CF.

@ Inetd &2 S2l0IHEI QEE M inetd 2le #IH
Cl=0l 2loH OHItAl Ol=0l A= &A0[CH
@ Zet0IHES 270 AXE tiSss 2Rz &

=ES dEe.

Inetd

OtIHXl &I U M Loglevel2 error_logt2dl JIEE =
HAIX HRE Z2ASHCH 0148 Logleveldl &8 = D=
Jtsst HAIXI EFIt ot AH2?

(» debug @ info

@ care @ crit

MySQLOIl CHet ez S8l H2?
@ SHE 2HE OO0l BI0IA0IC
AHXe HES XJSHC.

@ 2 =l
@) LEIEQl 2l=A HIZEUA JI2moz X
@ A

=
i

StCt.

S Ot & AHE TSAIR Xz D2AA F
M3 ZBOICH 09 22 ZII LRSS & AU
Al ABE= T2HAL W48 NFos B0z &

A2?

AUz H O
Mo 0% v olo

[root@ihd root]# ps aux | grep apache

root 19145 1,0 0.3 6272 3108 7 5 14:58 0:00
JustAocalfapache

nobody 19146 0,0 0,3 6340 3192 7 5 14:59 000
Ausrflocalfapache

nobody 13147 1.0 0,3 6340 3132 7 5 14:59 0:00
JustAocal/apache

nobody 13148 0.0 0,3 6340 3132 7 5 14:59 0:00
Jusrfocalfapache

nobody 19149 0.0 0,3 6340 3132 7 5 14:59 0:00
Justfocal/apache

nobody 19150 0.0 0,3 6340 3132 7 5 14:59 0:00
Justfocalfapache

root 19152 0,0 0,0 1764 596 ptg/1 5 14:59 0:00
grep apache

(O StartServers 5
@ MaxClients 5

@ StartServers 6
@ MaxClients 6

MysalOll A mydb CIOIEIBIOI A0 EXHotE friends EIOIS

ZAl2 OHIIX| O=s ©$=22 Adole 9

66.

67.

68.

69.

70.

71.

S MIYSHENZ WAHSGHD| /s Yoz IHE o2 A2?
@ mysaldump mydb friends >backup.sal

@ mysagl -0 mydb friends >backup.sal

® mysgladmin create mydb >backup.sal

@ mysaldump friends mydb >backup.sql

Otmtxl & M &M MBIt X =dt= MIME Et 2l
IS MEE M, V222 AHE2E MIME EIS
text/plain 22 XI&6lD| e 2oz SHIE A2?

® MIMEMagicFile text/plain

@ TypesConfig text/plain

@ DefaultType text/plain

@ AddDefaultMIMEType text/plain

Otciel OtHHXl & MB Z&F0l et 8oz S A27?

MaskeepaliveRequests 300

@ KeepAlivedl One 2 £HF0] ZHUS 20 HEE-e
A XO|C.

@ ZSCI0IHEAS HHEAIZS E0/7] 2ol 0] 42 K&
2 dse g4t =0HRICH

® XN=s=ol =g RIct=s SO 528 20| EQ
R A3 4= 3003|0IC.

@ 0] 8% 2t0l 00/ Z22H0|HED} B2 BSIINMK &
ZHEE HE |SASHC

ONIXl 2 MM BALE DUHAM MU 2E Clage| o
e F2E N F= H4™e?

(1 ServerRoot "/usr/local/apache"
@ LockFile /usr/local/apache/logs/httpd.lock
@ PidFile /usr/local/apache/logs/httpd.pid

@ ScoreBoardFile
/usr/local/apache/logs/httpd.scoreboard

Ct8 g2 Otmxliet PHPE &XIet = PHPIF M2 &
SH1 A=K =i 20| Aol &= HOIKZ, PHP &
8 88 S 0d JtNl 22 MBoiE0h olet €2 ol
XNE ZA=D| fIotK JI2H2Z HMEH= PHP &2 &

S22 A2?

X
pS

@ getopt () @ getenv ()

® syslog () @ phpinfo ()

Chs g9 AdZuz & %= Uese ProfFTP 8832z JHE
M 227

[roct@smtplus mysqll# netstat -anp | grep proftp
tcp 00 0.0.0,0:80 0,0.0.0:+ LISTEM 19226/proftpd
(accepting

@ Port 80
@ MaxClients 1

@ ServerType inetd
@ User tcp
Proftod @& AN A <Limit ~> =20 &8s %= QU
HHE0 st €go=z sl HS?

@ RETR : CIMEeC|Q OIS Ht2Ch.

@ STOR : ZCI0IHENAM MHZ TS &S
® CWD : CIHERIE HYHEHCY.

rr

o
jl

b
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(@ DELE : OIS ArxIStCt. NABICZRH FTPE Sl 2 =5t] ULH
@ AHOo=Z FTPHl &EH8H AlIE2Xs st =X oFX 2 O
72, 1S HZo A% 2D2RE 2 £ Y= AFOZ HF X H [YC ARC T 2R UK 2O
&otAl R& H2?
s = [¢]] 3 SEk=13 S a5l | = =]
[root@ihd mysgll# ps aux | grep proftp 75. E;}{*go}lé_g%;%e;g—lggﬂ?@ﬁg O Foiot= oIS dl=0l
':I 1 1
nobody 19253 0.0 0.1 4124 1552 7 5 16:02 0:00 @ share : AFRXH HE 015 M2 HelE S NT S0
proftpd {acceptin) OIOIIA X 2lohs ZAlOlC
root 19274 0,0 0.0 1764 636 pts/2 5 16:09 0:00 @ user : J|= BOF M#MOZ ARN/IHAYCEE Sl At}
grep proftp MOl 826t 220ICH.
oo o oo s @ server 1 AS XDt REE RS Gl FIITO A
@ ProFTP &A&2| ServerType S&2 standalonel 2 XIH ol 21256t)] 98 ASXH/IHAICS =S HIIX &
0 UL =}
@ ProfTP €32l User S nobody® XIF =0t 2ULH @ domain : JI2HO2 user P29 SUGHLE AR K
@ ST 0 AIAEO FTP2 F&st ABXE OIRE 9= Mol 01F HelE U2 MHE S Melots HA0ICH
AHEROI CF.
@ ProfFTP A& MaxClients 842 12 XN& o UCt. | 76. NFSOl Uist €8e2 Sl AH=2?
@ UERA WY 28 AlAY ATEOOICH
73. E[%mzcilé;i-%% DS MEstds M, ()2u SoHz A @ DI2EZ =dl NFS MBIO XSS AlEEHCH
- T ZELHE 212 SA #HO 2 RPC(Remote Procedure
[root@ihd test]# hostname Cal)E AtEs8tCH.
ihd @ A8t B0t JlsS JHXLD Al
[root@ihd test]# pwd
Aest 77. 2lSA AIAEIHA COM4 2l 0182 N fE2X A
) O ZFEEHN Oteliet 22 2oz HAIKE SWHAX
[root@ind testl# Is B0 OKE HEE AH Y7
[root@ihd testl# touch exam @ smbclient =M comé
[root@ihd test]ld rlogin linusmaster ® smbmount netbiosname=com4
I[rnnt@linuxmaater A4 mount ® smbspool comé
ihd:Aftpboot/10,1,2,2 on / type nfs (rw) @ smbtar —x comé
none on Jproc type proc (rw)
none on fdewfpts type devpts (rw.mode=0622) 78. NetBIOS(Network Basic Input/Output System)Ofl CHgt &
ihd:fust on Aust type nfs (rw.addr=101,2.181) 28 Jtd HEoHA Rt =27
ihd:Aest on Aest type nfs (rw.addr=10,1,2,181) @ 1BMOIl 2lot OH 2 & AT
[root@linusmaster 14 cd Aest @ NetBIOS= XHMELZ 2tRE JlssS KNG Z=0
[root@linuxmaster test]d¢ touch myscore @ oo FEHAN As HE2IA0IES0l 2Hel E4
[root@linusmaster test]d exit J HOIA M= Sae = U eHFEs 221801,
[root@®ihd testl# Is @ OSI 20 JIEEH0 Y= S8 HB NHIAS MBs
Ct
L3
® exam ® exam. myscore 79. 12 5 ®X HY MHIAS I8t BTHED} OfH 227
® myscore @ olE MUS EWAET L=Ch ® WY AT OloIFE @ HY Hs HOINE
® WY el KoIFE ® WY B HOIRE
74. OHS YZo| A0 (8 HHO2 Spl 2A2?
80. 192.168.0.1 Ol2h= AHIOIA Z&oH= HYS 2op XA
[root@ihd etcld ftpwho HOIGH| fIol /etc/mail/access && WOl =Itolior &
Master proftpd process 19446: ez 2= A=?
20035 - (3%} proftpd: ihdpeople - 211,202,42 8: D 192.168.0.1 REJECT @ 1.0.168.192 RELAY
RETH linusmaster, hwo ® 1.0.168.192 REJECT @® 192.168.0.1 DISCARD
20038 Om33s proftpd: ftp - 211,202,42.8: B B B
; 81. (iS22 AHEMNY MH2 422 )| /s 48 =, M0
anonymous/: IDLE o HOIE WOIAS AIGHD| I8t HH0ICH () ool SO
Service class - 2 users 2 =20l =AlZ ¢o2 H2?
@ AIAEI ProFTP JF AX, 245D QUL #(0{ 3 fetefmailfaccess < fetc/mailfaccess
@ ANAEHO ZEM5te ProFTP T2 AHAE OlAE Z2AMA
DXl BHEH0T & 3040+ EIHSILCE, @ makemap, hash @ sort, spam
® ihdpeople HAHE linuxmaster.hwp THLES XAl 2 @ check, spam @ file, attrib
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LY B SO D20l BR BA0X AE?

® MUA : KOl @ MDA : ot2=
® SMTP : dISHY @ MTA : RHEL

Cdenge A3 48 5, HAEE fIot0
S (Address Test Mode) SZAIZD| st HH
2 An2?

[—

@ service sendmail restart @ /usr/lib/sendmail —te

® service sendmail —at @ /usr/lib/sendmail —bt
. Sendmailll A =4&IE N2 XESLAMXNE EHdl=

2101047

@ relay-domains @ local-host-names

® domaintable @ virtusertable

CAIAE 2 Xt 2SS MU dEHY

ot telnetCE =G 38 =

A= WY SeH0|HEZ MURE =

A1) Sttt 0IE <ol Folor & =XE D

@ /etc/passwd I ot LB AIEXE2 &2
2 HZFSHCH

@ Sendmail® accessOl &2 2JIs8t AIEXIE
Ct.

® /etc/user0ll MEDMY A2 X}

@ IP FilterE XZ5t0d gt %XU} 80 UDP =

:Ol‘xl Qorcﬁ sPS| 3}[:}.

4L/ 2o

U8 = EXNRE WEQ 2o AIAEO0] ot =27

™ PGP @ PEM
® S/MIME @ SsL

CUSE dENE 2F42d nteel sendmail.cftl Z& &
o

2,
Hoz os A=2?

}dl/s;{ 0.” EHO|~ MO

@ Local Info Al@ @ &AIQl =AE HHS [ AR
o

@ Option A& MEB 0]
ANEote HEE Flst.

(@ Message Precedences A& : HAIX 24 =AE

Al AL EITH

@ Mailer Definitions A& : GHE 22 SAEQS 1A

£ doetlh

. OS2 AtUel Sc0IHESHIA 192.168.0.

1824
192.168.0.100t X IP =4AE sH2Z &HolJ| 7
?

DHCP A2l &FoICH () etoll 282 8F 27

range {3 192, 168.0.1 132,168.0,10

@ subnet @ autodetecting-type
@ domain @ dynamic—bootp

. CtS2 DNS MHO0IA clsAkr Ol8 &2 SEES S0l

U MHIAE FMS6HJ] 218t named.conf T 2|
Ch () otoll o2 u=a?

zane "0 o
type mastern
file “hangeul, zone";

ki

ro

o
o0

0z
HT

@ 2ISsA kS PunycodeZ SB1AGHNH

@ 2lsA k2 ASCIl 2E2 HESIH 2

@ elsA k2 16842 BHEGIH 2

@ els2A kr

UL AL CIOIEHIOIAN CHet Jl=2 50._ ’éj_‘?’_g Zstotn
T

9)1: _I.OIEA_I /\-IX-I u_l.OI_J [:lE‘IIEaI

Hot= MYE2?

@ resolv.conf @ named.conf
® named.ca @ named.local

Oteiiel Xinetd MHIA &0 et &=

um
u
o
o
N

service telnet

{

disable = no

flags = REUSE
socket_type = stream
walt =

only_from = 192,168.0.1
user = root

server = Ausr/sbindn,telnetd
log_on_failure += USERID

t

@ Telnet MUIAM Cist &XO0ICH
@ TCP ¢ZES 0|=8&tCh

@ 2201 AW Al /etc/xinetd.confl Ji&2 A& 020
USERIDE =2 JIS &),

@ 192.168.0.1 01219 2E IP =20AM B0l JtS36ICt

. Lt8 & DNS ABie SF0t ot 222?

@ Primary @ Secure
® Secondary @ Caching

U8 & ieugol AdE= |20l ot X=27?
(o]

@ AT HHL), S0, )%
@ FoLE =X=2 AIZ
@ dHAHCZ S5EX
@ F0o WABXUHE TEN FHSEHC.

%
rr
kJ
10
it
M
k-
HU
>
0p
ul
[w)

AAE 22X 2EZs2 THO WY MHE 2335t <l

named 2IIXE AXIGHACEH defLt e ME{G 00l &

XE 2aE 20 ARUM UlY HHIAE AIZSE = S

QAUCH 0|2t 22 2HE oHZaol)| floil JtE H&Est 9

27

M named G129 /etc/access &% M 2 Jtssdt
ANEX IDE F=ItstCh.

@ TEAl ABHE EHol) TAISE Eoff 82 otl== &t
CF.

® MHOIAM 538 TCP/UDP ZEE &3
ERskEiv

@ named U2Z inetd RE2 HAGIN CHAl Al ZHSHCY.

gl
i
S
o
on
i
i

. U388 cIs20AM H3ots WERID AMblAgt 22382

Z BtE BXoE H=2?

b
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in

ol e MHIA : ypbind
H&E 22l AMHIA @ CVS
|

® O
=
e =2

TetAl AW : iptable
HERK3 2 NHlA @ bind
96. AIAEIOILt HIE/RI D= S8 E &S 2810 QUCH 0248
A2 E2 2o HOHZ WY K22 622 DZAIAM
NI 34Xl S22 & 4+ 8lEE ot= dld 2827
@ ER0I=20t @ Ip AZL
@ MHIAHE =A @ e

97. Sobig wormO| 2Z =02l AIAE2l webmaster HE 22
ES0 32 oY HI0IHAE XtEtotd| fof E & ol okt
22 O3 & HHE HelIIt?

@ /etc/mail/access @ /etc/local-hosts
@ /etc/hosts @ /etc/passwd

=R

98. 2lsA 0 A Application—Level ProxyE XI&aol= IHIIXZ
SHIEH | A28 NEAN2.

@ Apache - Squid @ Squid - Exchange
@ Ipchains — Apache @ lIpchains — Squid

99. =8t ¥2 M0 JIsS E0A 2 IHE ClOIEHIolA

Expert AIAEIS AFSol WERIALE AIAES AIZE &
222 ZBLIHE = 22t AIAEE?

gt 5t & (Firewall)
EQUEHT A AEI(IDS)
PN(Virtual Private Network)
MZ(De—Militarized Zone)

o <

100. 2l =A0A iptable HHS 018501, 10.10.10.322 2
2= BE WAS U A YYOR YYe A7
@ /sbin/iptables ~A INPUT —s 10.10.10.3 —j DROP
@ /sbin/iptables A INPUT —s 10.10.10.3 —J DROP

® /sbin/iptables ~A FORWARD -s 10.10.10.3 -j DROP

@ /sbin/iptables ~A FORWARD -s 10.10.10.3 -J DROP TT2T3T215T6T7 1819 10
DIB®IB®|OIBO @ ] @
111211314 15|16 |17 18|19 ] 20
@000 ] @
21]22]23]24[25[26[27]28]29] 30
@ ® ® el 6| @
3132|3334 |35|36|37|38|39| 40
DB @ ® | @
41142 14344 145|146 47148149 ] 50
DB BOOe e 0O @
5152 (53|54 [55[56|57|58[59| 60
@O e o ®
61]62[63]64[65[66]67|68]69] 70
@000 @ @
71]72[73]74|75[76]77|78]79]| 80
D @D e l0 e 6 @
8182|8384 |85|86|87|88|89| 90
DI ® O e e O @
9119293949596 |97198|99 ]| 100
@ @ @00 |®v|0]@] @
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