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‘ 102 : 2/=A AD209| O|6H ‘ @ /etc/motd @ /etc/rc
® /etc/inittab @ /etc/issue.net
oIS Xl e 3o 81 xe 2T 8. ext3 M AIAEI0 e 422 It HMESHA Ret A
@ JHAl 21 ZXI(Cache Memory)= CPUSH I & X2 29

ALOIOI RIXIGHH =019 & X2 2SS 1522 CPU
of Mzdts & HS2 HE2cZ2M FIIAEXIEL0
=SS0l &L

@ ext2 IIY AlAEIO &HF

E2A5H)| fol Mg
(Journaling) 2Isg =t 2

bt AIAEOICH

o ujo

@ Jl1° IR 22| JIWo= SEI1E(Fetch), BHXIIIY @ LIZ300 CIOIEIS 201 D0 =100 0100 thet e
(Placement), W XHIJI8 (Replacement)0l UCH. s JIXE, AlZE0I HWMHOE KE/XHEEC"{E S20l=
' BN fsck(File System Check) JISS 0I5t =238t
@ Jtak D19 & X|(Virtual Memory)OllA S& F=A Ba Ch

(Dynamic Address Translation)2 ZZAMAJ} Al D] o _ A
MOl Jbat Dol ®AO] SIXIOF Al HXIS OiCIo 9 © =201 J1=4 80l =Y A0S Td A8 =
st B weEsis BHOIC, T ANE 2IIE.

@ HIOIXI CHill(Page Replacement) 2 12|E 0l Al ® /\EMEB: H:x:l:_:xéoj% i DEMZﬁE: sic)
FIFO(First-In First-Out)= ® X XIHE HOIXIS X Hat wotJl Flo = =Aaore =
= gDR2IE0IC

9. X 2ER AMAHWAMN CIE SAEN FERE Y=I| Aol
0. 220l BUIE 5tLI2 ol il stpiS £ Jls2 29 228 X 2L0IHE =218 5427
Olet at=ot? M —display @ —-geometry
® Jtatil 221 (Virtual Memory) ® —xrm @ -bg
@ YEIENAZ (Multi Tasking)
A\ 10. OI82 X&)t 2ste H8S TAsst 2H0ICH 2 &
@ JtaEZ(Virtual Console) 0| 242 B0 2129
@ YEIS M (Multi User)
startx | | Client | | Server |
3. 2lsAN s 28 = U= A2 DEANL. + #
| xinitre || NEET VETTC |

(7 CHE ALERE AT

(Lh CHe Z2HME AEHETHT,

Ch M ZZ ™A 0ICH

Eh 252 EREH Yo HEE 2s2 HE2E
LZE2MAR MEZ BEl JS 52 =
=S HHZ #a 2200 .

| () | | Client | | Server |

® (O @ (H(L) T . T
® DL @ OHLHEHE) x| [E=saual [ @ |

4, 24T D2t 22 AIEot=E &2 2=2&FQ Het= Jtott | |
BHEZEI0], HESEQ AIEE RIoiAd= HIE2 X200t ot=

ATEQAH=?
@ JtIHZE AT E 0 (Copyleft Software) ® (9F) Xmodmap (L}) .Xresources (Ct) Server (2h) xinit
@ QLE A2A ATEY0{(Open Source Software) (OB .Xresources (L) xdm (C}) xinit (2F) .Xmodmap
@ A0S0 (Shareware) Jb) Xresources (L}) .Xmodmap (Ch) xinit (2})

(
@ Z2|9 0 (Freeware) XF86config
@ (OB .Xmodmap (LF) xdm (Ch) Server (2) xinit

@
®

5. Ot & 2l=s2A BHEEQ| Ot H2?

@ Debian @ Slackware 11. /home/ihd CIZERIE /root CIHE2|0 tar.gz EAl2Z B4
A= 2| st backup.sh & A E OIS ots1, 0f
® Mandrake @ NetBSD DY S cron OI2S 018501 SH20 Bteia F)|xoz A
é AlDIHDD St C82 0l 98t backup.sh W2l LY
6. = MITE CIOIHE JI& MO{S 2§ 0142 Sato|22 802, Ohe (LHol LS A2 DSAIR.
?“EIEH AEE(Strip)2 AME0HAl €& “*’%QE, Ct= At
S AMAENAN 202 As D& HH sE€2 23 o= h
RAID Brale? name=%({LH)
@ RAID-0 @ RAID-T tar cvizp froot/$name.tar.gz /home/ihd
® RAID-5 @ RAID-7
@® (91 !#/bin/sh (L) time +%h%m%s
7. Telnet2 Soll AlAE 0 438 AEXNSHH SXE A @ (1) <$/bin/sh (Lt) date +%Y%m%d
0l UE W OI8ct= W2 HE HIs A=? @ (1) #1/bin/sh (L}) date +%Y%m%d

b
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@ (J1) &!/bin/sh (L}) time +%h%m%s @ SA=SD $A=0| 2HE LF0{0F ST
@ 2N HI0IEIZ BB
2. ChS R0l OB STOR JiE XEE 2027
) , ) P =A B Md%o2 Sal 2427
find / -name +linux= 1> find 2> Adew/nul 17. 1P (IPv4)Oll .
@ IP O{=d A A B A SAAE FMS HIER O
@ B CIME2I0A linuxets 2XSE0l ZaE NS & A EBHTE
o 1 3z= f|nd IOl MESHD, ol HAIXS @ BAE TEO HIE 20l 25 10 P TAs 52
/dev/null 2 S UL}, AEROZ AIREHC}
@ 2E CAEZ|NA linuxcts X0 Z&E D1YS & @ 1272 AIEGIS IP A= QIEUI0 AHZGX &
o 1 2z= ﬁnd ool MESD, ol HAIXS TNA AFREID| ol S 240ICH
/dev/null = ZHLTE @ MEY OtAT= P =AM UERT IDE 2|
@ 2E [CJAERS TEs 2= 519 CI2AE2MA linuxet AFE BT}
= 22Xl I IIYS 0 1 Z2E find TFL 0l
5136}]_, UM X e A2 /dev/null THOl H& 18. HIEQT HAOQ IS0 2H =KX H2?
- tstat 1 A WEYT 2 T2A|AZ 20| =
@ 2E [2ERE ZEE DS 519 CAE2MA lnuxdt @ netstat : B4 U3 =8 =0
= 2x90 ZatE OYS 20 0 22 find TH 0l @ traceroute : M2!'S {As =EQ HZE FHOIE=C
M&otd, oiet MAIXI= /dev/null= 2HCH @ ping : NI&E AIAHO OSIt MUHE 2LTY=XE =
L.
13. OIE{EES =29 1 K0l =2 X0 & 21427 @ route : 2H2E HIOIZM ST H2E =160}
@ Y= OHYE : YEHO| A22 YAZ[D}
@ 2% AHYE : TEHAQ Al BYOl XSS 2 | 19 USES 0H S201S 228 202017
=C}
ANAE SZ QEYE : AlAE SZ0| HMHSS HY
O e e & =8 =20 1 4 218,239.219.65 (218,239,219,65) 25,669 ms
@ D20 92 OFYE : D23 AW = 5C90( 11,39 ms 18,381 ms
PEI USS A= F211,117,39,193 (211,117,39,193) 11,441 ms
12,022 ms 11,887 ms
St one o e s oo 6 211,58.252,246 (211,58.252.246) 10,823 ms
- ' sa= e 11,693 ms 14,062 ms
(7h T 211,658,262 182 (211,658,262, 182) 12,852 ms
init ¥ it 11,132 ms 10,465 ms
g 211,60,216,13 (211,60,216,13) 10,066 ms
11,111 ms 11,414 ms
@ traceroute @ ping
@ netstat @ nslookup
20. nslookup HE Mo HMH st &FH2 set type =
® (O -fork (LH-exec @ (Ih)—fork (LI)—fork 22 galoz AESCH OD|0 AR ©l= KEY2H 010 CH
@ (Jh-exec (Lh)—-fork @ (I} -exec (Lt)-exec gt IS0l 2k Adzd He?
@ HINFO : Ha SAEQS MISE HE
15. Al2F 00l &=XI=O2 2rMst 14 O Z2AHA P1, P2, P3, @ UINFO : CHAH SAEQ AIRX BE
P4J} 2t2t 20, 15, 10, 5EM 4SMECD & O, 0SS — o=l = -
FIFO(First In First O ANZE #S A9 ® WKS : Hg 2250 NEstE 2 AUI~8 d=
SJF(Shortest Job Firsh2 AHE S B 2429 HAOH @ NS : SAEQ HUMHO T M
DINEE=Y
W FIFO 12,55, SJF « 252 | JWE : 2 =A AAE B
@ FIFO : 25%, SJF : 12.5%
@ FIFO : 7.25%, SJF : 12.5% 21. #(Shell0ll tHet Yoz Sl A27?
@ FIFO : 12.5%, SJF : 7.25% @ Jetc/shells THLS AIAEIMA AI2 Jtsst 270!
(Login Shel)S° MHMAZ= JIXD UCH
16. HEST A0A CIOIEHE ®&sts &A= S|4 ®50] @ bashe GNU Z2HENA HL/HZEUACH, = 2
HISD|A &0 HIGHH 2s BHEH27 (Bourne Shell)t &&= & A3 E(Shell Script) 2
® HIB0l A ECh. ”E JHXL 2L
_ o = ® tcsho MBX}EOI KAl 9| % Iai 2l .tcshrc 2te
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Ct. @ umask @ SetUID(Set User ID)
@ AFEXF 22900 &(Login Shel)Q HZ&EE BtS Al root Gt (® Sticky bit @ SetGID(Set Group D)
0l & == QUCH
28. linux.txt el AstE2 rw-r—-r-—— 2 E&35H)| |st 94
22. 2IsSA0AN 2ot Adstol)| |8t X2 Jt&E HEHEoK 2 27
s =7 @ chmod 644 linux.txt @ chmod 655 linux.txt
@ L8 WAAZ WAlOll shadow HAHES AL BT ® chmod 777 linux.txt @ chmod 755 linux.txt
@ HAYE W0 MDSE =6l EZEHCH
@ /etc/passwd IILO| ASXE rootz, HE2 29. &M CIHELIQ 8 CAELIS 2= 5t9 CIAEZI0 U
—fW——————-— 2 SHEHC}. = Y = bash 2 22U TYEW olod oilg mhaol
@ HASISOl expire LXE =0 SXHOIA S4D12F MOlol Astg FI| st HE2?
@ find . —name *.bash | chmod u+rw
23. bashe E0ot2 2ol 2 HHS & AISXe =20 ¢3F @ find . —-name =*.bash —exec chmod u+rw {} W;
AMZES0H S AR USO=2 B2 BOE==0O, 0 Al
s mae tﬂ¢5: T ® chmod u+rw *.bash
@ $TIME @ $TMOUT @ chmod —-recursive u+rw *.bash
@ $SCRTIME @ $time_out 30. 'S = MIEIMO| THY AIAES MAGH == 20| ofd
AHea?
24. Otellet 22 W=0l /etc/passwd u} ol AS [, foobar :
AEXtel 27010] o S 0[R2 L= HS? © mkezfs ® mkisofs
@ mkfs @ mkfs.ext2
foobars 100021000, homeAoob ar bindfalse
T —— 31. AIOZ0 et 8O 2 JIE SHIE 2H2?
oo _ D 259 ¥2 22 T2HAD AIDLS 2ot S25HH
@ 27101 d(Login Shel)0l ZMStAl &=Ct. T XA DRNAS ZEGHK 2D HE 2ECH
® foobar= H& 0IE2=2 31801 X A4=CH. @ bt AFRIE Killal HES AR5 root Astoz £
@ 2EJ ¢==oR 20| ULt & S ZZNAE SESAME = UCH
® HUP AlIDZ2 AME0otH =8 =0l inetd ZZ2MAE S
25. (22 su BEUAM MEBE = A= SESO0ICL 0l 5 & SAIIX 20& &5 mt2(/etc/inetd.conf)e g2
oo 02 2127 HIRO 88 HSS £ QU
@ -s @ -l @ Kill HHOUA —a SE2 2= EFR9 AMDEsS =Zotel
® —-login @ - = SME0IC
o 5 = 32. 0|80 viel ZZ2AMHA0N SIGTERM AlJEE BEUSHE &
OS2 s -l HEo A% &1 . st &¥ez J = -
26 g mgg ;|4c.7 | rOICH. OTof =t 26K L= [0, 012 EZ2AI21J| Qs HHOZ2 A Aot
-rwwr-wr-% 1 shson shson |, w @ Kkillall vi @ kill =9 vi
drwxr-%r-% 3 shson shson .., @ kill =15 vi @ killall =9 vi
—-twwt--r-- 1 shzon shson L., v
[rw=rw-rw— 1 shson shson ., z -» /bindep 33. ZEANL0 et £32% S8l =27
22 T2 NADL fork AIAE SE2 80t Atal X
O we SFL AES#AIZ = QUCH ZNAZE SHELH
@ x= CIZE2|0ICH @ A2XDI &2 TETE(Shell Prompt) &0A Is HHES
C o = $85les AR, B2 T2 M A= &(Shell)0l2 Xtal =
= root2 shson AF2XF 01210 S 48 £ gl °© R
@y rooteh shso o v ZHIAS IsDb ©CH
@ z= /bin/cplil SHZote 2XE ZX S+ D0IC ® ZEAASE ANRSE HSHA 722 20U
@ AAHEIQ REE & X2 UENHK=E ZZAHAE login
27. 48 22 2D ()0l S0IZ W8o2 Ity MES A =2 AIZ0IC
NEAN2.
— 34. AHE SO AAENA httpdete & ABlAJF A8 SOIX|
root?t OFel 2HE AFER=E fetc/passwd IF OLED| IEH JIE MEE HH2?
M CHEr A0 #HEH0| B2 =M 01 DH @ ps ax | grep httpd @ ps | grep httpd
9 lH=2E T©HE = 8EE 4 QI0E el 2 ® ps aux @ ps a httpd
- MEAE Ausrbindpasswd EEE AEGLH
o ZpMO| 291 HFE HZ 4 9l=f. 1 35. vi OICIEZ #& ot & &A UE /S ol <A
._ : - Ctrl-z 318 ME5H0 HH@L}Q*EP HAS OF& =, CHAl vi
Ol== usibin/oasswd DREHC Ol OICIES BE Moz S0Pl 28 2Ee?
b o =
SELIH 2 WS 0ICH @ fg @ bg
@ vi @ back
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36.

37.

38.

39.

40.

41.

42.

43.

44,

rom2 ASote AMABWAM autoconfete= WIIXIJF XIS
A=A LO0tED| fIe ItE HEs HH2?
(O whereis autoconf @ rpm -ga | grep autoconf

@ rpm —agf autoconf @ rpm —al | grep autoconf

rom £= dpkg E2l AIE SHDL 2ot Y A=2?
@ M22 AZEN XS Is X

@ &XE A2ZE/N WX JIdole

@ T2 =M X

@ 4XE ATEQN IHIIXI0 CHE 2 HM
HES TGN EXE Z2R AISotAl e BE27

@ make config ake menuconfig

® "
3 3

@ make install ake modules_install

make FAN 2et P22 Sl A2?

@ E &A T2 HHE Alll= Makefile2 2501
S BHESH= 2301 BhE & GHCEH

@ Z20d8o| Y B2 s282z =) fdl A=A
SF0ICH

® ot P—l Makefile LHOIA Oled el SHE(Target) & Al

@ Makefile 0l A J%’é(Dependency)ﬂ} SHX(Target)2 Y

ANdts B2 &at &H(TAB) 2Xt= AIZGHOF &L
rpm HIIXNE &Xlots & A&EE 2HIL 2ot 01

ofZotJl st =X = A = ?

@ XA Js WIIXNE 5 AEH SHE 222 I
AS2 25 & = O23d0lE 8 Fol £xlistth
@ XA As WKLY SSX Y= HEY HIIXE

ot £XI&tt

@ AEH MOt LMGA 2= SLE JIiss oA
IIIXIE &XIStC.

@ ——force SES AIE50 A XIS

-

ClsAo ZX S2tOIHH0f et o
@ elsA9 & Eeloite U
@ 2lsA9 &HX =2H0lH=E I2H 25 X =elolH, 2
A X E20lH, WESRZA &Xl &
fsoz 12y + AL,
@ Windows NTSl &Xl E2l0IHeE 2lsA HEWAE A

Rol— A OII:I,.

@ 2lsA HE 240 ME USB=
Ct.

8o NEEX $10 U

axe 28 = g X2 2= W20 SclHLE Ol
ZelolA AT HE T /\}%EIE FH0l ot H2?

@ insmod @ modprobe

@ superprobe @ rmmod

(S & ZEHE &30te &7t 28 = /UesE A2?

@® Ip @ Ipd

® Ipa @ linuxconf

PNPOI XIREIX &%= AIRE JIEE &ZFotedD 8L 018
2ol ZRotK 22 dE2=?

45.

46.

47.

48.

49.

® BHA |E(Bus Type)

@ Y& FA(1/0 Address)

@ QHEE HS(IRQ)

@ =2y HR2l HAA THLE(DMA)

=AM E RE XS0l S I (Special Fie)g2 =
ECH AL S0l elsa Al*E“Oﬂ =210 Ca3 21018,

IDE StECIAZ E2H0IE, 0IHY HY¥H, PS/2 Ot At

2t2F SHLEA A= JAS [, 0| = /dev CIEER|0
=Mdle S+ W0l otLl H2?

@ fdo @ hda

@ eth0 @ psaux

clsA HEWM 25 SEig RS 240| ot H=27

1 SCSI ClA3 & X EetolH
@ VFAT I AlAE

® CPU AAHE=EAH

@ Appletalk HER3 Z2E2
clsA HE AAQ AMY WAHO| =MUHZ HI2AH LZEE

x27?

il

1 make mrproper; make config; make dep; make
bzlmage; make modules: make modules_install

@ make dep; make mrproper; make config; make
bzlmage; make modules; make modules_install

® make bzlmage; make mrproper; make config; make
dep:; make modules; make install;

@ make bzlmage; make config; make dep; make
modules; make install

cl=A AIAE0A EXI0t S&G
AFEHO| OFLl 2427

=
5
1o
=
I
e
%
=)
Qj
rr

@ PCl ZXI2 H= Ispci EE2 Sdi ZXIJt HHZ A
SIRA=A =elsttt

@ EXe 2EE S0l 2E0| SHIZ BT A=K &
QISHC.

/etc/printcap ISl LHEOICH Ol0 THet &o=z

Ip11printer

.servericm=0umb printerlp=/devApl
isd=Avar/spoolApd Ap 1 f=log:af=acct
if=/ustAocal shinApfim==0:shsf

e
]
m
rr
~

usr/local/sbm/lpr ANESt
o X/tH3J1= ObyteOlLCt.
E& /dev/Ip10I|LCH.

/var/spool/lpd/lp10IC}.

Ct.

e o
;;
J
or
]

3

il [LIO

®©®E O
o
m
o
0
>
n
m

W [H
Jy

& oM
xe)

i 00

@ oo

@ /dev/ttySO
@ /dev/sdd

/dev/mem
@ /dev/port

b
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Mate AH2 SAESHH WY AIEXS AEE Y
51, YPINOR (2 ZE HWEe ¢ A= 27 e ol =C}.

: ICECE . @ SSL(Secure Sockets Layer) : 2IHY! AUAMO Eots
faril 2 11:12:37 ind httpa: SIBA WAHNOIZAOIA JHE S 200101, 22t0IotE/A
Aprl 2 11:112:39  ihd  httpd:  hitpd H ol=g02 Al=DC).
startup succeeded

il 2 11:12:41 ihd smb: smbd 57. TS 22 2 L2tXQ JIA AL0[Ct ()erol S0
fp
startup succeeded 2 Jid 538 200
Aorl 2 11:12:43 ihd proftpd: proftpd AL 212 2IEY 2B S HESHD Sl 13HE
startup succeded DNS 2EE MHMH ZES QI0DIEZ 2EAH S&55

= 22 ( 1S30| Z=HOL 22 J3Z2U I=

@ /var/log/secure @ /var/log/boot.log o D[} HDE HEZ DAD LW SE

® /var/log/cron @ /var/log/dmesg AHL CISS102 M OIES B0 2oless K
52. AIAE 22 A= syslogdel X TN s &Y T BECHD 9ECH DNS 2E MH = .com, ,arg
SZ IOty HEGHA =&t 27 411 uk & HER EHY BEE HE6Hd 5L
@ syslogdS =HX3FULS /etc/syslog.conf OIH, A& & = MHSE 212 2= ZF2 S oIt
E facility.priority destination 2t 22 ?&X& S U QAN ICMP INEIS2 BT HEYACD SHOH
@ facilitye HAIXIE BUe MAEAIAES OIE2ZA @O 2! ALIH @ MHIA HE
auth, authpriv, cron, daemon, kern 0| &XHi&tCt. ® E20| =0 @ & A

=

@ priority= emerg, alert, crit, err, warn 2 204
AL 58. Of2H 20l CHEH O JpE MEF A9

o

A
e

@ MHIA 22 2E0 2= HMAIXISS news.x
/var/log/boot.log @ 2S AXFHZ Sdl boot.log M0 # tar --create --newer § ep 2002 --file
MEEd. Adeyftape Ausrfsrc --werbose
53. tt8 & & MWl access_logll &&= &0l Ot =24 @ ftapect= HXIO JAe= WES /usr/srcgd FI110 UCH
27? @ /usr/srce 2E WEE /dev/ftapedl £J110 JUCH
O OOIES 8% 2= @ =24 D2e 3l ® tarS OIB5H0I ftapeats FXIO BPE w20 siols
@ BEXY IP = @ Q= Ot 0l Lot AL
@ ftape &XI2 HED /usr/srcl LHE SOHM 2002E 9
54, LBINOZ Z2IsSA AAHHCS Z2)E2 SFe Lo JI=s 2 82 0|0 MAE WHEs2 24 HRE &5t
=0, AZ2t0l XL Oledst D120 &40 22 22t Xt UCH.
XotAH EC O8 & 0lds a2 2ot fst 2t
S 2#Ed0l 52 =27 59. 2lSA AAHINA XI2O Wels 96 J2Xo2 Ha2g
@ logrotate @ sysreport = 980t ot AH2?
® klogd @ swatch @ sudo @ dump
@ tar @ cpio
55. ssh0il Uit 8¥oz Eel A7
(@ public key2t private key2l T&& 0|28t 2ot IS 60. AIAE 22X EZ2S2 M0l CHEISHH AlE S2l 2isA
ey AABIS BIQIEI DR BICH SAS0| ®el & LRAO| 2
- — = =] X MAS HE9
@ sftpS scp= JIZEQ fiplt cpRCH QHF B THY FZ, Tf LRECI=A JtE REs 2=
o =A S92 Jls2 JIND ULk @ /home @ /proc
@ public keyZ 2 AL, A= HEHO ssh 22t0/A ® /var @ Jetc

E 9| private keyE =Atoll SO 0f &tCh.
@ ssh1Dt ssh22l & JHX Z2EZ20| UL

3=z UES3 & NMHIAS EE

56. MAMS Zotiy 250l (et 2822 |X 8 27 | 61, ojmxl &3 MU httpd.confOll Al MHIE ST 20|
@® T2 MARE (Shadow Password) @ H1E HAS of AMLUCS Gtl= dF2?
Se Sus @0 gE AENSH S £ S 1)

(1 ServerType standalone @ ServerType daemon
® ServerType inetd @ ServerType superdaemon

@ GnuPG : PGP 2422 %‘%9%/\4 L2 d2 = AU
XIgt, IDEALF RSASS AMEotIl W20 01=9 ==X _
st =x0l 28l 2550 I]I—?‘ ||01+||/\_|g_1|| }\:_ggl DKEIEl 62. S&QI & HOIX &S <ol & AMHIAUHAM AIE6t=E
o auCt B - CGION Cf3t #BOZ B2l 2127

@ HB2A(Kerberos) : MITS OFEILI Z2MEWA N @ CGle Common Gateway Interface2 2f0{0IC}.
= SHACZ A AZXIL S0 HHZ AN A @ CGIZZ0d A8 =2 ME&= A0 = C, C++,
HFEE elotH AIEXE 2lsotll, UWERAD &l & PERL, PHP, ASP S0| RULCH.

zZ2 XAS JIEE2H &X2HE CBT : www.chtestpro.kr
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@ CGIZEZHo 2= 2HE=E, HAIE S0 JUCH
Mo = 5 67. OtILIXl €& WQ! httpd.conf2l Directorylndex Xl Al XH0ll
@ CGIZZ 2o Al Z20IHEN AR A=Y 25 Mooz SHEX R 27
63. (+S2 MySQLSl AAZTY SX DE 5 & £20ICh 0 © 2c0AS} LRNZCl H=0S 0 202 8 S48
o AU HFoz El A2? LI StCt.
@ Ugsle & 2Mes Bl 2t RESHC.
Joonfigure —-localstatedir=AusrAocal mysagl/data @ 0] XAl Ligst Iol ClaiEg|o) 92 =S ol
—-prefis=AusrAocal/mysgl ——with-charset=euc_kr E212 S50 M8 sHE = UL
: o = Ligst o H EMdte 22 O
® --prefix=/usr/local/mysal= MySQLO| &Xl& & CI& ® OEIEIIIC”AI;!O|+5$ “%QQE! Siaﬂtli, Riat t

64.

£clg XN&ots sE0ICH

@ --localstatedir=/usr/local/mysal/datas MySQL<]

EIES2 /usr/local/mysal/datadil M&EAIDID| st S

Ct.

@ ——-with—charset=euc_kr= MySQLOIA

otAl al=== S&0ITH

]

SANE

ujo

@ O 2ol A /usr/local/mysqal/data Ol mysqlt

S JHSl GIoIEtHolAJE e =t

ORI &3 T2l httpd.confl KeepAlive

cilol
&0l

b

or

test

20l on2 &g

ANEDO AS O, HEH0 A= SAH0IAEI NEE Al

2t ol OlRel RF0l 8ls 32 B85S &

B/ =2 S

— o
= €327

JI 2ol AtZst

68.

configure Y& 0l —-prefix=/usr/local/apache S
OHIIXIE ZIMY AXISHCH. 0 O OfcH &t=0 thst Cl2t
E2| AXIt =AHU=2 B2 BHIAHE 242?

4 OHIER MEOFUE2] 217

Lk EII-LLI-II Ex"LLI- =2 2= |

@ (91 /usr/local/apache/bin (L}) /usr/local/apache/conf
(CH) /usr/local/apache/logs
@ (

Jb /usr/local/apache/sbin (L)
/usr/local/apache/config (Ct) /usr/local/apache/logdir

@ KeepAliveTimeout 15 @ Timeout 300 ® (O} /usr/local/apache/bin (L})
@ StartServers 5 @ MaxKeepAliveRequest 100 /usr/local/apache/config (Ct) /usr/local/apache/logs
@ (JF) /usr/local/apache/sbin (L})
65. CtS2 OtIXl &3 W2l httpd.confll LHE & LR 0ICH. /usr/local/apache/conf (C}) /usr/local/apache/logs
Ol0fl CHet 8oz D& HESHA 2§t 2A2?
69. OIIIXl && M Ql httpd.confl <Directory /> ~
....... </Directory> XIAIXF LHOI &8 JIss sE0 U 2&¥2
ServerMame wwaw linus, or ke g 88 =7
DocumentRoot " /usrAocal/apache/Mtdocs” @ Indexes : URLOI Jteldl= CHet CI=Eel el
. , Directorylndex XIAIXHO A& E & HOIX =J| OO0l
UserDir public_tmi ZWoHA 2 AL CAER TY 2=S 20IECH
<Directory /home/«/public himl> @ Includes © SSI% 22 M 5o ZIHLE A Its
Options ExecCGl ot & otJ| 8 s&0ICH
AddHandler cgi-script .cai .pl @ FollowSymLinks : AFEXIIE0H 2 E XAIXZ 2210]
¢/Directory? HEDL & MHe & CaE2 0l EE%E* i .htaccess
mes A2 Jisol== &&ot)| {8 HOIEF.
D HQl NHo JI=2eN 2E C2EE XIF 5t UCH @ ExecCGl : CGIE && JISot== otJl #i8t s40I0.
@ Directory XIAIXtE CI2ERIE MOE I AFH25H0, _ _ _ _
O CHAF Cl2ER|S =M 22 AI=5I0] XA SEHCL 70. Ot & U2 ZREI LS SKotJ| ol ALSst=
@ Ot | AH= li kr/ / | 2 Mul b op e
FIOF X = www.linux.or.kr/~joe/sample.cgi LS
/home/joe/sample.cgi2 HFRH =L} @ PAM @ Samba
@ Perl A3EE IY(.p)S CGIZ ABEEE SF5H @ NFS @ FTP
Ct.
71. NFSOI Oist 8oz gl 242?
66. & SAE AUHIANA AIE6t= OMIIX & MBiel 0|8J]|et @ NFS MHQ /etc/exports IS O{EH LIAS =EAIZ
JtatS AEl(Name—based Virtual Hosting)0ll Uit 8o =2 oot tist A28 JHX LD UL
e ExRE H27 @ NFS 22H0IE= Jetc/fstab THL 0l HHEZSE Ot
@O H3F¥oldle =0l x0t3 P =AE =8 600k & g Cd&Ee ther 22 JtXI D UCH
Ch. ® rpc.mountds 22H0IMENA XRSsHe HI=0IH, 012
@ httpd.conf TFL 2l NameVirtualHost S22 FA&XEIE E QA2 AMHl EUWl= 2010
o OF EtL. @ rpc.nfsds MHIOIA REsts G200, THY AIAY Q
@ A 8E eiIL=0l ifconfig?t routeE 0IZdt JHAtQ 2 HMe2letlh.
|PE = I' A X‘*OHOI: oI»[:l.
@ IP =2 3 W2 o e SHgsS AMEE £ Us ¢ 72. U2 F ZEN9 Alg A0 e &HOR2 JIE MEE
goz, 2242 THoISH HWEEH2Z ServerName, A2?
DocumentRoot, CustomLog s2 & & = UL
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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= e A ol =2 C Z‘_‘:_ .
ihd@ihd :~% hostname A 2E + U=S T2
ihd 75. CHS S testparm @O AlsH ZWOICH 010 CHat Ao
ihd @ihd :~$ ftpwho 2 iR NEs 2297

73.

74.

inetd FTP connections:

28853 - (0%) proftpd: ikd! - 211,202.42.8 :
RETR mydocument, hwp

28768 5mb3s proftpd: ihd2 - 211,202.42.8 :
8879 - proftpd: ihd?2 - 211,202 428
STOR mypicture,jpg

oervice class - 3 users

IDLE

@ ihd, ihd1, ihd2 & 342 HEOlI FTPZ & =6l UL
@ ihd AIAESS] IP =A= 211.202.42.8 014, ihd11t

ihd2 ct= OIS
9)\%% ot A O||:|.

A AIABIC22H FTPE 550

@ ihdl HHES 211.202.42.89 IP =AE JI& AAE
=510 mydocument.hwp LS Y2 E=0t] UASS
2 £ RUCH.

@ ihd2 HES ihd AIAEN S JHS FTP A& 2 JIXID
UASH = olLt= mypicture.jpg IS 256D
ASS & = UL

&t DoS(Denial of Service)Z2AE 20{ot

cH
J| st %*EQE =g A2?
@ inetd HI2ez A# Al &3 022l maxinstance g2
XISt&tCt,
@ 23 WO maxclients H4E 0125610 SAI0 E5E

ALEX =5 HISHEtCt.

@ standalone 2E2 As Al & 22 maxinstance
U2 MSHEHLE.

@ xinetd I22=2 A8 Al xinetdOlA AFZ X =5 HI&tst
C

ChSe JI2&0l fip S22H0|HE FHWE 0I18a5tH ftp A

Hol &8t =, help B™ES O|96+04 M% Jisst 280

E =S ZU0ICH 01 Gl Ug &2 Jt&E 2t

g A7

ftp> help

Commands may be abbrevisted, Commands are:
I disconnect nmap restart
% form nlist rmdir

account get ntrans runigue
append glob open safe
ascii hash passive send
bell help private site
binary i dle prompt size
bye image protect status
case lcd prowy struct

cco |s sendport system

@ lcd : 58 223 AH AIAES CIHEL] 0ls HEO
Cth.

@ passive : passive transfer mode_J e ggsttt

@ open : UR2E = IS

@ hash : FTP MBIl S2& 2 o

LD

76.

77.

78.

[ihd@ihd lngl% testparm

Load smb config files from /etc/samba/smb, conf
Processing section "[homes]”

Processing section "[printers]”

Loaded services file OF,

Press enter to see a dump of your service
definitions

@ testparm &tHH(Samba)gE NS 2 dd™ol F= =2
10| CF.

@ &HH(Samba) & & 20l globalZt ho
printers section0| EM& Aoz F=HEC

@ 0l MEHOIA CEDIS Lol BHA= AH &8 W
2 MEStC

@ /etc/samba/smb.conf Tt Dt /etc/services TS bl
woty dAMoZ SN UsEX &AIA =D U
Ct.

2tHH(Samba) &3
2R HAE 22?

ool smb.confel &1 1 WE0I

&5 AISXUE ofotot

ol
rr
0o

nobody :

=
(M guest account
A0|LCH.

@)

username map = /etc/smbusers : 2ISA AMEX 012
b A" AFE2XE OIS0l THE &2 02 & AlIA F==
HAEtE StCt.

@ remote announce = 211.202.42.255 : &0 MHIF Ul
ET MM & 20IX 22 B 211.202.42.1~254
MRS SAESHH KD IHAS Lels Hes &t

@ server string = ihd.or.kr : HE MHS TOHQ HYLS
HAISt=E SE2 St

2 HH(Samba)E & &ole =+ SWAT(Samba Web

Administration Tool)0fl Cist 8Ho=2 Jt& HAEotAl st
AHa?

® Jl2sez 901 X
=23

@ SWAT AHIAZQ| Al root AF2Xt2
2 70I5H0F EHC}.
@ /etc/syslog.conf 2 L0 2AHA BE = SWAT

NHIAS SR 2FE0H

@ & Jl|gto] A™EP0|J| IH20 BtE Al netscape £9
A B2tRMIF AN AFZE == UL

AAE 22| X E2ES2 0IAHEE EHEEP HAH = E 3UHE

JHXLD HIHE2ZE gAl9l ZHAHE AFOIRULCH AHMLEE

= 8E9 :fCEIAJJP =THSHA E’JQEH, HE/3aAZ 24

2 AMESHH OtAH S=E=22H 31£§ B0l SEEAEYS

aAlSt = NFSE oH HIE A2 2= MLAIAES 02

EotH =L Os & e E1*E1°| NFS &8t 2ted st

ddoz JI&E HEGHA %@ =

@ HAEEE O XAe RE HOIYUAIAE XXE OIAHE
CZ2H UERIE Soll 0IREE oot alB2, HE
2 Bt= Al [Root File System on NFS] &2 M 3Ast
= ZMAM FHOF StC.

@ A 20| LA e ANAEHES REE [ &5 AI=ZE
= NFS A—IHI*‘ HEGHO MHIAL AFE X FH9

b
oy
e
J¥
Ol
A=
[

=X @I}—Eﬂl’é CBT : www.cbtestpro.kr
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roc.mountd®t rpc.nfsd 2t & MHE AMESHA &0,
0l &0I5t)| ol = rpcinfo H&E S ArEsttt, | |
v Cwiocalhost
® /etc/hosts W0 OIABLE & 2E Hot EEE S . \
=5 == 210| =2to| G{XJF 9D, 90| T BEAH Fwi/ete/mail /send mail cw
< JII:H°* = QUL FR-o /fetc/mailfelay-domains
@ 0ot Jetc/exports EP%OI =HEAS 2, NFS &2 | | ...

79.

80.

81.

82.

83.

Q2SS A Ag
2 WAIRE TRt elCh

Sendmailtil A AtZdt= THL D JHE H2loF H J2?

@ aliases.db @ inetd.conf

® aliases @ $HOME/.forward

HYE&ES ool EQR MTA(Mail Transfer Agent)dl CHst &

yoz sl 2e”

@O AMEXE0 HES 2 = UTS MU Z=s HES
AEXC HEEHZ MY F= 982 st

@ MYE2 HYLS U2 HYLANHZ 8Y6tsE Relay &&
=2 & %= UCh

@ SMTP Z2EZE2 T2 ME06IH, LEHSE 2582 Al
&t

@ HEXC Z22)3o =2 Sendmail, Qmail £0| UCH.

Qmailtil et €82z e A2?

@ SendmailS EHiﬂéf | 215 Dan Bernstein0l 2t= MY
ME Z280|C

@) D1|°":’°_° ?ao Jl ?I8t 8822 Sendmail 0l Hl
off 200|101 &&olCt.

@ A TRA0|B2 AAE ZMSHAE 2=Ch

@ J|Z9 Sendmail2 XIotH, HEHN HEH XHelsH
S &2 ¢ Y= Z2H 0|CH.

()oto a2 2427

sendmail2] Relay H&2 JIBEZ2=2 JEIPE 1
&=z o+l S0H H2H Z0500HS SHM

MEGE BEIP Z4EE=
2007 8Lk StAIRE ¢ JE/8 0185HE PR
2t A Hile SEIP =0 HalAME Relay M
HAE HMEg =2t SICL )2/ RelayE &
gl Hsl POP3 MHZE H&gHH QISHEE
HE MEAY IP F4LE EEE IIZH SSEHLL
O3S ALEAE £EE AZISoHIIE4E 308
HE RelayE #HE BH ZCH OI12F 201 ¢ =/
= SEIPH HEt SHO RelayE HEGH| 2Tt

2oz MEXILD RICH

Relay2l #E &0

® DHCP(Dynamic Host Configuration Protocol)
@ DNS(Domain Name System)

@ DRAC(Dynamic Relay Authorization Control)
@ DDOS(Distributed Denial Of Service)

CtSe Sendmail? & W0l sendmail.cf ol &3
HB E LL20ICt oo thst 8oz JrE ’—‘."BFII %@
229

84.

85.

86.

87.

@ C2% F= 2HAE XN¥Sle HE
o

ol
@) /etc/ma|l/sendma|l cw I ols O
CHQI MEX HFEO LI

® -o IOl BIHJUME &&= 2 010IC

@ /etc/mail/relay—-domains I Nl= relaydt 3l e &
HelS0l UEE o QULH

[=PER=}

=i

Sendmail?l &3 O+ 2l sendmail.cf2 option M&EUHM &
dote gz HMESHA 28 24272
@ Mg HAIXIS =IO HIOIE =%

@ oY ®&0l AAS O, SAXUA ST DX
A2+

@ Y d&0l AAS O, SAXA 210 oS 2W
JIDEXIS Al

@ Sendmaildll &2 Jtsd S&

Sendmailil Al AtE

StX 28 AS?

D = 9912 TAEC
@ #2% ANRGHs B2 ZHOZ Helolol RAISC
@ Zo AIES ZHolL

@ configlll A=

sendmail.cfo &4 ROz HA

ot=

0l UCH.
thse AW HYes ¢XstI|l 28t /etc/mail/access I
O &FOIC Ool0l CHE Yoz .l A2?
spammer@spamhost,com 501 You are spammer,
211,220,111 REIECT
211,220,222 RELAY
@O A X spammer@spamhost.com@! ML S “You are

spammer’cte FLNHAIXNE EUWHA RELAYE &I E8t

Ct.

@ 211.220.111.x OlAl 2EUHE 2 HLE2 RELAYI H=T
SIC}.

® 211.220.222.« OIA 2UHA 2 NS RELAYIL 518
EID—

@ 0 s +ds 2dls 2dU=Ee 282 2
makemap hash /etc/mail/access </etc/mail/access”
YHES AISSHCL

HEMHZEI N 22Ls2 Ot 22 2H2=Z Sendmail2
alsiotdd 1 BtCt Ol <8 SHtE Yg=2?
m=EA
- Sendmail H=2& ®IZIEE(Background)2
HEHEH}
- HE JFiMail Queue)ES Holgls 2HEE 0B
=2 T}

@ ./sendmail —bg —g30h
® ./sendmail —bd -g30h

@ ./sendmail —bd —g30m
@ ./sendmail -bg —q30m

b

|

NZHE JIZ2H AX2RE CBT : www.chtestpro.kr
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@ wait, nowait 222 inetdJt AMHIA QIS BIAS &
88. I=EAl MU0 Oist d¥o=z Ity HMEs 2127 2, SA 02 RES HMelg Aol Ot XIE Y AloH
@ YEST alo] I SAED} SUst HEES JINH ot =2 ZEZ N EE tcp= nowait, udpeE waitE A&t
Of OIXl S AIAEIHE 20[H B Ct.
SHO R S02s RES ZHYSZN 29 @ ftp= streamOlct= Z2E2S AMSGHH, root AE2Z
Bl oAEtS &8 A QI[} aele s AFE O QUL
B AA SAEC TmAA MAN ZHOEHC @ timelt echoe= internalOlet= 0l89l A& IAd=Z MUlA
_ _ Jb OIR0{&ICH
@ TDRIHQ 22 2AE =HI|IDIE 2S0t=0 AMREDIE - )
SHC} @ 0l &% Tel 0152 /etc/services OICH
89. DNS AH{Ol CHEH Aoz =X 28 H2? 94. Ct82 ftp G20 st xinetd &&O0ICH OlHl CHst &2
' - "~ ' 2 IOt E’é FXI 28t 21272
@ S Jf Ol&S AHE Yot F UHLAHH EX WY
MHZ 2%95tH HEKTS AIANHS = £ Lt ,
- - _ N service ftp
@ SAE HYE IP A2 HESs 9sts A6 {
® exam.ihd.or.kr Olet= BRE0 AEIS SoiM 25t K _
Il YHME 1Y ZOIQl 01Z0l DNSLF local SAE socket-type = stream
SET0 A0{0F StCY. walt =
@ Ct£2 SAE 0|ES0| SLE IP TAE 2= A2 § nice = 10
S =0 user = root
_ - _ _ _ server = Jusr/etcAn, ftpd
90. =HUHE2 MHIA REOQO SUHLH, ZEHSE 0/|E5t¢ .
Ol QEOQIXS BHESIC 09 2001 MBIAS Ol0I CHS instances = 1
ol XEWSE JIXLD Ye me2? [bg_on_success += DURATION HOST USERID
A1) /etc/services @ /etc/syslogd access_times = 2:00-9:00 12:00-24:00
® /etc/portinfo @ /etc/portmap 3
91. ZEAl MBS 2FQ! squiddl Uist &¥ez =gl 24&? (D access_times &2 0l1256t0 FTP MHIADJL Jts8t Al
@ squids AFEXI SFS IUS K LHSO2=M dHE &30t ALk
22 Wl Cist =5 RS S0 MS0HAH MPlASt @ log_on_success S&2 0|20l OlMo AA0 AMHIA
Ct. TISHAIZE, RA X2 IP =4 el AE A2 AFZX ID
@ squide C£=2l MHIA(ME E0 ftp, telnet, hitp S)E g FJtottl JISot== &ttt
SAIO XIKotXl RotM, MetAd =D 23 Al HES @ instances S&2 S50 FTP MBI AldiE [ EHE
X&ot DXt ot= MH I*% K& 5to{0F StCH. OIXtgtE &XFotn QUCH
@ squid.conf & & P 2= 0|25t AM2E Ha 322 @ nice SN2 S0l Y AHS RS 10292 &F
AJIE XNEE 4= UL ot QUCH
@ squidE EaXEO=Z HAHFGH)| ldE AMAEON squid
= }\PBIP% =JtoliOF StCt. 95. DHCP MHe && mtol dhepd.conf LI WA DHCP 2
SHOIHEDL DHCP MBI OIS RES 5tE= ol &F
92. DHCP Mol X0l 28t 8¥OR IIF XM oK Rt O Ok %27
H2? ™ netmask @ timeout
® DHCP MBIt S&5t)| Qo= HLE0H A MULTICAST @ retry @ backoff-cutoff
Jls0l X2 Z 0ok StCt.
@ 2= DHCP 220l ENM SHS AXIIH U0 96. Ofefiel & 2t S0z H0E td 2xe X=2?
255.255.255.255€ &t 2tRE 2 FItol == A0l & — — -
Ch. DI =T MU AR ZEEE TAMESEN 23
® SAA WO option subnet-mask SHS St 2 2 ZIAMED 0I8E = Sic & 2dHi ZUES
CIOIIER G012 AIBE MBY 0tAIS LAECH HOHHE HOF E3= ()9 YLEQICH 0129
@ ZSCI0IHENA DHCP ABHE S £ U= &3 1t HEED A==2 SATAND 2ICH
29| fixed-address &S0 MW XAl P =AE JIM
ol OF &tCF. @ AIMUH(Scanner) @ 23t (Firewall)
~ ® ALIHH(Sniffer) @ A ZTH(Spoofer)
93. tts2 =HU22 2EQ! inetd &&2] L=L20ICt OlGl T
st HAO0{O Xt 2HI2 He
B H82F JiE SHE 27 97. B Z0I AIAHY 2ISAE &X8 & oS (/A3 @
: : E UHEZQ IS HOIZN BHASIACH L= = of
#inetd services , S CA30 Y= /bin/ps T HIOIZ0 ®eigof Y=
ftp stream tcp nowait root .., in.ftpd | /oin/ps THYQl 2|t ZotM YUAS W, UEHT B B
tfitp dgram udp wait nobody ., intftpd oz ItE aAHE HE?
time stream tcp nowait root internal @ &2 EXl AlAE(Intrusion Detection System)
echo dgram udp wait root internal @ E=Z0| S0KTrojan Horse)
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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98. VPN(Virtual Private Network)0l st 8oz £l

99.

A Z T (Spoofing)
@ MHIA HE2(Denial of Service)

A
=it

O VPN o4l 22 2% (public network)2 0|0l
04 AFE Y (private network)2l &S MZodt= J1=0l
Ct.

@ IPSec2 IP HZ2 202 8 U422 IP HIOIH &2
oIz PAEA, J|LMHS MBS

® L2PT= IETFS RFC 26612 XIAE0 USH, PPP &
YUS HEEGHH BHES AN B

@ VPNE CIHUIES A3 20 JIE AFEY 20 ]
20| L0l EC}.

EZ20| 202 HSOHl CHEH 2oz JI& MNEFHA 2

&t A7

@ FINEOZ TN et PEH HAS &

@ CD-ROMSZ JWR&t SLES 8B,

® 2 EX AAHE R=EHC

@ AAE Z2OS01 XIUXIH 20 AMHIA HE 2HE S
& 2 9O82 AAH 2AJ|ISE HIEAS AlIZICH

100. T3 iptables2| 230 et €0 22 & AH2?

@ # iptables —A INPUT ——protocol tcp ——dport 80 —j
ACCEPT : tcp 8081 LEE AIEdl= & MHZ2 &%
2 ol&dte &3

=

@ # iptables ~A INPUT —-s 200.200.200.110 —j DROP :
200.200.200.110 L2 RH 2= Z= WA S RAlots

=S
@ # iptables —A INPUT —i lo —j ACCEPT : eth02Z 2
= BE EdfEE ¢0l=0ls 83

@ # iptables —A INPUT —-protocol tcp ——dport 443 -j

ACCEPT : tcp 443¥1 ZES AE5ts 20 8 NHIZ
of =2 580t 4
1[2]3[4]5[6][7][8]9] 10
® B ® B ® o o o o @
11[12[13[14[15[16[17[18]19] 20
® @ ® o el w v ©
21]22|23 24252627 |28]29] 30
@ RO e ® o @ @
31]32]33|34|35]36|37|38]39] 40
@ ® ool e e @
41142[43]44[45[46[47]48]49] 50
@0 ® 00w @ @
51]52[53|54]55[56|57]58[59] 60
@@ 0Ol ® 6w @
61]62|63|64|65|66|67|68|69| 70
SCHICEIORIORICR IO IO ICANO)
7117217374 75]76|77]78]79] 80
@O el®ew e w @ O©
81]82[83|84]85[86|87[88[89]| 90
® RO B0 e e e O©
91[92|93[94|95[96(97[98]99] 100
@@ DD O @ @ @ 3
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