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‘ 12 : 2I=A A29 06l ‘ @ /etc/motd @ /etc/rc
® /etc/inittab @ /etc/issue.net
LIS #X 3._ HY90=2 g RE A2? = - - -
7l off THet < =7 8. ext3 MY AIARO| CHE YO IIH HFGHX RE A
@ HAl 21 EHXI(Cache Memory)i= CPURt I X2 29
ALOL Ol -.—|X|8PO4 =Y FX2 EE2SS 1522 CPU _ - -
of MZoe Hae Asol HR2AZM FIIFAL0 W extz D2 A8 E”gf Zeoll o HES

2240 =0} (Journaling) J1s& FItst W AAEO0|CH.

@O CIAI0 CIOIHE I ol 2200 Olol CHE

@ Jlot Fxlol 22| JYols 55J¥(Fetch), BiXIJIE u et Hgs
(Placement), W XHIJI8 (Replacement)0l UCH. s JIXE, AlZE0I HWMHQE E/XHE%ﬂE S20l=
o ) M fsck(File System Check) JIs& 0I5t =78t
© Jta D1 EXI(Virtual Memory)HAl S =4 Bist Ct.
HC

(Dynamic Address Translation)2 ZZAMAJ} Al D] _ A
MOl Oty 1o Aol RIXIOF adle ZXIS ojciol ® 220 DEIEHEIJ ngI UFE TR0 IY AAEY =
Xots XIE wsots DBFOICH T MHE ZIlett
@ MOIXlI UHM(Page Replacement) Z102lS 0l A
FIFO(First-In First-Out)= 2 A ZIH= HOIXIS HHot
= 212|lS0|Ct.
9. X &2 ANAGNAM OE SAEN |ERE T2 [l
. 2eImol TUH U2 o3 Hol 3PS S JlsS @ 228 X SCH0UE 22182 8827
olet dt=dk? ® -display @ —geometry

® Jtatil 221 (Virtual Memory) ® —xrm @ -bg
@ YEIEHAZI(Multi Tasking)

or
o
*Q

n

© Jtar2=(Virtual Console) B2 goglggéféEiil}mil ﬂ\g? A4S SAHE A0 2 ¥
@ YEIS M (Multi User)
| startx | | Client | | Server |
3. CISAN 2E £ F Y= AS D2A2. v v
. | xmitre || NEET VETTC |
h CHE MERE A &EHT
iLh CHe == HME AAEHLH
(CH ek 2EHMO0ICE
ch 252 EEEH 2ol HE= 254 HEE
TZMHA2 HE22 B2 Js S8 FEEt
=M M s 2E0ICH l
@ O ® OHW) | L|+ | | {.‘Ii—.rt | | 9¢~|-r=|- |
@ (IH(LhH(chH @ (OhH(LH)(ChH(ah | X | | R | | (@) |
4, LF |20 2F 2 AIBol=E 52 22H0I FstE oo | |
BHEEO, HEE MEE FAdldE HIES XS0 5l
AZEF 07
® IIIAHEZE AZE 0 (Copyleft Software) (OB .Xmodmap (L) .Xresources (Ch) Server (2+) xinit
@ QE AA AT EQ0|(Open Source Software) @ (Jh) Xresources (LI xdm (CH) xinit (2} .Xmodmap
® A0 (Shareware) ® (Jt) .Xresources (L) .Xmodmap (Ch) xinit (2}
XF86config

@ T2 (Freeware)
@ (OB .Xmodmap (LF) xdm (Ch) Server (2) xinit

5. 08 = glsA HEEO| otY 22
@ Debian @ Slackware 11. /home/ihd CIZERIE /root CIAE2|0 tar.gz A2
HE 2| {8 backup.sh & AJEE OIS P_F%D_, 0
® Mandrake @ NetBSD MYS cron CI2S 01850 &R0 M =I|Hoz o
a8 AlJldl S0 CHS2 0I2 98 backup.sh Dol LY
6. S8 N&E= HOIEHE JI& HOT 2 Ol =2olE=2 EOZ, (ON2 (LHoI L2 282 DA,

THEE0, AEE(Strip)2 AME6HX = HAo=Z, TUS M

X AMAHUHAM 2102 Ss3 & UH sH¥8 Y5 6= h

RAID gale? name=§( (L)

@ RAID-0 ® RAID-1 tar cvfzp Aoot/Sname.tar.gz shomedhd
® RAID-5 @ RAID-7

@® (91 !#/bin/sh (L) time +%h%m%s
Ol SXIE Al @ (It) <$/bin/sh (LI) date +%Y%m%d
? ® OO1) #1/bin/sh (L) date +%Y%m%d

zZ ANAS JIE2M EXE2HE CBT : www.cbtestpro.kr
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@ (J1) &!/bin/sh (L}) time +%h%m%s @ SASY 2A=0| 2SS P00k st
@ S22 UoIeE S8t
12. 1S S0l I8 HYOZ JiE HEH 27
17. 1P =A(IPv4)0ll st &

. Al2E ool

. HESR3 &0A CIOIEIE d&dts ga &
= ?

find / -name +linux= 1> find 2> Adew/nul

@ M CHEE2|0A linuxcle 2XE0] L= mas
o O #=2E flnd Mol d&ESELD, tied HAIX=
/dev/null 2 WL},

@ RE UEECINA linuxcte 2XZ0] Zat= mes &
OFr 11 #H=22 find Mol d&ESELD, oied HIAIR=

/dev/null 2 SHLC}.

@ RE [|AEQE ZLEs BE 59 CIAE2I0NA linuxet
= 200l TeE MYS 0ot 1 FRE find THL 0
MESD, UHA Mo F2= /dev/null AN MZE
sICH

O ZE [JAELE Z&st 2E 519 CIAELINA linuxet
= 2XE0| ZeE MYUS 0ot 1 FRE find THL O
MESHD, ol HAIXI=E /dev/null2 SHCH

CIHEES 82 1 UE0 E#2 BXH & H2?

D U= QHHEE : Y= &A2E 2H=L

@ 2% QHYEE : TZ2H AL A2 EEH0| IGSS 22
Z=C}.

@ AMAE S QHBE : AAH S50 MISS HL
Ol =Lt

O "2 O QHYE IR A = FIEQ 09
QLRI USS LHELL

CtS2 init Z2AIAN 26t 2090 T WS T35
8t 240ICH. (OHQ (LYo 2t Hee?

(7h

P

mit

init

@ (Ih-fork (LF)-fork
@ (JF)-exec (Lh)—exec

O (Oh)-fork (LH)-exec
® (Ih-exec (LI)-fork

EXFZ gdEt Ul e Z2AA P1, P2, P3,

P4JF 22t 20, 15, 10, 54 =&EC) & O, OIS

FIFO(First In First Out)2 AHE S ALY
SJF(Shortest Job First)2 AJNE S FLS 220 R
Jl AIZER?

@ FIFO : 12.5%&, SJF : 25=

® FIFO : 25=x, SJF : 12.5=x

@ FIFO : 7.25=, SJF : 12.5=

@ FIFO : 12.5=, SJF : 7.25=

HISJI& &S0 HISHH 2
® dHI=0l =N =Ch.
® SHHN LS CIOIHE BY 2= L.

18.

19.

20.

21.

é o
® IP HEY AL ZeHA = A SeiA= 49 HERZ 08
AF2 BHCY.

@ SAE ZEO HIE 20l 2F 12 P FA= B2EH
AEZEOZ ALZEHC

® 1272 Al&Gt= IP A= QHYUN HBLX E2 UE
FA0AM AFESH)| ol &= AO0ICH

@ MEY DtAE= IP FA0HM UWESRID IDE 21 <l
A Bt}

HER3 80t JIs0l 2H &I H2?

O netstat : &H UESD 28 Z2HA

@ traceroute @ 2! st ==l HZE FO+ELL

® ping : NEE AAES OSIH HUHZ
StCF.

® route : U2

=X
—|o

g HoI=0l

I2E

a

o

CE2 0 BZ30E &t

Z101?

ro
00

4 218.239.219.65 (218,239.219.65) 25,669 ms
11,39 ms 18,981 ms

211, 117,35,193 (211,117,39,193) 11,441 ms
12,022 ms 11,887 ms

B 211,668,252, 246 (211,68, 252.246) 10,823 ms
11,693 ms 14,062 ms

7 211,658,252 182 (211 68 2621823 12 852 ms
11,132 ms 10,465 ms

B 211.60.216,13 (211,60, 216,13} 10,066 ms
11,111 ms 11,414 ms

@ ping
@ nslookup

@ traceroute
@ netstat

st 8m™e

| Cist 8&2 set type = KEY &
z22 @MOE AHBICH D10 AF2 Tl= KEYSZ Olol CH

?
of LM HE
@ UINFO : Ui & ==
® WKS : hat

@ NS : & &

2 (ShellOll CHEE &

&

@ /etc/shells L2
(Login Shell)E2l
=

(Bourne Shell)ﬂr S&tzl= &l A2 E(Shell Script) 2

@ tcsh2 AIEXS0| Xalel & Cl2A &0l .teshre 2t
mlE S0l 200 A9 2AE BHS 43 & Y

b

|
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Ct. @ umask @ SetUID(Set User ID)
O AEX 2202 d(Login Shell)ol HAS BHE Al root 2t (® Sticky bit @ SetGID(Set Group D)
ol & %= UCH
28. linux.txt We ASE rw—r——r-—— & £85I |Ist 3y
22. 2ISANA E2otg 2Sold| | EXZ JIE HAGHK 2 27
B =7 ©® chmod 644 linux.txt @ chmod 655 linux.txt
@ L8 WAAZ WAlOll shadow HAHES AL BT ® chmod 777 linux.txt @ chmod 755 linux.txt
@ HAYE W0 MDSE =6l EZEHCH
® /etc/passwd WU ARLXE rootZ, HEHS 29. 8N ClH®EZ|Q X EIE“EEI_J QE o9 C™EZIH U
—rw——————— 2 HHEH. = Y = .bash 2 JJL} oS0l EHo+01 g mael
AD Y A A2 =) st gy
@ find . —name *.bash | chmod u+rw
23. bash= 20ot2 <ol 2 &2 & AIEXQ 0] €3 ® find . —-name *.bash —exec chmod u+rw {} W;
Q&;E;LS;EADS*;?— Nsez2 g2 Z2oF==0, 0 Al ® chmod u+rw *.bash
=z o (il iy g {
chmod —-recursive u+rw =*.bash
@ $TIME ® $TMOUT @
© $SCRTIME @ $time_out 30. [+ = MEIQ0 IY AIAES M&H F= 0| Ot
A2?
24, Oteiet 22 WWE0| /etc/passwd IO U2 O, foobar .
AEXtol 27010 9 Sl= 0|RE2 U= HE? W mke2fs © mkisofs
@ mkfs @ mkfs.ext2
foobars 100021000, homeAoob ar bindfalse
S p——, 31. AIJZ0 et H™OoZ JIN SHIE 2187
oo _ D 259 ¥2 22 T2HAD AIDLS 2ot S25HH
® =92 Z(Login Shell)0l =HotXl L=Ct C XAl ZZ2AMA=E E25HX 2D HE SEC).
@ foobar= HF 01822 &0l =X &=U @ 2Bt AHBXE Killall HYS AISSHE root B2 %
@ 2TJI sFOo2 20| UL 8 SO ZZNAE SEAMZ = AL
® HUP AlIT1ZE 2 AIE6IH 28 =0l inetd Z2AMAE &
25. Ct3S2 su HEUA AIZSE > U= SES0ICE 0l 5 & SAIIX E0NE A3 O (/etc/inetd.conf)el LIS
oo o2 AHe2? HIRO 88 HSS £ QU
0 -s @ -l @ Kill HHOUA —a SE2 2= EFR9 AMDEsS =Zotel
® —-login @ - = SME0IC
o 5 st 32. 0OIE0| viel ZZAHA0N SIGTERM Al:l“"‘D 2Bz &
S2Is -| HE A8 21 gt &8O
= 26X %S O, 018 BRAID 98t PBOE T 2
= r = 2 A2?
—rwwr-xr-% 1 shson shson ., w @ Killall vi @ Kill =9 vi
drwsr-x2r-% 3 shson shson .., % @ kill =15 vi @ killall =9 vi
—-twwt--r-- 1 shzon shson L., v
[rw=rw-rw— 1 shson shson ., z -» /bindep 33. ZZAL00 ThEt 422 S8l =27
2D TZNAD} fork AIAE SES $8ol( Xtal =
O we FRL A-AIZ 2~ QCH EHI&E =X
@ x= CIE&Eel0lCh @ AEXI 2 TSIZE(Shell Prompt) &0M Is HHES
C C 5 >E5lE BR, B2 TZAHAE 2(Shell)0lD Ktal =
& root? shson AFEXF 0120 +7E +F& 4 & © ’
®é_ root2 shson AF2X} 01200 w3 SHAS oo S
@ z= /bin/cpOll HYBHE SN HX S4 DHLOICH ® ZEMASE HAH2Z HSRE 722 2
O AMNAE0 REHE & xR UENHA= ZZHAE login
27. 012 28 21D ()20l S0 WB22 Ji& s A8 =ZH£01C
JNEANL.
— 34. Al Sl AMAEINA httpd2te 8 ABIAD Algl SQIX
root?h OH 28F ARERE /etc/passwd DT Ot SIB JIR HEE FAS?
S CHEE A0 HE0l 27 =M 0 o= @ ps ax | grep httpd @ ps | grep httpd
9 lH=2E T©HE = 8EE 4 QI0E el 2 ® ps aux @ ps a httpd
- MEAE Ausrbindpasswd EEE AEGLH
o FRME2| 201 ObES HiZ 4 ol=[. 3 35. vi OICIEIZ E & 6l S A OE HeS ot fAdHA
o : - Ctrl-z 9|18 ME5I0 BRLULCH &2 0L& F, CHAl vi
Q== Awsbinpasswd TEH 01/ OICIES BE Zeloz S0Pl Aiet aee?
X =] _‘="_
SELIH 2 WS 0ICH 0 i @ bg
@ vi @ back
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr



2| SAO0IAE 15 © 20034 O1& 11 Z7| Z|=Z2X O &XF2HIE CBT : www.cbtestpro.kr
@ HA 28 (Bus Type)
36. rom2 AIEdl= AIAE0IA autoconfet= HIIXIJF EXI & =21 =
Of =X oIl FIE N MEE yH2? @ &= F2(/0 Agdress)
OIEHE Bz
(D whereis autoconf @ rpm —-ga | grep autoconf © ol SR
@ =2y HR2l HAA THLE(DMA)
@ rpm —agf autoconf @ rpm —al | grep autoconf
= A = = AX E2 Y
37. tpm Ei= dpkg O] AFE 2 HET B A7 45, 2ISANAME 2E BXE0l S§4 02 (Special Fie)2 &

38.

O M2 AZEAN WX s &R
@ &xl=
@ == o =M <X

@ 4XE ATEQN IHIIXI0 CHE 2 HM

U4 FMESH EX AL A2

@ make config

OtXl 2= HE2?
@ make menuconfig

® make install @ make modules_install

46.

=2 A8 B2 d=sA AI&E"OH E2I A3 E2t0lE,
IDE St=ECIAZT E2t01E, 0IHY Of>HE, PS/2 OtADL
212 Gt R0 AS I, 01 S /dev CIFECIO
xIHoP— S= IO 0}'—| 27

@ fdo @ hda
® cth0 @ psaux

clsA HE0HA 25 SEIZ A8 E A0l ot 27
® SCsI UA=m #X Sctoly
@ VFAT It AIAE

39. make YO s HYOT ST AL? ® CPU ~JlIEd
D QE AA T2 HE A0S MakefileS 2HSOf @ Appletalk WEHI Z2ES
& BHESt= 240l Y &IGHT.
@ D270 Hg JRS 58202 =J| 9§ HENHR 47, 2ISA HE AAQ HIY WUAHO| =AUZE HIE2H LIgE
=30ICH A2?
@ BtLISl Makefile LHOIAl 0121 JHSl 2 (Target)= Al @ make mrproper; make config; make dep; make
sl= 20| Jb=asiCt bzlmage; make modules; make modules_install
O Makefile Ol A O|"/\*(Dependem:y)]’_} 2o (Target) 2 o @ make dep: make mrproper: make configi make
ABHe B2 8HAF BH(TAB) 2X2 AIZHGH0F BHC. bzlmage: make modules; make modules_install
® make bzlmage; make mrproper; make config; make
40. om HSINE SXsHE S A=Y 2RIL LUSIAC 018 dep: make modules: make install:
SiZat)| /A8t =X & =3 Ldior & Fgog" @ make bzlmage; make config; make dep; make
@ ARG Y= MIKNE = 9=4 SHE YOI I modules; make install
NE2 25 & = U234I01& st S0l &XIstCh
@ SIE0 Y= MIIKG ==X U= wao mIxzs | 48 cI=2 ALBUHA FXIOF SHotX &= O &ldioF &=
o5t A XISt AtEH0| Ot A7
@ OEA SHIF LMK U= SUE J=S A 42 @ PCl ZXI2 H= Ispci EE2 Sdi ZXIJt HHZ A
IIKE &XISHLCE. A =X Eolstlh
@ ——force SHS AI25H0 A XIBHCH @ EXIQ ZBE S0l 2E0| SHIE HMIAAESX =
oI StCh
41, 2lsA0 BX SO0 CHEH 4Fo2 9= AE2? © IXieh 2EE IX DL EM OFE =0l S
D 2lsA0 =X Seloltie HRE A48 ATEF00/C @ 2X mede = ¥s, 2 ¥s S2 UE 2= B0
=L,
@ cs2A° X SelolHeE A 258 &X Seloly, 2 }
A &HX SelolH, WER3A X S2tolHel Al JHX =
o802 nEs A Lt 49. 2 /etc/printcap T2l LHEOICt. Ol0f THEL &HO2
=) 3407
@ Windows NT2l &Xl E2l0lHE 2lsA HEWME A
=3k A OIEl; '
g8 £ UL Ip 1| printer
@ els2A HE 240lME USBE NG XNJATX 20 A sserver:cm=0umb printerlp=/devApl
Ch isd=Avar/spoolApd Ap 1 f=log:af=acct
42. 3X0 £F 2 Y TXY SES HR2/00 S2A4Lt 0f it=fusr/local/sbin/pf:mx=0:sh:st
22 AFKI & MNEEE ™0l Ol AH2? - _
Ol A AR T AFB S ot = @ & ZE = /usr/local/sbin/lpfE AFESHCH
g insmod ) g mOdp;Obe ® 14JtS 3 IOl Z RIS ObyteOlCH
superprobe fmmo @ D2IEJt HEE TES /dev/Ipl0ICH
43. (12 = TDRIEE 835l TR2D 2 2 = 2He? @ =28 ® AA MEAE /var/spool/lpd/Ip10ICtH.
@ lp @ lpd 50. S = IB® XNYOHS ASSD| 918 HX DY o
® Ipg @ linuxconf I 30| 2 HE2?
_ _ @ /dev/mem ® /dev/ttySO
44. PNPJt XIRE X °.£“ MNRE JIEE HAol3 1 8tCt 018
25 LQER WS HE=? ® /dev/port @ /dev/sdd
22 NABE JIE2H 8X2XE CBT : www.cbtestpro.kr
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51.

52.

53.

54,

55.

56.

gutdoz S 22 WEs g1 U

gpril 2 11:12:37 ihd httpd:

fr
Hu
J
=
e
ro
~D

goril 2 11:12:38 ihd hittpd:  httpd
startup succeeded
goril 2 11:12:41 ihd smb: smbd

startup succeeded
&pril 2 11:12:43 ihd proftpd: proftpd
startup succeded

® /var/log/boot.log
@ /var/log/dmesg

@™ /var/log/secure

@ /var/log/cron
AM2E 208 &ESt=E syslogdel &3 ol st 49
oz JI&E NEolAl R A2?

@ syslogdll =AU /etc/syslog.conf 0IH, && &
2 facility.priority destination o 22 2X2 T U
Ct.

@ facilitye OHIAIXIE BlU=s AMEAIAES 0IECZA
auth, authpriv, cron, daemon, kern S0| =XH&tC}.

o

@ priority= emerg, alert, crit, err, warn S2 20H& =+
QUCH

O HHIA O=29 REN 2H= HAIXNS2 news.*
/var/log/boot.log 2t 22 EF2 Sdll boot.log Tt 0l
N&EC

e & & HMH2 access_logll H&EE= LHE0l Ot A
=27

O U0Eo Mz 25 @ 5
POl 1P =4 @ 2

=& oo 37|

I
= It 08

PSS
==

0z

QB OZ glEA AABS 2OE2 S
E=0l, AM2t0l XILtH 0l24st JI50] 20 B2 328
XStA =0 O & 0/2i8t §AS 2X6H)| As A
IS 2E4H0 =2 H=2?

@ logrotate

@ klogd

@ sysreport
@ swatch

HYOZ2 SE H27

=2o

ssholl CH&t ?

@ public key2t private key2l X&& 0|28t 2ot DS
A EStC

@ sftp2t scpe JIE2

2 =SAF S JlsS
@ public keyZ E2& A AFHU ssh 22t0/A
E 9| private keyE =Atoll SO 0f &tCh.
@ ssh1t ssh22 S JtXl Z2E=0| QUCH

JHXID UCH

Ho
o T,

HARE Dot 2530 st 8¥9ez X 28 A2?
O HER MARFAE (Shadow Password) @ HIE HAH
St SHE B0l U= MBXISY US £ AT= T

A

/etc/shadow I+ Ol M &HEHC

@ GnuPG : PGP 220 YZOZN PR 22 4 4
XIS, IDEALI RSASES ALE5tDI TR0 0120 +&FK|
5 ZXI0f o5 250 012 AUAMS AR 2N

o UCH

® AHAHZ A(Kerberos) : MITSl OtOILI Z2MEW M N
= USYAMOZ A AEXIL EE0tE HHZ A A
HFEE elotH AIEXE 2lsotll, UWERAD &l &

57.

58.

59.

60.

61.

62.

@ SSL(Secure Sockets Layer) :

o
o

Mot ABI2t SAESHA HE AFSX &
off =Ch.

Ml
o
0l

IS AoIAMe Zots
b X010, 2et0IHE/A

o

ol

FIHA SUAAOIZAOIA JHE
H AESES2 AMEEC.

i

x| 2
[

p.S)
=

U

o
o]

ct
z

=2
=
J&H

2

2EX1Q DAL & =0l ()t Sol
?

i}
=
=

212

i
=)

=

t

0
Jd

L

=
i
ra
re
=

{4 2HE ZESED D= 13MY

HELE MIOE2 Z2AH A5
) | ZESICH 20 B2V T2
o H[CF BuF "2 SA0| 2RO, FE
MHZE CIZEIS 2 M 2IHS H&0| BIIEHE A
T DECH] &0 DNS £E MH= .com. .org
J21d uk § &9 EH2 BHEE HEsSID 2
= MHIEE 212 2HE ZAZS HEL HOIEDH

LAMH ICMP THEI2E FS7 HEWZCHD T

=
rr =
o o2

il
~ M po
e

08 4
0k &
N =
]

=

x

]

ES

I>

HE

@ W3 AU (2]
® E=Z0| S0t @

o
e

S|
=

J

]

OtcH 30 et £82=2 It A2?

o

1d

# tar —-create —-newer 3 Sep 2002 --file
Adeyftape Ausrfsrc --werbose

o=

T

@ ftapects HXIO JAes WHES /usr/src2 S0 ULCH

@ /usr/src9 LH2E /dev/ftapell £SI110 UCH

® tar2 0I25t0 ftapect= X0 HAE=
TG0 QULCH

@ ftape &XI2 HED /usr/srcl LHE SOHM 2002E 9
g 82 0|F0 MM UHEs2 S24 HEE ol

cl=4 AMLE0A Xz WHS Ad JI2H2=2 NSk
= EFO0IE ot A2?

® sudo @ dump

® tar @ cpio

ANAE 2A2|X ELASS XM OOIsIH A8 &0l 2lsA
NABIS WHAFI DX BICH EUS0| W 8 HRH0| &
= LEERIZA JIE HES H2?

@ /home ® /proc

® /var @ Jetc

| 3= : UIERD Y MHIAO &S

OtIIXl &8 W0l httpd.confll A AHE =H G20 <
of 4MEE=E ot 88327
(1 ServerType standalone @ ServerType daemon

@® ServerType inetd @ ServerType superdaemon

SHol & HOoIXl PES Aot & MHIANAM ALEdteE

CGI0l Oist 8oz S8 A2?

@ CGl= Common Gateway Interfacel 20 0IC}.

@ CGIZZd I8 =2 AMEDE A= C, C++,
PERL, PHP, ASP S0| L.

b

|12 XAS JIE2H X2 HE CBT @ www.cbtestpro.kr
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@ CGIZEZNHEO Mz= &BHE, HAIE S0| UCH
o Mo = 5 67. OHIIX| && mQl httpd.conf Directorylndex Xl Al X0l
@ CGIZZ o A2 Z210IHEN AL AHECH st fHoZ SHI2X 28 A=2?
63. CHS2 MySQLS AAZIIY X 1H 5 & LR0ICH O L SCHOAEN LIRELIH S=HS U 20F & 243
9 2E HAYOZ S& AH2? Lt StCY.
@ Ugsle & 2Mes Bl 2tz RESH
Joonfigure —-localstatedir=AusrAocal mysal Adata @ 0l XIAIRIOI List Thelo] Clasaiofl gis 2o ol
—-prefis=AusrAocal/mysgl ——with-charset=euc_kr E212 S50 M8 sHE = UL
o5t kel =ETEls Ao 24l
@ —-prefix=/usr/local/mysal= MySQLO| £X€ & Cl& o OEIEIIIOT\I;gOlﬁ?; gz%! Siao%: EMot= B2 LA
E2E X&sl= SH0ICH a - M
® é—g;aljtate/ld|r=/|>Jsr/|oc|;/ag/rPy§|qlgiIi|Ealg/llyingLflgtll‘%n 68. configure &0l ——prefix=/usr/local/apache &8t =1
o ust/local/mysql/aatatl A< e ss OlIIXIZ ZIY AXIGHACH O T Oth S0l CHE Cl2
. E2l AXI =N HI2H BROE H2?
® —-with—charset=euc_kr= MySQLUIA &2 AIES Jts -
SHH S == SEOICH (b OHIFE SIS 2] 2F]
@ 0 =go A /usr/local/mysql/data ol mysal2t test (Lh OMIkxs SEIFE2 25
% K2l BOIE MO0 HEBC, (CH OHIFY 8 23 M2 s J12a7
64. OIIIXl & WA htipd.confl KeepAlive g0l on22 @ (Of) /usr/local/apache/bin (Lt) /usr/local/apache/conf
NEZO AS © @’E”EI Ae ZSCH0IKED XNEE Al (ChH) /usr/local/apache/logs
j: i:%lcf”TE ROl S I FHS B A AZot @ (It) /usr/local/apache/sbin (L)
= =X /usr/local/apache/config (Ct) /usr/local/apache/logdir
@ KeepAliveTimeout 15 @ Timeout 300 ® (1) Jusr/local/apache/bin (L})
@ StartServers 5 @ MaxKeepAliveRequest 100 /usr/local/apache/config (Ct) /usr/local/apache/logs
@ (JF) /usr/local/apache/sbin (L})
65. TtS2 OlmX| €3 Wl httpd.confll HE & LS O0ICH /usr/local/apache/conf (Ct) /usr/local/apache/logs
Ol0fl CHEH &2 D& HEGHK 28 A=27

ServerMame www, linug, or, kr
DocumentRoot “AfusrAocal/apachetdocs”
UserDir public_html

<Directory some s/public_html>

Options ExecCGl

AddHandler cgi-script .cai .pl
</Directory:

69.

OHIIX| €& WMl httpd.conf2 <Directory /> ~
</D|rectory> XAIXE Lol &3 Jtss &0 Oist &892
2 8e H2?

@ Indexes : URLOI Ji2I3le Hat CIEER| LHO
Directorylndex XAl &&= & HOIXl =J| Tt 0|

ZMolX ¢s 2B CUAELQ I =225 2EWHEC.
@ Includes : SSI2H 22 AH =9 =IIEEE Mg JIs
ot&% otJ| fst s&O0ICt.

® FollowSymLinks :
HEDJ} & MHe

MEXCISH 2HAE XAIXZ 220l
S3 CgEelo 828 M .htaccess

B =

MYS A2 Jtsot== 26| {8t QHOIEL
@ ool Muol JI22N 2E C2ERE XFE 610 QUCH @ ExecCGl : CGIE &€ Jisot=5 otJl ?I8 s&0IC.
@) Directory II/\IIPL EREE= HI(HE* (T M%srm M _ . _
_ MEIADL Ot 2427

® Ot XI A Hi: WWW.Imux.or.kr/~Joe/samp|e.cg| QRIS

/home/joe/sample.cgi2 B2 H =ICH ® PAM @ Samba
@ Perl A9YE NIU(+.p)S CGIZ AMHTE X5 ® NFS @ FTP

Ct.

71. NFSOl CHEt 89z S8l 2427
66. & SAE MHAONA AI26t= OHIIXl & AHSl OIED|8t @O NFS MH2l /etc/exports IS HEH MAS =EAZ

&t & A El(Name—-based Virtual Hosting)0ll CHet &HoZ 201010l Thet MEE DXl QUCH
S gxke A=? @ NFS 22H0IMES Jetc/fstab THU Ol MH2RE OH2E
@O H3F¥oldle =0l x0t3 P =AE =8 600k & g Cld&Eelol et 822 JtX 1 UL

L. @ rpc.mountd= 22H0IQENN XSt HI20I0f, 0F2
@ httod.conf It& 2l NameVirtualHost &=& =4XclE E RFS MU EUli= dI=20ICH

o OF etk @ rpc.nfsds MHIOIA REsts HIS0IH, IIY AIAY @
@ Atgol= Il ifconfig?t routeS 0120t JHALS HE HM2lst.

IPE =D} &X&oHOF StCF.
O P =4 8 JHZ 0d] el ZHS AIRE £ e & 72. OIS & 80 &A% 200 s €822 JiE =Est

HOZ, 2420 CHOSH HEXESZ ServerName, A2?

DocumentRoot, CustomlLog 2 &8 = QUL
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= e A ol =2 C Z‘_‘:_ .
ihd@ihd :~% hostname A 2E + U=S T2

ihd 75. T2 S testparm Ol A8 ZDHOIC Ol0f CHE YO

73.

74.

ihd @ihd :~% ftpwho

inetd FTP connections:

28853 - (0%) proftpd: ikd! - 211,202.42.8 :
RETR mydocument, hwp

28768 5mb3s proftpd: ihd2 - 211,202.42.8 :
8879 - proftpd: ihd?2 - 211,202 428
STOR mypicture,jpg

oervice class - 3 users

IDLE

@ ihd, ihd1, ihd2 &

@ ihd AlAEIQ| IP
ihd2 c2t= 0I§

UASS ¢ = O'EP

@ ihdl HHES 211.202.42.89 IP =42 J}
& 50 mydocument.hwp IH S

3002l AHIZOI FTPE & Aol UL
X A=

ZAS 211.202.42.8 010, ihd1 Dt
|2 AIAEIORLE FTPR Mg 0f

proftod CI=0l 8t DoS(Denial of Service)222 &0{ 5t
J| 98t YHHOZ SBl 2U2?
@ netd 22z &3 Al &8 T2 2l maxinstance a3

HMIst&tCh.
@ &F I maxclients B2 0|2

2 e 2U AIZX £E HMEHEHC.
@ standalone 2E2 As Al & 22 maxinstance

U2 MSHEHLE.
@ xinetd tl2ez

ot SAl0 B

r

4N

Al Al xinetdOlIA AFZX

CH
Cs2 JIE2Fel fip S2H0/HE FHNHE 0I80tH ftp A
HO E58 =, help YHE 01010 AIE Jisst HE O
€ =gt Z20ICH Ol HEH st 8922 Jt&E Sht
g A2?
ftp> help

Commands may be abbrevisted, Commands are:
I disconnect nmap restart
% form nlist rmdir

account get ntrans runigue
append glob open safe
ascii hash passive send
bell help private site
binary i dle prompt size
bye image protect status
case lcd prowy struct

cco |s sendport system

@ lcd : 58 223 AH AIAES CIHEL] 0ls HEO
Cth.
@ passive : passive transfer mode2 X&tsS & SHCEH

e2Cc = dzcs

@ open : gt
FTP AHO S & &2 1Y

@ hash :

LD

76.

77.

78.

g e HEst A2?

[ihd@ihd lngl% testparm

Load smb config files from /etc/samba/smb, conf
Processing section "[homes]”

Processing section "[printers]”

Loaded services file OF,

Press enter to see a dump of your service
definitions

@ testparm2 &tHH(Samba)E X
40| LY.

® &HH(Samba) &XF M0l globalZt ho
printers section0| EMg A2z F3F
2:

F
® Ol &E0AM HEHIIE YSotH HAPE Aut 43 WY
=S MNESh

@ /etc/samba/smb.conf Tt Dt /etc/services TS bl
woty dAMoZ SN UsEX &AIA =D U
Ct.

&dH(Samba) €3 MRl smb.confe &1 1O WEO0I
PN

Bt
I2 OiAS 2H29?

2EX a2t AT
TH AEXNE

&1 tat

ol
rr
0o

@ guest account = nobody :
& 0|Ct.

@ username map =
o &HE AFEXF 0l

/etc/smbusers : BlSA AKX 0
Ol CHE 22 0l & AlA =

1 om

A2 St
® remote announce = 211.202.42. 255 AdE MBI Ul
ERI UM E 20X %22 S 211.202.42.1~254

MRS SAESOHA Xl IS Lele dEgs

@ scrver string = ihd.or.kr @ HE MHS ZHQ UHYS
HAISt=E SE2 St

2tHH(Samba)E & & G6= =121 SWAT(Samba Web
Administration Tool)0ll CHgt 2oz JI& HAFIK R&t
227

® JI2H2Z 901 LEES AMEEHCH.
@ SWAT MHIAS HFE A= BIEAl root AHEXIZ

2710l 0F S+CH.

® /etc/syslog.conf T2 LHEN 2chA £E
MNHBIAS RS EI Z2HEIC.

= SWAT

@ & J|gto] AEER0ID| 20 B*EAl netscape £9
8 DHST U00L NBE UL

S21&0

AAE 22X 2252 0IAHEE 1009 AY =5 BUE
XD HHEZ HAlol 2HAHE PSOHUCH HMEE

8o st=0A3AJ EMoA %20, UERIZ RE
ANT=otH OIAEH EZEH HEE &0 RFEAERSE

Algt & NFSE %6H HER/RId=z 2= MIYAAEES OI2
SHAl €Tt TS & oY SHAES NFS &F 1 2 st
o=z JtE J‘“‘*OPII 28 N2

HadE= 1 IP“OI FE ll}o'/\l

= mxImnx o rir

BtE Al [Root File System on NFS] =2 M3Ast
Z I F0{0F StCh.

et 20| OA3 gl AMAEZE 258
NFS MHlA=E HEZ DO AMEIA} A
AMblAZ LHEOHE = UA=0l, AFEXE

@

e Hmfo(n
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roc.mountd®t rpc.nfsd 2t & MHE AMESHA &0,
0l #0I5t)| fIiM= rpcinfo 2 S Abgstct, | [0
v Cwiocalhost
® /etc/hosts W0 OIABLE & 2E Hot EEE S . \
=5 == 210| =2to| G{XJF 9D, 90| T BEAH Fwi/ete/mail /send mail cw
< JII:H°* = QUL FR-o /fetc/mailfelay-domains
@ 2 Jetc/exports MU0 +=HEHJAS ER, NFS 2 | | ...

79.

80.

81.

82.

83.

2SS SIS ASS NSOE AMGH HO8 Ea
2 WAIRE RO} g

Sendmailtil A AHS
@ aliases.db
® aliases

ote Wt DR AH2lot o HE?
@ inetd.conf
@ $HOME/.forward

o
>
Irn

Ol MTA(Mail Transfer Agent)0ll CH&t &

[0 e
HU
m (173

(@}
-~

> =

T >4
02 w— MW
e JH=2 o

@ e

HU mjo

o 10 00 00

mjo

[w)

o
(=]
e
x
T

Hu
B
ug o
_O'ﬂ

rr

D

T

Q

<

19

ot

|
=

0 4 Lmn me

<
3

ro
[mie
HU
HN
M
1o
H
HU
>
00
ol
=

00 <L morx
I

® @ © @ ®’=2

o
FFl
1A
e
15|

Z]#OZ Sendmail,

al
=

o
O s
o
S
0
%
O
)
>
@
@
>
w0
—
@
>
=y
|'G
mn
=

®
=
o
T
o
1o
U e
re
Ol
S
4o
2
w
10
Hy
(%)
D
>
[eX
3
B
2
==

®
0
1%
0
|
o
LU o
o m
o -
— 0
o
H‘u _
b
>
]
0b
32
Q'B
>
rir
5
rir
[

yw
@
=}
o
3
o 0

on
10
H
J
U
o
ne
K Mo
50
rr
[l
HU
.
02
o0
o

()etol

sendmail2] Relay H&2 JIBEZ2=2 JEIPE 1
Ha== §td 2UCH HE2MH Z2Jd5PIES SHM
MEfl= 2EIP Z42= Relay?l HE ZHEO|
2007 8Lk StAIRE ¢ JE/8 0185HE PR
2t A Hile SEIP =0 HalAME Relay M
HAE HMEg =2t SICL )2/ RelayE &
gl Hsl POP3 MHZE H&gHH QISHEE
HE MEAY IP F4LE EEE IIZH SSEHLL
O3S ALEAE £EE AZISoHIIE4E 308
HE RelayE #HE BH ZCH OI12F 201 ¢ =/
= ==IPH HEt =H2 RelavE #HESaH/| 2T

2oz MEXILD RICH

ne
b=l

ro
s
ro

)

® DHCP(Dynamic Host Configuration Protocol)
@ DNS(Domain Name System)

@® DRAC(Dynamic Relay Authorization Control)
@ DDOS(Distributed Denial Of Service)

OS2 Sendmaildl &8 Il sendmail.cf IS &3
HSZ = L L20ILC. 0I01| gt 802 I HFEOIA 28
H29?

84.

85.

86.

87.

@ C% F= 2HAESE X Hols HHO|C

® /etc/mail/sendmail.cw I 0= HYLS &4l ol e
SO ML HESO LSS QULCH

® -0 &2 W20l HOHUWE AECt= 2/0l0ICH.

@ /etc/mail/relay—-domains I Nl= relaydt 3l e &
HelS0l UEE o QULH

Sendmail?l & MmOl sendmail.cf option A&ENA &
Hole 2oz MAEGIK 28 227

@ MY HAIXIS ZICH HIOIE ==

@ oY ®&0l AAS O, SAXUA ST DX
Al2t

@ Y &0 ¢EAS M, SAXUA 2D digs 2
JIDEXIS Al

@ Sendmailtll &2 Jtsst 8
SendmaililA AtE3dH=
StXl =8t A2?

O & o422 S
@ #2922 Al&ste &
® =2 A2 B8]

@ confighll At2dt= EZ0l= C,

sendmail.cfe &H4& RIA2Z

— 10
M
x
|0
Hu
Eﬂ
o
ol
X
10
=
o
o

0l UL
OS2 AM HLS XS AT /etc/mail/access LHY
o £FO0ICt. olol CHEt o2 S8l A7

spammer@spamhost,com 501 You are spammer,
211,220,111 REJECT
211,220,222 REL&Y

O =AXE spammer@spamhost.com@! MY S “You are
spammer’cte FLNHAIXNE EUWHA RELAYE &I E8t
Ct.

@ 211.220.111.x Ol A
=L

® 211.220.222.% Ol A
I}

@ 0] mgs +=8st
“makemap hash
HY S AMSSEHCH

oco=

S

=
o
fin

=2

RELAYJL HE

S

=
o
n

ez

RELAYJL &1 &

SH=s AFEUHRO 22 6

/etc/mail/access </etc/mail/access”

o)

oSz Sendmail2

o x
A==

clAt 225

X =2
stCt. Ol

”» =
02 po
ki

[ |

- Sendmail
LT

-HZ FMail QuewelE
o= FH}

7]
I

HEE WMIDIEE(BackgroundiE

Helgt=s 2M4E 30

HI

@ ./sendmail —bg —g30h
® ./sendmail —bd —-g30h

® ./sendmail —bd —g30m
@ ./sendmail -bg —q30m

b

|
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@ wait, nowait E22 inetd]k MHIA Qg ¢Ug2 &
88. IEA MHO OISt 4oz It HEE A2? 2, SA 02 B’;‘i; HMelg AQIXl Ot XIZ & AlGH
D UWEYT Ao RS SAED} SUs HES XM 5t ES ZEEM 23 teps nowait, udpE waitE AFE@t
Of OIXl S+ AIAEIHE 20| B Ct
@O SH2 UHRH SHE QS ZLHIEOZMN LE9 @ ftpe streamOlcte T2EZEE AE6HH, root HEe2
Btote Astg g 4 QUCH AU EE S UCH
B 2 SAEO TN A MAQ ZrOEHCH @ timelt echoe= internalOlet= 0l89l A& IAd=Z MUlA
_ _ Jb OIR0{&ICH
@ T2EQ Z2E 2AE FHI|JIE 2Rot=M AI2EIIE - )
5HC}. @ 0] &3 WS 0|E2 /etc/services OILCH.
89. DNS MHOI Cist &goz X 28 HS? 94. OS2 ftp =20 Ofst xinetd £&&O0ICH. 0|0l Chet &<
o 2 I8 HEolK Rt 318
@O S N Olae AHE SE6tH = W AMB EX W
MHZ 2%95tH HEKTS AIANHS = £ Lt
- - _ N service ftp
@ SAE HYE IP A2 HESs 9sts A6 {
® exam.ihd.or.kr Ol2t= ZFHN LEHUS SHM 25t K _
Il YHME 1Y ZOIQl 01Z0l DNSLF local SAE socket-type = stream
SET0 A0{0F StCY. wait =
® (140 SAE 0SS0 SLE IP FTAE 2= 22 5 nice = 10
& o Xl ¢=Ct. user = root
_ - _ _ server = Jusr/etcAn, ftpd
90. =HOHZ22 MHIA RF0| E0{23, LEHSE 0/85t¢ ,
O QEOIXE BYSICH 09 & | HHIAS olol tHe instances = |
ol XEWSE JIX1D Yes M2 [bog_on_success += DURATION HOST USERID
® /etc/services ® /etc/syslogd access_times = 2:00-9:00 12:00-24:00
® /etc/portinfo @ /etc/portmap 3
91. IEA AHS LEQ squiddl Uist gdc=z gl A=27 (D access_times &2 0l1256t0 FTP MHIADJL Jts8t Al
@ squids AFEXIIF QS DIUS AHH ZHSO2M dHE &30t ALk
22 W0 st =5 QES 20 ASoHH AMHIAS @ log_on_success &S 0|25t 0|&Q AF0 MBIA
Ct. TIsHAIZE, RAXQ P =4 02l A8 AlI2I AFZAH ID
® squids CH4=2 MHIA(ME S0 ftp, telnet, http S)2 g FJtottl JISot== &ttt
S A0l XI3HK 206t0, MetAd =1 88 Al HES ® instances S&E2 Sol FTP ABJF A&E [ EHE
X5t X ot MHIAZ K& 6Ho{0F SHCH, OIXtgtE &XFotn QUCH
@ squid.conf & IYES 0|25t AI=2E HE Z22+9 @ nice SN2 S0l Y AHS RS 10292 &F
AJIE XNEE 4= UL ot UCH
@ squidE JFAXOZ HXGH)| RolMdE AIAED squid
ct= A XS F=ItalloF StCt. 95. DHCP AMH 2 &3 maol dhcpd.conf LA DHCP 2
2tOIMEDJl DHCP MHO0I OHE XS 5IEE ol= 83
- = = 0l ot =HE?
92. DHCP A2 &dF0 st &Ho=Z JI& HE olX R
Her @ netmask @ timeout
® DHCP MBIt S&5t)| Qo= HLE0H A MULTICAST @ retry @ backoff-cutoff
Jls0l X2 Z 0ok StCt.
@ 22 DHCP %EPOIQEOHA-I SMe AXIE JUA 96. OtcHel Yl 2t SHZ StHE JHE L2 A=2?
255.255.255.255€ &t 2tRE 2 FItol == A0l & — —
Ch. DI =T MU AR ZEEE TAMESEN 23
SA OY 9| option subnet-mask SES S6t0 2 2 =4A=0 08 = iE HHH IYUSE
2to ICdEE SIH2 ALZE AMEY DIAIE LA=CL HOHHE HOF E3= ()9 YLEQICH 0129
@ ZCI0IMENA DHCP ABE &2 2= UAE=E &3 T} HEED A==2 SATAND 2ICH
29| fixed—address 20 AWM X2 1P =AE DI
ol OF StCH. ® AU (Scanner) @ 23t (Firewall)
B @ ALITH(Sniffer) @ A=ZTH(Spoofer)
93. LIS2 +IHUH 22 LEOl inetd &2 LL0ICH Ol0 OH
5 Moo x =2 o9 _
B J82% JHY SHE R 97. AE 0l AIAEI0| 2ISAS &X S 61S [jA3S B
; ; c CHELe oiYsS EIIOIHOH BHAGIRUC. L = of
#inetd services =
. . = A3 YE /bin/ps THL D EIOIZ Ol ””3!5101 Ues
ftp stream tcp nowait root .. inftpd -l /bin/ps MYl TJ|Jt 22X YRS M, HESD EdH S
tfitp dgram udp wait nobody ., intftpd oz JI&E gaAYdE A2?
time stream tcp nowait root internal @ &2 EXl AlAE(Intrusion Detection System)
echo dgram udp wait root internal ® E=0| S0KTrojan Horse)
2 NAES J|I£22HM 8A2HE CBT @ www.cbtestpro.kr
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98. VPN(Virtual Private Network)0ll CH

AT (Spoofing)
@ MNHIA HE(Denial of Service)

A
=l

bl
fo
)

8t HHOZ E¢l 7
M VPN2 Iyl &2 2 (public network)2 0

0 AFE Y (private network)2 SHE MZE5t= DI
Ct.

00
= o

@ IPSec2 IP HZ2 2o2 918 2102 IP HolE gl
QIED AN, JUHS BB
@ L2PTE= IETF2 RFC 26612 X&EEO USD, PPP X
AlUS WEEG0 HES FHSH B
O VPN QIHY S ALE38HII 20 J1&E AMEY 20 bl
20| 20| EC1.
99. E20| 20K WTOI0) CHEt ISHOE 1Y MBS 2
8 2127
® FIHOZ UM et PEH FAS B
@ CD-ROM2Z R RES 3B
® HY I ANAHES REBCL
@ ANAE 250l NUXM 201 HHIA HE 3HES &
3 4 U002 AAY 2SS HIEAS AL
100. CHS iptables® SF0| CHE+ &0l B2 & 27

@ # iptables —A INPUT ——protocol tcp ——dport 80 —j
ACCEPT : tcp 808 EZEE AI&EZ0ote & MH=zZ2 &%
2 ol&dte &3

=

@ # iptables ~A INPUT —-s 200.200.200.110 —j DROP :
200.200.200.110 2L22H 2= 2= W3S FAlct=

=S T
@® # iptables —A INPUT —i lo —j ACCEPT : eth02 2 2
= BE EdfEE ¢0l=0ls 83

@ # iptables —A INPUT —-protocol tcp ——dport 443 -j

ACCEPT : tcp 44381 ZEZS AlEct= 2ot & MU=
SR ERCELES
1[2]3[4]5]6[7][8]9] 10
® B @B ® 0@ 0 @
11]12[13]14[15[16[17[18[19] 20
® ® ® 0O e @ 0 O
21[22|23[24|25[26|27[28]29] 30
@020 e O e @
31[32]33[34[35[36[37[38[39] 40
® ® @ oo e e & @
41142 (43]44]45)|46]47|48[49] 50
@0 ®@0eB|0 ® @] @
51[52|53[54|55[56|57[58]59] 60
@ ® 006 e e 0] @
61|62 |63|64|65|66|67]68[69] 70
® ® @06 ® e b O
71[72|73[74|75]76|77]78|79] 80
® ® O e ®w e ® e ©
81[82|83[84(85]86(87[88[89] 90
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91[92]93[94[95]96[97]98]99] 100
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