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@ |01 2] Zaf| o @ show ip ospf interface
2| OfM[o HIE g ML

® =2| oixof H| E @ show ip ospf database

@ T3 2l Y 52 Fof

® show ip ospf neighbor
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40. Distance Vector EZEZ0|M 2L #X| S QI3 AIRE|=

=SE ZX g2 A7

(» SPF(Shortest Path First)
@ Split-Horizon

(3 Poison & Poison-Reverse
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J

41. 2t2E FF0|{ 5 NVRAMO|A RAM2 E configuration file

2 copyst= BE0{=?
@ copy flash start
@ copy running-config startup-config

® copy startup-config running-config

@ wr mem

42. C}3203.214.3.0/26 Subnet?| SAEN AFEE &= A= IP

AddressZ %= Z127?
(1203.214.3.0
(2203.214.3.64
(3203.214.3.63

(3 203.214.3.1

43. ICMPL| HIA|X| REHO=Z gX| 2 He?
(D Destination Unreachable

2 Time Exceeded
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@ Echo Research
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=2 oT
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@ RARP
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Of FZILCt.
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@ /etc/nologin

@ Jetc/hosts.allow
®) /etc/hosts.deny
@ /bin/more
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AYUKICHAIA RO R34 TH TEfR 22F, 3§ &
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@ Scan 34
@ IP Spoofing 32
3 UDP =4

@ Tripwire 22
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49. |PAZL A0 Cist HEOZ X 42 A2?
® SAXIL A ZHE] &&= 0 CHE SAEQ)
IP FAE EOtM M&sh= 324 2WHolct
0| ZA2 TCP MIHES YAHS S 0| F o 20| 2}
@ M Non-Blinding IP 2% 223} Blinding IP AFH
SHOE BRE £+ ICh
® IPAZZ ZHO| X0 @4 TH SAE A0 0|8
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IDF Z7LE AHO| S5
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ZBt5tod 8xt2| oY
ESIEe! Mo ._HZL

Secure Shell (SSH) 220|AHE
Transfer Protocol (SFTP)E A2

5! Secure File
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&
==

Telnet2 AE = A QE L&
AQIEE 8li4l(Hash) s M F& it

o] 9|3l A
@ 8t7| 2|8 A o

51. TCPZ2EES| AZA MHE 2/5l0{ 3-Way Handshaking 2|
F|ofH S 0|83t0] ML= MH|A HE 3H2?

@ Ping of Death

@ AZL(Spoofing)

@ 43l AL|Z(Packet Sniffing)
@ SYN Flooding

52. 12 A90% B0l gt MYo= 8X| @2 A7
o STERIOI chet B2z} B2ty S8 et L=
EEEEE T B

MAC Flooding, ARP Spoofing, Spanning Tree
Attack S0| ICt.
A= HEHO|M A 9(X|2t HBE HEH

gl A2 MAC HEO= I

ZAHO| RIS 11
B O SAEIEA
O|X[X| 24=CF.

&=
=

ﬂIIO

MAC Flooding2 3._
@ X[t HAE|0f A= A2

MACHEE 34 22

EofM = M| S AETH A9
2 HO|X| 2 X= HxE
EofM &’ dAI7|= AO|Ct.

53. Lh30lM 2Est= Hd2?

54.

55.

56.

57.

ZZ 0 22N =22 HEHZ 225 £t
EHIFI HOEE ZISZHS=N, QEE HEE =

S ':*EH""‘HI EI._ HAOICH 0I2 s ALE
s OAAHLE =18 DEE oH

() Race Condition
@ Buffer Overflow
® IP Spoofing

@ Password Attack

ST EN TS

HZst7| 213t TLS(Transport Layer
OlM MBE= 2ot MHIAZ 8
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Security) ZZEZ
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CER

HIAIX| MH|A

=

=

S2I0|AEf o3t M ©
OlHbX| AH|A

IS ME 0|8t MH HIA[X|Q|

Snort7t AHO| He|El

YSOo= X @2 A2?
@ EFH|o|E{of CHEt &

@ EdH|o[Eof cist 22
(3 SHOI0|Eof CHEt Al
@ E73o|Eof cHet X[

DDoS(Distrivuted Denial of Service) 34

= Tl 0| opl H2?

7['Ho|Lt =7

@ Trinoo
@ TFN
® Stacheldraft

@) Sasser

& '/var/log/utmp'et'/var/log/wtmp'E &

@ netstat
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58. ofzf{et 20| X£7|8dH0| £|0{l= '/bin/su’ BEO{Tt QUL 59. Linux0|M root #%t A HO| 'a’ 2t= MU S X[ HSH Lt
Linux MH2| LHE HotZ 2|3l '/bin/su’ BEHE root0i| | Eft ZDHO|CH O] MU S X2 = U= YH2?
= B2E HotE, 'wheel'0|2H= D E0Al= A TS 20 R rootl# rm -rf
oot@linux /root)# rm -rf a
St Bict o] 2hd J0f| SHIEX| F2 A 2? ' ’
(rooot@icaarbinl fs -alF su rm: cannot unlink “a": Operation not permitted
AR 38 7 75 oot@lin oot)Fls-la
r—r O II\. -"".J':_-_: & E‘F"c
@ [root@icqga /bin]#chmod 4710 /bin/su .
ool@linuxsU /oo
@ [root@icga /bin]#chown root /bin/su
® [root@icqa /bin]#chgrp wheel /bin/su It 37|7t'0" HFO|E0|7| 20| X[ AXIX| 222,

ol LIS 92 = XLt
@ [root@icqga /bin]#chown -u root -g wheel /bin/su

SiXi 23921 $F AF2H0| root7} OFL| 22 rootZ 210!
SHC},

® chmod 2Z@ o=z M7|2X|E &l{H|stC},

@ chattr HHOZ M7J|2X|E Sl H|SIC}

60. LinuxollX Nmap2| &M & M| OSE Lotz M 2?
@ [root@icga bin]#./nmap -O www.target.com
@ [root@icqga bin]#./nmap -l www.target.com

® [root@icqga bin]#./nmap -sS www.target.com

® [root@icqga bin]#./nmap -sP www.target.com



