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[=]
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Deadlock(u 2H&EH) of| 2t5t MHOZ J1E SHIE A7 ® =
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10. Tt Linux ServerE 7&£8}7| QIst oz gX| k2 A 15 AL EXQI 71502 2X| k2 U2?
=7 R
HOolod L=K=1 °
® 2R3 HlE S ®7H et @ 7|24 B2
@ 24Tt Setuid T2 IS K| HStC}, ® m210] 12|
@ AAHIS RZEME FI|XHOZ ZAlSICE @ m2qA Hal
@—'?—75’3% ZAtS7| QI3 HIO[E{H|0| A S 23 M| AT}
20|5HH| A A|AEI0]| MESH= 7*0I =t 16. Linux A|AE] H2H0| & C|AT 0| 222 2t0lsH= HHO|=?
@ cd
[21t=] 2HHE (202H)
@ df
11. OHItX| G222 MMHE 2Hst AL 8 ff HHE A| MEHs|{O}
st H=e? @cp
@ httpd ® mount
@ dhcpd 17. Linux@| 7|2 Ha0{S0| Zete|of Q= Cl2IE2|=?
@ webd ® /var
® mysqld @ Jusr
12, T+ BE0| S0IM HI250| HEA0IA S E| D QL) & ® /bin
QIst7| 28l Ar2stE ZH2? @ Jetc
M domon
18. DNS(Domain Name System) AHE XS Mx|stn 7t8 H
@cs X 2HS0{0} 31 ClO|E{H|0] A BB E =7
®@cp () CNAME(Canonical Name)
@ ps @ HINFO(Host Information)
13. CHE2 of™ HFofof chst MEQITL? (3 PTR(Pointer)
Ol 20 RE T2HA2 22 ZRHA2H @ SOA(Start Of Authority)
A2E HE EPI"':'—I HZ OFRISH EHHEM
Jetc/inittah’ S T AAHIS| Msiyus FEE 19. ofe UM HSEE EMX| EXIHE 'her'E EXHE 'his'2
C} K|EHste|, X2tz Foj| AL Xtof|A| &HQlsto] AL XIIt 612
St (yE 2istH) X|etst, AL X7 5| 861K te™ X|&t
@ runlevel SHX| Q=2 ot vi HHO =2
@ init @ :1,8s/her/his/gc
® nice @ :1,5r/her/his/gc
@ halt ®:1,8s/his/her/g

@ :1,$r/his/her/g

14. LinuxollA Sixf AFE2st U= #ll(Shell)S ols] 27 2|3t
HHO=? 20. Windows Server2| DNS AH|A MEof| 2ot MHOZ £X|
@ echo $SHELL we w27
@ vi $SHELL ®’S%‘!§f 3| I Y S HIEA| LY x| JHS M
Mol Z0{0F i,
3 echo &SHELL
2 Windows Server= 1H |P AddressZ 7} OF St}
@ vi &SHELL
(® Administrator HetO 2 MHs|0F SHC},
@ MUK} O|H|Y F=AO| at(@)2 OFE B ()2 CHA| EIC,
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21. LinuxOllM 'ls-al' B o3t £2i=|= YEZ SX| 942
A7
@ ]Il.OIOl I—I:lo.ljl- oc
@ oY o|§
® A8/XE,1EY
@ mUo| ARFHO| HHE AlZH
22. Windows Server0i|A X335t Qe VPN Z2EZEQI
L2TP(Layer Two Tunneling Protocol)of| CHet 8H & &X|
A2 A2?
@ 1P 7[2to| HIE 30| A2t ALE7HSSICE
@ 3l|E =S X[t
® HdE 152 XA}
@ IPsec 2 12|EE 0|83t0 2=t otCt
23. Windows Server0i| M ZAMHM S AFSIN 7|1E2 H2 =

=318§27?

® Administrators
@ Security Operators
(3 Backup Operators

@ Audit Operators

24. Of2= Linux A|AELQ] ifconfig AlsH

27
!

Ztolct SX| &

=

_ T

@ eth02] OUI 26:CE:97 O|LC}.
@ IP Address= 192.168.0.168 O|L}.
3 eth07t 2 MstEl = AR S=2 D210 QICE.

@ lo= Loopback FAE 2|0|$iCt,

25, Linux A|l2R otlo| 4Fo = ZX| ¢

rlo

A

rlo

?

@ Jetc/passwd - AH2XH M & O

Jetc/fstab - A|AHIO| A|ZHE ] XIS O 2 OIRE
O A AR Z5

EE

® Jetc/motd - ElLl 2 21 & LIEFH H|A|X|

@ Jetc/shadow - I|A 9| = T

24

-4/8-

26. LinuxO|X AFEXtel 'su' BHH A 7|&

22 =2
==

FII’

23

A
_I_

=7

@ /var/log/secure

2 /var/log/messages
® /var/log/wtmp

@ /var/log/lastlog

27. Ot2li= DNS Zone IH 2| SOA 2|2 = LHEO|Ct SOABZE

o|Lgs

HH 509 =Xt gtS A=, 2 F F H gt

Refresh Zto| d&t2?

@ IN SOA localhost. root.localh
1997022700 ; Serial

ost. |

28800 : Refresh
14400 . Retry

3600000 ; Expire
86400 ) : Minimum

28. 22

o}

—

Primary A2t Secondary AH{7t 7|3} 5tA| ==
7|ztolct.

Zone LHE0| CtZ DNS M 2| Cache QHOi|A] &
7|Zto|ct,

|. | =1

Zone L{E0| CHE DNS A H Qtol| A Refresh & 7|7t0|
Ct.

Fian|
=L

Zone LHE0| Zone I+
Refresh &= 7|Zt0|C},
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29. Linux 22 &0olM HER| 2 o{HE 'eth0'E 'ifconfig’ B 34. L2 ST T Y WH2?
A 23 Al S2HIZ2 d}
02 '192.168.1.1' O|2}= FAE A5t 4 2 U SHIE & @ mH2|E| ZAH
He?
&3 EEZA
@ ifconfig eth0 192.168.1.1 activate
O |11
@ ifconfig eth0 192.168.1.1 deactivate
@ SEYLAM
@ ifconfig eth0 192.168.1.1 up
@ ifconfig eth0 192.168.1.1 down 35. ChS & Y3E[= 2] K22l HIo|E E stLte] EFIE WS
ot7| flsto] 2 x| (= H|o|Ee] RFof mat E-Y3
30. Linux0|A 'shutdown -r now' 2t Z2 28 L= HHO AES SHZ dEdt= 7|27

=

- @® 87| Al2g cHEst

@ halt @ Fop 2ot OiEs

@ reboot ® BT 2 O15S

 restart @ HIS7| Al chEs

@ poweroff

[3212] HEYA (152H)

31. IP Address '129.120.120.88'7t &
@ AClass
@ BClass
® CClass
@ D Class
32. Tt F HI0|E &Yl M HK
£ XM=
@ a=AH|of
@ sEH|of
® 2FHof
@ HAZN

O EE

@ 2Eg

3 Xon/Xoff
@ Window

St= Classe?

HEE mizlo| |—|'301|
LEoM iZlel =M E HtZ

A HMofst=

PN
At
k=)
2?2

36. 2tE Y0 5 NVRAMOIA RAMCE configuration file

2 copySt= BHO=?
@ copy flash start
@ copy running-config startup-config

® copy startup-config running-config

@ wr mem

CllofE &

bS Y|
O O

EH2 TCP= Connection Oriented24!
0|11 UDP= Connectionlessgt2l0|LCt,

(@ TCP7} UDPELCt H|O|E| H& £t 2L,

(3 TCP7t UDPECL} AE|H0| &=L},
TCP7} UDPO]| H|3H Z+E M| E
O| ZZIC},

EIEtStE Header B

_,_

37. IP Address '172.16.0.0'2! Z 20 0| & 14712 AEHIOZ

LIF0] ALZ5t At Y 2 MEU OtA T =?
(@ 255.255.228.0
(2 255.255.240.0
(3 255.255.248.0
@ 255.255.255.248

38. ICMPL HAIX| R = K| 42 A2?
(D Destination Unreachable
@ Time Exceeded
(3 Echo Reply
@ Echo Research

39. TCP2FUDPS| Xjo|E dEHo = ZX| 2 A2?
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40.

41.

42.

43.

IP Address= €11 MAC AddressE 25 Z<L O|O|E &S
2/8ll Datalink A&l MAC AddressE 20tLi= Protocol

27
[t

@ ARP
2 RARP
® ICMP
@ P
TCP/IP ZZEEE 0|23 22t0|A E7f MHS EH EEOH
H&slHn g o MY TEE &
ZIO) FC HIEO| EMHEE MYst= ELH g

SX[oHA Elct. g & 42 28 S2 ¥

-l o
ot £7|5t8 MO HIE=?

ofet
R
L]
i
H0
ot
Jm
nE

@ SYN
@ ACK
®FIN
@ RST
TCP/IP Z2EZE O|83HA M2t Z2t0|HET S

i, 'netstat’ S S 0|23l HxHS| H& HEHE 2ol

=" =T M
ct. 22to|A ¢

Eof M7} Xl SHIZA| HEBE 0 SL S
2 'netstat' @ 2 HENE 2fISIAS W LIEFLHE HAIX IE?

@ SYN_PCVD

(2 ESTABLISHED
(3 CLOSE_WAIT

(@ CONNECTED

HEF AE{HO|A FIE
Eoteon

=0SI7LayerE = AS0HAM S

@ =2 AS
@ MM AS
@ UEHIAZ

@ EMATE A=

TCP/IPZ2EZZ 0|23 HEQIMO|M HEHA
(Bottleneck)O| &l5t= O|RE 7HE X 2 U272

Cte=of 22I0|AETL SA0| 2 AE = H&ESH0 L
HOIHE &/x4g
=Y IRt Aol Moz Fe 2T WIS 24

ERASHAD

45, Star Topologyol| CHst M =

SHIE 227

AlZHE 0 20| ZXBHR| gb= HAH =2t EZE2X(0

V. i i

@ 2E =S S0| hef ZHIO 2 1A Hefo|ct.

o B2E PCE LI CIRE0lE HA L= Il 2
A3,

@ 2}olo] 2% Bofl E{0|H[0|ES S8 Z0{of Bit.

-Way Handshake BHME 0|2
|:|| I.: I:II-)\IC'E |F| i_I'E_I
= 1 ZHl EEHIHAM OIERI=
O, MHt —E"EHIIIEE_E._F.'-H MEF He 23E
g0 OIE A2l #Er 220 W 20{Eack
Logi?t EFHH DIEX CHE SCHIYMEERERR 2=

MEE HE 838 B8 + 8 ot =400

=40

@ SYN Flooding
@UDPEE
® Ping Flooding

@ XiHHES! 34

47. SSL(Secure Socket Layer)2| &H

TS =X

|'|0

A2?

SSLO|M= 7| 2t 2 O 2 Diffie_Hellman 7| mt
gHHOLS 0|23t}
SSLOll= Handshake ZZ2 E20]| 2|6t MM = MM

ot SelZtel AZS LIEt = HE0| ERHeILY.

SSLOIM Handshake Z2EZ2 M2 22I0|HE T}
Q) MZ QI=stn A5t MAC 7|12 mststy| st T2 E
Zo|ct,
@SSLEﬂi AEe 2et otx MAC 87} 245 59| 7|
Zh=rt
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48. CIS0|M HBHSH= 7|H2? 52, SSH(Secure Shell)of| CHst MHOZ EX| 2 AUL2?
AR Z=ESD TCRAPA L2%H Ze 5 OFHBIX| 28t Y|E 0] A QHHSIH SAIE 4 QU |
TCP ARAME AADSE AA ZAS 0SF D Lot eist ozars it
2 E(Authentication) HIFALIE S 0% 2=

2, 9Z(Autentaton) 7155 JNID 2= P R 1P e ing, DS Spesin s

@ .
J\E‘ll'}" :7c|‘3|ﬁ|.:,|| _?_lﬁH x|D|;|.:|.:,||. -"I"-l' Dl.'— -"I"-l E‘I EEOE"'JIK'QII\El-
£ 22 EA~EZ 2EFs EHR=H0ICH (3 Mut 7 o152 98l Skipjack 2 12|F0| o] EICt,
HEZ9| 2|2 AFE Jolg = A AAH A&
@ IP Sniffing 1EY39| 22 AREO| 2 =AU |
@ HollM HHES At CHE A|AROCZ IS |Ar
@ IP Spoofing

(3 Race Condition
53. PGP(Pretty Good Privacy)0llA X|stX| 2ste= 71527
@ Packet Filtering

D AR 215
49, HESIT Hop BHOE 8

(0]

3

S

rlo
N
rlo

~

@ Scan 3%
@ IP Spoofing 34
® upP 334

@ Tripwire 224

50. CI22 o 2ot =1 & 9|0[5H=7}?

®
FIAE] AE LERZ3RE ZIRE S UERI A @
02 =8 NH2zM Yz SfE TAE = ®

®

4% EYIS L T
S FE
@ IDS
55, Z2H2|EA20| M NIC(Network Interface Card) 7=
@ DMZ Promiscuous ZE&Z HHEI0 X|LI7ts TyUS 25 %'%
® Firewall OZM CHE At HEE JTI2X7| flet 34 W22
@ VPN ©=24d
@Ipazxd
51. C}3 BHO| Cigt 4O = SHIE A2?
(3 TCP wrapper
@ #chmod g-w : AS0f|A| 47| A5t 20
@ ipchain
@ #chmod g-rwx : IE0f|72| 47|, 47|, M3 Mot 20
@ #chmpd a+r : IS0i|7|at 27| At Hof 56. Windows Server2| O|HERO{0|M 2 27 R0 st
X g2 A2?
@ #chmod g+rw : 2E0IA| CH3H 47|, A7| Aot &2
@ Firewall Log
@ Security Log

®3 System Log

@ Application Log
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57. LinuxOllA 2t ALE RIS 7He 2|2 200 A[ZHE 7| 85t= 2
I mMe2?

@ cron
@ messages
® netconf
@ lastlog
58. SET(Secure Electronic Transaction)of| Cigt MHO Z 2X|
g2 Ae?

MasterCardAte| SEPP2} VisaAte| STT7+ 2zl HER
O|C}.

RSA Date SecurityAte| iz 7|&g 7|HIC2 ot T2
EEo|CH

HIAIX| 2| ef=et, MAS A, CIXEME 52| 7|50
ALt

@ H|S7| =& AHESHH etH S EFe ECt

59. CI32 O A|AHRIO| messages 2MAL| YHO|CH 20
ool 2Mo = ZX| g2 427

Aug 27 04:02:071 linue syslogd 1,3-30 restart,

Sug 28 121529 linux login: FALED LOGIM 1
FROM 211,39.62.2 FOR . User not known to
the underlying authentication module

Aug 28 191535 linue Pak_pwdb[19186]: (login)
session opened for user gozila by {uid=0)
Aug 28 191580 linux  rz[19200]: [gozilal
fireweall tetZMMODEM: 5358 Bytes, 3491 BPS
Sug 280 20011:02  linux  PAM_pwdb[19280]:
authentication failure: bormbiuid=500) -> root
for su service

Sog 28 2001114 linux PadM_pwdb[19282]: (=u)
session opened  for user  root by
batrnan{uid=5003

Sug 28 2004310 linux PaM_pwdb[19282]: (su)
session clogsed for user root

Aug 29 1566110 linug PAM_pwdh[20642]: check
pass) User unknown

Aug 29 T8GRI linux login[20642]: FAILED
LOGIN 1 FROM
5210-219-171-189 thrunet, ne, kr FOR guest,
User not known to the underlying
authentication module

D 88 27Y syslog daemonO| X5 El MO| UL},

2 8¢ 28Y gozila2t= IDZ F27t M4 Xo| Aot

8% 28 gozilagh= IDE F=7t7t H&5to

firewall.txt Tt S CH2 BFOFZICY,

batman O|2t= AFZI0| 82 2801 su HHS AFRSI0]
root HetS HRUC

60. Linux0i|lM root %t AYO| 'a’ 2h= It S X| 22 ST Lt
=]

==
Etct Z20tO[CH O] THUE X2 + U= Y-2?

[root@linux /root]# rm -rf a
rm: cannot unlink “a’: Operation not permitted
[root@linux .-'rootf# Is -l a

-rw-r--r—- 1 root root 0 Aug 31 16:59 a

[root@linuxdu /root]

ot 37|17} '0" HEO|E0[7| WiE0f| XXX LB,

s—=—
ool Lh8S E2 = XI2Ct

o= s T

+

$ixf 2321 3t AF2HO| rootZt OtL| 2 2 rootE 219!
—_ |--

® chmod HH o2 MJ|2X|S s H|StC},

r

®

_(?_I-
[l

@ chattr HHO 2 M7J|2X|Z S{H|SIC}



