HXE2XZ! CBT: https://www.cbtestpro.kr +QIEHIEHOIM BT} 25 HY| 7|EEH 2019510227+

201910827 E QIEHIEHQIEE I} 28 EI|AE 7|Z2H| Bt

(135 : 102H(] 1 2 3 4 5 6 7 8 9 10
HEHSIHE @ ® @ @ @ ® @ @ @ @
11 12 13 14 15 16 17 18 19 20

[234= : 2024] ® @ @ @ @ @ @ @ @ @
2 21 22 23 24 25 26 27 28 29 30

@ O) ® ) O) @ ® @ O) O)

31 32 33 34 35 36 37 38 39 40

[31}= : 152H(] @ @ @ @ ® ® @ @® ® ®
HEY3 41 42 43 44 45
@ @ ® @ ®

46 47 48 49 50 51 52 53 54 55

[41}= : 152H(] ® @ @ @ ® @ @ @® @® ®
Hot 56 57 58 59 60

@ @ @ ® @

HXHEXE CBT =H[0|X| : https://www.cbtestpro.kr

M 2T Xtz o 2 (QE} - E - FEHHF)2 cbtestpro.kr # X WA EHlStAIR.

[iRa}
H2

o

7|E2H e MEH2 X 7|20l USLICE cbtestpro.kr X 2 Ao A= ™

rr

T 2Rt St S S SR

EI}E‘x‘“ﬂ CBT # Download on the
A
2T SO B9 A SIS walat ¢ App Store } Google Play

CBT7iz=H


https://www.cbtestpro.kr/
https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907

HXE2XZ! CBT: https://www.cbtestpro.kr +QIEHIEHOIM BT} 25 HY| 7|EEH 2019510227+
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10. IPSec2 I HoF HA|(Security Association) 7t Z&sH= 15, Linux Ot A|ARIS| 7|2 71X F Oiof| 2ot 3Rt HEHE
oi2t0|EHE 8X %2 A42? =]
D IPSec Z2EE DE(E{E, EHATE) OEBREEE
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[2112] MR (202H]) 16. LIS BHO| S0|M A AR 22| HEHE B F= HH
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11, LinuxOflA ZEMA Ml M= E HHE 2 U= BHO=?
@® mkfs
@ chps
@ free
@ reserv
) ®ps
@ nice
@ shutdown
@ top

N N N 17. Linux2| 7| EE0{ 'man’?| 2|0|=?
12, LinuxOfl M 243 AFE3t U= d(Shell)S &elsh 27| 2lst

HHE=? @ HHOO| CHS AR HE 20 A2 ] AFRSH= -
@ echo SSHELL AT QL A W LIS mf A2 SHs HEof
@ vi $SHELL @ X|dst @Ho{7t ofC|of| JEX AZE EA
®3 echo &SHELL @ J7|A= HHO E S2{L= BEO
@ vi &SHELL , .
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20. OtItX| FlMH = 'access.conf'E AR5 E™ 2 M E

ofct 2t 2ol oist #F o= EX| 42 A2?

order deny, allowallow from
@ linux1.nycom.netdeny from all=)
linuxl.nycom.net5E{S| H& Q02 S{EIBtCt,

—

order deny, allowallow from linuxl.mydom.net
linux2.mydom.netlinux3.mydom.netdeny from

all=) linuxl.mydom.net, linux2.mydom.net,
linux3.mydom.netRE{2| HZ Q7S S{2FstCt,

order deny, allowallow from alldeny from
® hackers.annoying.net=) hackers.annoying.net%
Bo| AE 278HS AT},

order mutual-failureallow from foobirds.orgdeny
from linux1.foobirds.org linux2.foobirds.org=)
foobirds.orgll Y= ZE SAEZHE|Q| ¢ @0t

2 sjatstc,

21. Linux A|2E19| shadow I} LI 0] Chist HHO 2 SHIE

—

A2?

Root:$1$ szt eHi$dEFUonrDJZ22G0Puga9ykD:11458:0:99999:7:
adrmi+111458:0:99999:7::

Ipi+:11458:0:99999:7:

named:!:11458:0:93999:7::

gdr:t!:11458:0:99999:7:

o|ofgtct,

201 A|FHOo| ot AJAR AF 2 named2t gdm O]

© Ct.

@ roote| &5 = 11458 O|Ct
22. Windows ServerOf| A ZIAPEM S H¥stn 7|52 HH &=
=157
() Administrators
@ Security Operators

(® Backup Operators

@ Audit Operators

23.

24.

25,

Otz Linux A|AE9| ifconfig Al Zato|Ct, X ot A

27

@ eth02| OUI == 26:CE:97 O|Ct,

@ IP Address&= 192.168.0.168 O|LC},

® eth07t M3tEl = XWX SSE 1H210] QiC.
@ lo= Loopback A& 2|03t}

Linux AIA=0| SEIE o) L2 = BAIXI 7t HEHE 21 Th
o Aot HYOZ SHHE H2?

@ /var/log/boot

@ /var/log/dmesg

® /var/log/message

@ Jvar/log/secure

Ot2H= DNS Zone D2 SOA B|ZE LHE0|CH SOAMZE
O LHES B 571 =X S H=dl, 2 & F H 242

HA L—
Refresh Zto| H&t2?

@ N 504 localhost, root, localhost,§
1997022700 & Serial

2asio : Refresh
14400 . Retry
300000 : Expire
BE400 7 s Minirnurm

Primary A|H2t Secondary M7t 5713} 8HA| ==
7|zto|ct.

®

Zone L E0| C}E DNS MH Q| Cache 2t0f| A &OtEES
7|Zto|ct,

Zone LHE0| CIZ DNS AH{ 20| A Refresh & 7|710|
Ct.

®

Zone £0| Zone Y S 211 = M LHO|M XtS
Refresh &= 7|Zt0|C}.
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26. VI(Visual Interface) OlIC|E{0f| A TE!
=Eye2?

@ :set nobu
@ :setnu
® :set nonu

@ :set showno

AHZS O
o= &=

27. Linux A|A HtZ ZHA|Zf St= &
@ shutdown -r now

@ shutdown -r 0

sio
o=
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O ZX| o
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@ halt
@ reboot
28. CI22 oI E S75t7| RIsHA VIOICIEHE MEA|Z o 7}E

est g M7

- TelnetE OI2dHAM HEAZ2 MHH 3= atx
t IFEE WM HOH=ZE DEstE & 240 8
=0 ZHACH CHA EEahl et DIFEE
SELL ettt DHFEOD Z217) #®M TF HO|
A JEF M HAIADE -2 = Enter 7
E SH{0E a b DFXO0| ZRICH

@ vi a.txt
(@ vi -recover a.txt
® vi -continue a.txt
@ vi-ra.txt
29. Linux0lM 'netstat -an' §HO = )\I”k

I 22 Z0pIt LIZLCE Of2f '3306"H
2o Eel=

EEO|7|.') (|:|- AlAE‘IIOl 7| IE
Known ZEZ A3t}

stolst Anp L2
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offtH
= Well-
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=
E-
—_—

o EHS E £ F

?
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® Samba

@ Backdoor

+QIELIHOIMETL 28 HY| 7|SEH 20195102272+
30. OIIiX| G2 2 HMHE RISt nAL & mff BHEA| MEHSHOL

St= Hl22?

@ httpd

@ dhcpd

(3 webd

@ mysqld

[33=] HEHI (152H)
31. TCP2UDP2| Xto|HE HET A &5 SX| 242 A2?

@ TCP= MEE m2l0] CHet =A1Z2| Q15 0| HRSHK| Bt
UDP= ER0}X| QiCt.

@ TCP= CHE& 2| H|O|E{LE 2%t H|0|E T1&0] 0|8 &
X|2t UDP= the gt HIAIX] MO =2 AL EICt.
UDP= HIERIZ7 =S 2tRE 0| ST 20
= I{2l0| RAE {7} AL
UDP= ClIOIE H& TOj| HHEA| &40 24| A0 H

X +~&i=|0{Of Strt.

32, UER3 FA £ BClass 7|89 IP AddressZ 2X| g2 A
27
(1 139.39.60.101
(2 203.34.1.12

(3 187.124.70.87

(3 155.98.200.100

33. IPv40]| H|SI IPveO| ZHMEI HHO 2 EHREl 2427
@ 128bit +Z=E 7IX|7| 20| 7|=9| IPv4 ECH O 2
LEEJHE £ ULt
@ MYHtL(Broad Cast)0| 7HS3tL}.
® IPvEOll A = 2 E0| XIFER 7HHZ0| HZ O] RO T
SH L B2 20 85A0| &3 =it

IPv60llA & Loose Routingt Strict Routing®| & 7t
X| Mg 7kX| 1 ALt

H1- =

(® DHCP(Dynamic Host Configuration Protocol)
@ IP(Internet Protocol)
® RIP(Routing Information Protocol)

(® ARP(Address Resolution Protocol)
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35 TCPSIo HEo| Lj2o R SX| % HS?

@ TTL(Time To Live)
@YAX| ZEHS
@ =S 37|

@ Checksum

36. WESQIT A2|XILE 2tRE7HIP ZREZSC| S& {2 E MY

otal, S AERO| R H JtsEE HAISH| flet ICMP HAIX]|
=
aT

@ Parameter Problem
(@ Timestamp Request/Response
3 Echo Request/Response

@ Destination Unreachable

37. 0SI7 Layer 5 S8 AZ2te| HE Tl Wiio| 40|15 =0}
71 918t ABQR, BOLS 9I3t s/ B S0t WD BEXe
HEE 913 4% 7150| 0] U= ABL?

@ HlolH A3 AS
@ MM AS
@UEHAIAZ

@ B AE

38. of2f LHEol| sigdt= MEU OfAS ZH27?

39.

203,76,25,1 /26

(1 255.255.255.192
(2) 255.255.255.224
(3 255.255.255.254

@) 255.255.255.0

Al ofl2{x|0= £A1E0] 0|21 & EFX[SHe] SAIXIOA| RHH S
273t= ARQ(Automatic Repeat Request)E 0| 25tH|
Ch ARQ TEOE gX| b2 A2?

o ofm

@ Windowed Wait and Back ARQ
@ Stop and Wait ARQ
3 Go Back N ARQ

@ Selective Repeat ARQ

42. HESI HE0HH[0l cist HF 2= 22X g2 A2

43. |Pv4 Addressof &t M = 2X|

& 201910227+
40. 2t 5{20] ABE =EIHHINES T2 FIE NS HF
S P2 E2| TEE HAE 2 E2H SAO Hlo[ElE |
B84 A HF0, PHE HEYI 422 TR %0 2%
EO Y 452 BEH 4 AUk HEHD B

@ Switching Hub
@ Router
(3 Brouter

@ Gateway

41 MEUH DA Ciet HEQ 2 SHHE A27

A .

DNS Ci|O|E{H|0| A E 22|35t IP AddressE DNSQ
0|1t HABICY

@ IP Addressoi| st HIES{3

=2 CC
I 4=

]
HI
rr

T
TCP/IPS| XS E 0| AMEE]

=
o
X |P AddressE X| Mot 2t

=

pS|
Lt

rir

et e

EEZEN
ct.

0z
o

10

MZOEHESIE H2Y W HIEXI AO|E HZEt
= ZX|o[ct,

~

A

@ UTP - £l &(Shielding) M2|& stXx| g1 LHE | Mo|
104 L= FEHOILCE

STP - UTP2t 22| LS 2| 87H 0] I|=0] &K UX|
esLt.

®

Thinnet BNC - BNC2H= Z{4lE{ 7t MUl (Thinnet) #|0]
@ 20| HZE Y= YEHZ HE MUl A0 = BNC

A = -
Alo|S0|2t1 #EC}

Optical Fiber - #|0| & 0]l 2| R ZojLt S2tA

Bl F0{7t A1 M HEZoj| S2tAE! T =0| 25K UALCE.

o
rlo

F

[ S

o
& A2?

=

IP Address= 32bit 7= 7tX|1 A, B, C,D Ul 72
ClassZ &3t}

127.0.0.12 Z o i E|AEE Q|5 P Address2t &

=
2 ck.

B Class= 7t #22| HEQIE 2|t F24 ClassE
HER 3 IDE 128~191 AO|Q] Z=XI2 A|EfSICE,

@ D Class= HE|IFHAEZ O Z A EICE

44. Tzl (Packet)dl| A= BEZ S| 2 A2?

@ EZYX| IP Address
@TcPE=EZ 55
3 M4 dlolH

@ Z2HX| IP Address
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MXEXE CBT(App Store) :[CIRZE]
HA2RE CBT(Google Play) :[CHRZE]

>\ Google Play

45. CIXIE H|o|e £ CIX|™ M= Q1A (Digital Signal
Encoding)dt= WHOZ 8X| gb2 A2?

@ NRZ(Non Return to Zero)
@ Manchester
3 PCM(Pulse Code Modulation)

@ Differential Manchester

[42t=] Hot (152H)

46. DoS(Denial of Service) 22 at 2 ¢

— HAE LHg—%?
@ 2t2|xt #otS 2| 5510 H|0|H E mbu|e &~ QUCt.
@ 3t of| 2 TearDrop 20| ULt

@ FETCP/IP ZZEZE2| |22 0|2FILCY

47. tE0M 28st= 7|82

-~

- QW Z2EE0 TCPAPY FIE Y =
TCRP MAAHE AA0IR2E a4 S48 [
%t 2lE{suthentication) HALIS S5 012
h ':.:'.H*O_E._#H o ={Agthentication) JISS
JEND 2= AARE ST R SR
MEGE MAHS M2 EAER HEGE
BHAQICY

@ IP Sniffing

@ IP Spoofing

3 Race Condition

@ Packet Filtering

I{Z) ZE{2! XIQUKICIA| AEIS
@ Addresse} ZHAIX|Q 2X K| I
212 HE{”SH,

AYURITA AT S T TEY 2t

2 oA S84

y oo =

® A0|E4iI0], 12|11 3| 2|8 A[o| E<|o] & So| U

AHERAI A2 HIEER S AFEO) tist 2Z 2t

ol
=
EM3e = gl

SAIXE

49. L2 0{H 2t = 71E

- 2lAE ME UERIR II1RE 25 U
A2 EE NHZRAM JEE 3R
D= 48 HEHIE ZEHL

olofst=at?

@ IDS
@ DMZ
@ Firewall

@ VPN

50. SSH(Secure Shell)oi cH

r_°l
.I.

@ QFMSHR| 2ot HIEQI R0 M QHTSHA S = U= 7]
Su ZEst oI ZUHS M Zetct

® ZXHE Y= %t6t0] IP Spoofing, DNS Spoofing £ £
HEsg 4t

@ W4t 7t =52 Q|8lf Skipjack Z12|ZF0]| o| 2 EICt
HESQIZO| 2|2 AFEO 2301 S 1 A A&

@ "o M BHES M4SN CHE A AROCZ IAUS A

o = =2
4 U= SFE Z2aolct

51. XEE HI{LCt o B2 o ofE
HHO=E SHSIEE = oY

O il
It

lo

N)

@ DoS

@ Trojan Horse

® Worm Virus Backdoor
@ Buffer Overflow

52. SSL(Secure Socket Layer)d| M HE&|= X

%Il oto 7-|c>7

[

HES MHAZ

@® F 3829 7|2 MH|A

@ 22to|A 2 QIS MH|~

E9t Mezto]
G netel= HAX|S 2EY MH|A

@ 2ol S83t7] st Fol X M| A

53. Windows Server®ilM |X|3t= 52 21 S0 si5HX| 8
2 A7
@ Firewall Log
@ Security Log

® System Log

@ Application Log
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54, Linux0lA Nmap2| &8 & &Ti%e| 0SS Loty

rir

8427 58 LinuxVllA root #8 AHo| 'a’ 2he THUS X| 92 22 of Lt
Efct ZTj0|Ck. Ol THYUS XIS 4 Ui We?

M- O

@ [root@icqga bin]#./nmap -O www.target.com

root@linus Aootld rm -f a

trne cannot unlink “a” Operation not permited
® [root@icqa bin]#./nmap -sS www.target.com [root@linux Aootl# 1s -1 a

-tw—t--r-- 1 root root O Aug 31 1669 3
[root@linuxdu Aoat]

@ [root@icqga bin]#./nmap -| www.target.com

@ [root@icqga bin]#./nmap -sP www.target.com

S AEl Ab Xlolx|lo| xlold & o 2
55. 9AX Linux A| AR &0l M ZAX| FUO{ L LE ALK AL ol 37|74 0’ HIO|E 0| 7| 20| XL X|X| E’JQEE,
=3 | . g = b

O:"'?I_g %I-9_IO|-—T|—X|- ol_H:l-- x_-llot:I"ol_I- %:'Eg E?le (I-)‘o'% Zd%? ]Il,OEIO.” LH%; LC.->| S _?_ XI_E_El,.

@ lroot@icqa /binliiw #7f 2291 3t 20| root7} OHZZ root2 221

@ [root@icga /bin]#netstat -t StCt,

® [root@icqga /bin]#nuser -a ® chmod H™E o2 MJ|2X|S s H|StC},

@ [root@icqga /bin]#who @ chattr B O 2 M7|Z2X|E Sl{A|tC},

56, Of{et Zto| £7|MHo| E|o{U= '/bin/su’ B {7} QUL 59, C+22 o A|AHIO| messages 20t o] YHo|ct, 21
Linux At 2| LHE EotS 2|8 '/bin/su’ BZ0{Z rootOi| | oo EMOZ 8X| k2 H2?
. SH e Aug 27 04:02:01 i logd 1.3-3: .
= 2= #otE 'wheel'0[2t= O E0|2= 2 EstRE 2 AES 28 191529 lnus fnygsi::gFNLED Lnrjeg:inl FROM 211,38.62.2 FOR , Ussr not known to the
. - " underlying authentication module
Ol-E:i—T'— °|_|'E}" Ol J‘I'I-l Io,” gljl-EIl OI-O °o|-87 Aug 28 19:15:35 linux PAM pwdb[191861: {ogin) session opened for user gozila by {uid=0)
Aug 28 191550 linux rz[19200]: [gozila] firewall t:/ZMODEM: 5358 Bytes, 3491 BPS
H H - Aug 28 20:11:02 linux PAM pwdb[19280]: authentication failure: bormb(uid=600) -> root for su service
[rl:”:l Dt@“:q :a"lllh ||-|]‘# lS alF sU Aug 28 20:11:04 linux PAMLpwdb[192821: (su) session opened for user oot by batman(uid=5003
_ _ _ = Aug 28 20:43:10 linux PAMLpwdb[192621: (su) session closed for user root
PSS == K ] rl:”:lt rDDt ] d] BB aé _II‘ EI:H _II‘ U= Aug 29 19:56:10 linux PAMLpwdb[20642]1: check pass: user unknown
Aug 29 15:56:11 linux login[20642]: FAILED LOGIN 1 FROM s210-219-171-189.thrunet.ner FOR guest.
User not known to the underlying authentication module

@ [root@icga /bin]#chmod 4710 /bin/su

™ 8 27Y syslog daemonO| X5l HO| UL},
@ [root@icqga /bin]#chown root /bin/su

2 8¢ 28¥ gozila2t= IDE S=7t H&3H Mo| Aot
® [root@icqa /bin]#chgrp wheel /bin/su
. . ) 8% 28 gozilazh= IDE F27t7t F&oto
@ [root@icqga /bin]#chown -u root -g wheel /bin/su firewall.txt TFIS CHS HHOIZAC.
57. PGP(Pretty Good Privacy)0llA AFRE|E 2malZ0] o batman OI2h= AE/0] 82 2820l su BHE A0S
Hey root #otS HRULE.
DRsA 60. ADII 2 (Smurf Attack)oll et S0 2 22 2127
DI < hel 1P T2 THES siLtel Hlo|Ef 129l 2/
(3 MD5 @ 5to] 34 o] AFEO| HLiH, CHA HFREIHEE
@ IDEA S oHe| mefIHEE SILIC| HIO|H OO = gHk|= 1}
Hof| A =2tof| whX|AH| 2tE= S ZHO|LCt,
MHe It = EX MH|AS M2 XEE CHEQ

@ 22X YK HESHH, M| =4 I 7 EHH A
ME7t = 2hof| x| A| 2= SHOo|Ct.

|-

ME{2| SMTP AfH|A ZEZ [h2Fo| H|Y S SHARHO| &
G LT, M7t IS K2[StX| ZHAH S0 A|AHIS
=atof| whx| A sH= S Zo|LCt.

[ |

EYX| FLE SZOIUXt 5H= AFRE S| IP Address2
XHe =, HZIMZE HEQ T &9 ZFE0] LA

@ T3, i3S 22 RESO0| 8 1S ChAl 2UA|
E|=0, of2{et /2| S 0| 83tx thet HFE{o ZHAt7|
B2 Yo WIS ME[SHA =M A|ARS Z2Hof b
XA 8= S#Ao0|ct.



