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order deny, allowallow from
@ linux1.nycom.netdeny from all=)
linuxl.nycom.net2E{Q| HZ @70t &{2totCt.

order deny, allowallow from linuxl.mydom.net
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52. SSL(Secure Socket Layer)d|AM HE3x|= X

53. Windows Servero0i| A

54, LinuxdlX Nmap2l M £ Alclgtol

55, ¥ Linux

HES MHARZ
=X @2 A2?

SRR

HAIX|2| MH|A

S8317| 2l Fel

HEX| A{H| A
Xt &8
2422

O Firewall Log

@ Security Log

(3 System Log

@ Application Log

OSE Zotli= 3H

—

rir

27?
@ [root@icga bin]#./nmap -0 www.target.com

@ [root@icqga bin]#./nmap -l www.target.com

® [root@icqga bin]#./nmap -sS www.target.com

@ [root@icqga bin]#./nmap -sP www.target.com

Al A& A0l A
0{= 2 sfolstmxt S}
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YA HLHRLE ALEALL| ALE

d r
 RB3 0|2 $X) e 227

3

@ [root@icqga /bin]#w
@ [root@icqga /bin]#netstat -t
© [root@icqga /bin]#nuser -a

@ [root@icqga /bin]#who

56. ofzfiet o] £7|4F0| E|o{U="/bin/su’ BHO{ 7t ULt

Linux A[HQ| LHE
= 2= At
ste{n
[rpoot@icgadinld s -alF su

—rwar—w@r-x 1 root root 14188 3& 7 2017 su-

Hots 2|8l '/bin/su’ B E rootoi| Al
2 'wheel'0|2H= OE0AIE A ToS 20
StCt, O] 2ty S0f SHIEX| b2 AF2?

@ [root@icqga /bin]J#chmod 4710 /bin/su
@ [root@icga /bin]#chown root /bin/su
® [root@icqga /bin]#chgrp wheel /bin/su

O [root@icqga /bin]#chown -u root -g wheel /bin/su

58. Linux|A] root st AHO| 'a

Etct Z2Oto[Ch o U E X2 + A=

59. Ct2
Tjle| #4002 87

Download on the
' App Store
}" Google Play

57. PGP(Pretty Good Privacy)0lM A2 &= 2 112|Z0| ofcl

Ae?

(D RSA
@ DES
® MD5

@ IDEA

't IS X[ S o Lt

427

root@linus Aoot]d€ rmo-f &

trme cannot unlink “a” Qperation not permitted
[root@linuy Aootld Iz -1 a

-rw-t—-t-- 1 root root 0 Aug 31 16:E9 5
[root@linuxdu froot]

ot 37|72} '0" HEO|E0[7| L= ofl X| % K| X

ool Lthgs E2 = XI2Ct

otO EIE
3

LS ——

SAXH 23921 3 AF2HO] root7} OFL| 2 2 rootZ 2191
SHC},

@ chmod B2 M7|2X|Z sHF|StC,

O chattr 2O 2 MJ|2X|Z Sf{&|StC}.

2 oft™ A| AR messages 2 TS| YHo|Ct 21

ole 74097

LS

Aug 27 04:02:01 linux syslogd 1,3-3: restart,

Aug 28 19:15:29 linux login: FAILED LOGIN 1 FROM 211,39,62,2 FOR | User not known to the
underlying authentication module

Aug 28 19:1%:35 linux PAM_pwdb[19186]1: (ogin) session opened for user gozila by (uid=0)

Aug 28 191950 linux rz[192001: [gozilal firewall t/ZMODEM: 5356 Bytes, 3491 BPS

Aug 28 2001102 linux PAM_pwdb[19280]: authentication failure; bomb(uid=500) -> root for su service

Aug 28 20:11:04 linux PAMLpwdb[192821: (su) session opened for user oot by batman(uid=5003

Aug 28 20:43:10 linux PAMLpwdb[19282]1: (su) session closed for user root

£ug 29 15:56:10 linux PAM pwdb[20642]: check pass; user unknown

£ug 29 15:56:11 linux login[20642]: FAILED LOGIN 1 FROM s210-219-171-189.thrunet.ne.kr FOR guest.
User not known to the underlying authentication module

@ 8 27Y syslog daemonO| X5 El HO| UL},

@ 88 28Y gozila2t= IDE +=7t H&8t Mo

ol|:|.
8% 28Y gozila2t= IDE +2 717 H &1
firewall.txt TtY S CH2 HHOFZICY

batman O|2}= AF2I0| 82 2801 su HES AFE5H0]
root HHS HRUCE

[== VN

HXHEME CBT(App Store) ([CIREE]
M2/ CBT(Google Play) :[CI22E]


https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://play.google.com/store/apps/details?id=com.tomatocx.cbtestpro.android
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60. 2MI ZA(Smurf Attack)of| CHSt MHOZ ZHIE 7127

FH9l Ip 22 AHEE ShLto| C|ofE a7 el X
5t0] 34 CH o AFE{0l| HLfH EH* HFEI 2
FoHel ZefAHEES StLte| HO|E J-Q 2 FX|= ot
Holl M Z2tofl x| #| 2tE= SH0|Ct.
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