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49. otafet Zo| 7| HHOo| E|o{}= "/bin/su’ BHO{ZL UL,
Linux A2l LHE EotZ 2|8l '/bin/su’ BEHE rootdi| |
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st2{1 Sict o] ubd ZF0f| SHIEX| §E2 AF?

[rpoot@icqa/binl# |5 -alF su

-rwsr - #r - 1 root root

1a1g8 3@ 7 2017 su-

@ [root@icga /bin]#chmod 4710 /bin/su
@ [root@icqga /bin]#chown root /bin/su
® [root@icqga /bin]#chgrp wheel /bin/su
@ [root@icqga /bin]#chown -u root -g wheel /bin/su
50. Windows H A0l M 'netstat -an' 2 AdlisH

O|Ct. K| & ,(E._ ZZ |IP Addresse=
211.116.233.104 O|C}.)

cnetstat-an

DZEo 21t
2 &2

TCP 127.0.0,1:80 127.0,0,1:1187  TIME_WAIT
TCP127.0.0.1:80 127.0,0.1:1200  ESTABUSHED
TCP 127.0,0,1:1200 127.0,0,1:80 ESTABUSHED
TCP 211,116233,104:1139 0,0,0,0:0 USTEMMG

TCP 211, 116,233,104:22  211,116,233,98:22
ESTABUSHED

TCP 211,116,233,104:23
TIME_WAIT

211,116,233, 124:2212

@ http://localhost 2 B &6t

@ NetBIOSE At U= &

FEfoICE,

(3211.116.233.1240{| M Telnet HZ0| O|F0{X UL},

211.116.233.98=Z ssh& 0| 2350 HZO| O|FHH U
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52, LinuxQl % 3,
'210.119.227.226'C 2 telnet &S U= FERIS
22t iptables 30| 2 SHIE A 27

XIOIKFCEA| ABI MK = Q10|0| 9 SAEO||A

/sbin/iptables -A INPUT -i eth0 -s 0/0 -d
210.119.227.226 -p tcp --dport telnet -j drop

/sbin/iptables -A OUTPUT -i eth0 -s 0/0 -d
210.119.227.226 -p tcp --dport telnet -j drop

/sbin/iptables -A INPUT -i eth0 -s 0/0 -d
210.119.227.226 -p tcp --dport telnet -j accept

/shin/iptables -A OUTPUT -i eth0 -s 0/0 -d
210.119.227.226 -p tcp --dport telnet -j accept
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@ IP Spoofing
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F|ATS 0|83I0] HEHE[= MH|IA HE SH2?
@ Ping of Death
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56. LinuxOllA 2t AF2Xte| 7hah 2|2 2091 A|ZtS 7|23t 2
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@ cron
@ messages
3 netconf

@ lastlog
57. CtE2 Ot A|ABICQ| messages 2IC| AHO|CHL 20

ool 2Moz SX| 2 A=2?

===

Aug 27 04:02:071 linux syslogd 1,3-30 restart,
Sug 28 19:15:29 linus login: FALED LOGIM 1 FROM

211,379,622 FOR lJser not  known  to the
underlying authentication rmodule
Aug 28 19915:35 linux PAM pwdb[19186]: (ogin)

session opened for user gozila by (uid=0)

Aug 28 191560 linux r2[192001: [gozilal
firewsall 1=t /ZMODER: 5358 Bytes, 3491 BPS

Aug 28 20:11:02 linuyx Pablpwdb[19280]:
authentication failure: bornbiuid=500) -» root for
su service

Aug 28 20011004 linux PANM pwdb[19282]: (su) session
opened for user root by batman{uid=500}

Aug 28 2004300 linux PAM pwdb[19282]: (su) session
closed for user root

Aug 29 15:56:10 linus PANM pwdb[20642]: check pass:
user unknown

Aug 29 155611 linux login[20642]: FAILED LOGIM 1
FROM s210-219-171-189 thrunet, ne, kr FOR guest,
ser not known to the underlying authentication

madule

@ 88 27Y syslog daemonO| M-S El Eo| UL},

@ 82 28Y gozilazt= IDE F27F M43 Mol ULt
8% 282 gozilagtes IDE S 7H7t 4510
firewall.txt It S CHR BHOFZCE.
batman O|2t= AHZ0| 8 280f| su BHS ALES}H0

root #ot2 HRUCE.
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59. Linuxt|M root &t A|IHO| 'a
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[root@linus Aootld rmnoa -f

rrn: cannot unlink “a" Operation not permitted
[root@linuy Aootld Iz -1 a

-rw-t—-t-- 1 root root 0 Aug 31 16:E9 5
[root@linuxdu froot]
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@ SAXH 23921 3 AF2HO] root7} OFL| 2 2 rootZ 2191
StCt,

@ chmod WO 2 M7| XIS s4RBHT.

@ chattr HHO 2 MJ|2X|Z S| M|BtC},
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