HXE2XZ! CBT: https://www.cbtestpro.kr +QIEHIEHOIM BT} 28 HY| 7|EEH 2015510218+

201510818 H QIE{HIHQIEZ I} 282 EI|AE 7|Z2H| Bt

(135 : 102H(] 1 2 3 4 5 6 7 8 9 10
HEHSIHE @ @ @ @ @ @ @ ® @ @
11 12 13 14 15 16 17 18 19 20

[234= : 2024] ® @ @ @ ® @ ® @ @ ®
2 21 22 23 24 25 26 27 28 29 30

O] O) ® @ O) @ @ ® ® @

31 32 33 34 35 36 37 38 39 40

[31}= : 152H(] ® ® ® @ ® @ ® ® ® @
HEY3 41 42 43 44 45
® @ ® @ @

46 47 48 49 50 51 52 53 54 55

[41}= : 152H(] ® ® ® ® @ @® ® @® @® O
Hot 56 57 58 59 60

@ ® @ ) @

HXHEXE CBT =H[0|X| : https://www.cbtestpro.kr

M 2T Xtz o 2 (QE} - E - FEHHF)2 cbtestpro.kr # X WA EHlStAIR.

[iRa}
H2

o

7|E2H e MEH2 X 7|20l USLICE cbtestpro.kr X 2 Ao A= ™

rr

T 2Rt St S S SR

EI}E‘x‘“ﬂ CBT # Download on the
A
2T SO B9 A SIS walat ¢ App Store } Google Play

CBT7iz=H


https://www.cbtestpro.kr/
https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907

HXHEHME CBT: https://www.cbtestpro.kr 2 adl=PU=TerS|

OIE{ IO ETL 28 E7| 7|E2X 201510218+
(12t=] FEEZIHE (102H) 6. QFXTtLinux ServerE 7&3817| 9ot whHo 2 2K o2 A
1. CIS = Q80| Ct2 "ot % na|5e? =1
(D SEED Z12|5 @ 2UQHH2S ®MAHSHCt
@ RSA L 12| @ 22Q% Setuid TZ IS H|AHSHt,
3 Rabin 212|& G ANAHIS RZHMS FI|HOZ AARSICE,

— @ FZ2ES A 212t CIO[EH|O| A == A M| AT}
I =
@ECCYEE 80|51 5t7| fI5t0] HAFE A|A— 0| MESh=A SCt.

2. DES(Data Encryption Standard)oi| Chet M = x|

CEesmTE 7. SEED(128H|IE 2E ¢z 112|F)e EHE gX| a2 A
72
AN o9

rlo

c ol st A m2|ZO|CH, -
@ 1970 4%H % IBMO| 2t 2| Z 0|t @ tlolE| H2IEHIE 8, 16, 32 HIE TS FssiT).
(2 2048 H|ENIX| Q| 7tH 7| 3 7|7t K| =| 10 UL},

=13 SHL|
SB[l ekl @ @l=2io| 37| 128 H|EO|C},

ot 3} HEAlO| A} I B of I|SHiO 2 0|20 X

@; I'o—| | I' :’TJ—I'D I = |—|—O'IM @Ef—S—EQI —1\—5163}—8—50'[}
8 I3l ZHZQ ttEo= 8X| g2 H2?
O|AtCH4= EXOf HIEFS FH QIS HAIX|Of H|L MMF|E
sHslo] FT & W QI 9lm ZUHF| QtS3} HrAlo] A|X T} &l 7] @.3_4XH9|%'E1%'>' 7= ZE A0 chol 2t HE-ES
S 2n2|52? SHX| Rettt.
D RSALZ|ZS NFSet 2 e a2 EZ2 i3] e 2o o|22(X| &
=Ct
@ DSAL &
) LEZ 2 220|HE HFE{0f chet EMT 2HH 0|
B~ ES el e e

Do i B Lt L@ Rl Cist E210] R7E(X] ettt

T otma|=
@ Diffie-Hellman Z112|F @ 31 TE{2I0| AlIj&HH HEE|0{of 3t= IjZ]S ET}A|

= S

Ho| A2 X7t CHE 7| (Symmetric Key)S At&sto] =gt
= HIAXIE S=3tst7| 2t st 7|2 & e

7
@ 271 () MEo| Hot QX|
@ 57
GETCERES
® 7H
@ JSEQI ElLLE
107
Al @ o)
8|2l HHHE ]| CHSE A H = 2 K| ok 7{2?
oS FESd e 98 S SXEs A= 10. BRI AR OIE{ A0l N LS BE HHE oHafst
(o AL/ (Sniffer) KLt B2 SE0IA 2291, T N AIBY 4+ UES S AOIBALFOIC SeleIB A
9= 58 95 S| E1E{0{0} St AOE B 22 227

® A XA (Spoofing) : 3AXIItCHE S AE |P Address @ 7t 0|2
= [ L 1 bpe
£ XHAle mi3lof A6t Elle S HE @ o8 7|7t
{EX MHO MH|A 7|58
DOS(Denial of Service) :E& M| MH|A 7|52 @ Uz s
(® OHH[A[A CHE Mot 22I0|AETF MH|AE IS EEX|
2ot 3 @8=

k=) = -
8 MBIAS BB EAISIO e $1% RS 0| 2o [23t2] SLHA (202H)

Ofl 0188 4 Qi HOH HOIHES TAE




HXHEHME CBT: https://www.cbtestpro.kr

+QUEEIHOPNET} 24 HY| 7|22 2015102182+

M

= 'syslogd'| M a} st AFStO 2 g%

LOG_AUTHPRIV : Security/Authorizationt®d 21

2 LOG_CRON : Clock Daemonol| CHgt 21 7|2

LOG_DAEMON : 214l
=

=

#IH Daemondi| CHSH 21 7|

@ LOG_KERN : 712 H|A|X|of| cist 21 7|5

12. LinuxOllX TARE & 5o

[

Ql'mt.tar'E E0jLi= BE
@ tar -tvf mt.tar

@ tar -cvf mt.tar

@ tar -cvvf mt.tar

@ tar -xvf mt.tar

13, T2fA| MH(Proxy Server)2| 7|52 SHIZA A3 AH2?
@ HIo|E el ofz2{E 273 F&= 7|52 74K QU

@ TR HO|| et Hot MH[A 7|53 ®MS et

—

@ HTTPO| CHai A 2t £

23e 4 Qict,

@ HO|EE IB5IH R 2H Rl A+ 7|53 7HK| 2 ATt

14. DHCP(Dynamic Host Configuration Protocol) Scope

2| =2 F4 E(Address Pool)S Tt =0 ol Hof| £t
X o= 227
2= DHCP M= £| A%t 5HLES| DHCP H9IE 7HAoF
O
L},
® DHCP & HR|0|M MO = SThEl FATL QUCHA f
o FAE M| 2lsHof StCt.

HIE{IZ0] 02 DHCP MHE 23% ZR0ll= DHCP
He|7t ZXIX| 250t0f StCt,
StLtol MEUlIof= o2 7S] DHCP Hel7t ALgE =

ALt

15, Redhat Linux A|AEIQ| ZF C|2IEZ| MHE & 2X| %2 7127

@ Jusr/X11R6 : X--Window?2| A|AHI I}AE0| ¢
@ /usr/include : C 210{9| 8i| MU S0| | X|BtC},

/boot : LILO &% mlap 22
ALt

®

@ /dev : C|H}O| A TX| IAS0| 9| KISt

16. ifconfig ™

7t &5 ‘358

AddressE H¥ S Wi A= 2O 2

ZIP
Ae?
@ Subnet Mask
@ Broadcast Address
(3@ Network Address

@ Unicast Address

Z517| 218l AH23HE Linux &0

@ chgrp
® touch
@ chmod

18 Ct+3
=?

Z0 So|M AL H22| dEIE B0 F= B

@ mkfs
@ free
® ps

@ shutdown

19. Linux01IA1 'netstat -an' HHOZ OftH A|A

ChEah 22 Zak7}F LHECE ot '3306'H ZE
tsE o E2l=

ILEQITI? (T, A[ARIQ| 7|
Known ZEZ AE3tLC})

rc

® MySQL
(@ DHCP
® Samba
@ Backdoor
20. Lo tHEXQI 7| 502 8X| 42 Z2?

@ I 242
@ 714K &2
® FEo X2

@ T2 M2 22|



HXHEHME CBT: https://www.cbtestpro.kr

+QIEHUEIM T} 22 EY| 7|E£2H| 2015H10&18L+
21, MHHCI2E Linuxoll EX|8t0] 7tSst¥ 2 o Ee2ls LEZ 26. LinuxO|X SAE 0|2 IP AddressZ H2HA|H Z== DNS
LA LIt A 27 Hz2e?
® UDP 137, 139 ® lpd
@ TCP 137,139 @ netfs
(3 TCP 80, 25 3 nscd
@ UDP 80, 25 @ named
X L| T91 8| Q= Al2HS 1} AA|ZH E|=2 &t A
22, Linux AH| Lijofl 23921 3ff QL= ARt S0t fAIZt ME S g o MXISHIT CBT(App Store) L2 2E]
A= Perl AR EZE 0HE0] 'chat.pl' O|2t= THY 2 X &St
® Google Pla EXI'E‘I‘”E CBT(G le Pl [CIREZE
GACE SHRIGt R x| th20] AAE sl rn Ao (Google Pley
QII O| A:'EE]H %’é‘%'ﬂﬁwlo}ﬂ nEf.ol[[H %Hf%ﬂf 27, O|I]1|°'01|k| _D'C_EAl._Q_“H: EEEEE |%% 31'8?
U HO|M2?
@ SMTP
@® 701
@ POP3
@777
3 IMAP
3 755
@ SNMP
@ 705
28, Linux It A| AR O2E Dt =2|H AH|E F=0f 2 E LY
23, Linux A|AHRIOIA 3 AFRXFZL e = 2R XS 20|22 Q= 7He?
E&ot= HH=?
Linuxe 2= 22 ZHX|of| Exfst= Ot A|ARIES Of
@ jobs 2 E 5t0{ A8 3tt.
@ kil Ihel A|ARO| EXYSHs =2 X9l IE|MG AA
® ps @ (Source)st, =2|& IMAAZ 20N XS Z2E
CHAC = OFRE A|ZICE
@ top
(@ Ot2EZQ| 7|2 C|8Ez2|= 'var'o|Ct.
24. LinuxOliM HIEQ|Z A|Sat 2t &l MEllE HA5H| flet B RSHEl C|A S 27tS o2 AR A} 296t A2 Y
ojet Ko| CHE A2 E{o| AF20| T R5}C}.
@ ping
ot . 29. Linuxo| S2% APRXPE % EX MEXS| Telnet 211G
raceroute
BXIA|7|24H o eHO = FX|sHof k=717
® netstat
@ Telnet ZEE 9t=C},
@ nslooku =
P @ /etc/hosts.deny ItAS HEISHC}
25, LinuxOll A S8 A28t Q= #(Shell)S 2ol &7 I8 g Telnet 21218 SIakt 3= M| US false® HiE
HHO=? ct.
@ echo $SHELL @ Jetc/passwd IHU S oM Q=R ES * HA|Z HHE
C.
@ vi SSHELL
® echo &SHELL 30. Linux IFY A|AHIO| 7|12 31 & Oiof st 5Q3t HEE
. Al 1 O9
@ vi &SHELL E= A

=]
TE

®

i

Ju

@ i-node Elo|E
BAHEE

®

Al
Al

[
H

n

i

Jhu

-4/8-


https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://play.google.com/store/apps/details?id=com.tomatocx.cbtestpro.android

HXE2XZ! CBT: https://www.cbtestpro.kr +QlE{ulIHot MBI} 22

DIE X2 | 712EH 201510218+
[32t=2] HE3I (152H) 36. WIERZ Op Sl 2rot MY 2 X| b2 H2?
31. 22E EH0| 3 NVRAMOIA RAMRZ configuration file @ Ethernet2 718 'HIsHA EXE 272| S4lo|ct.

k=1 — —
= copysts BB0=? Repeatere 71 70|28 U2t HYE = MSE SEA|
9

@ copy flash start @ #H FE0| o) 0| = HAH37| I8 E=2f #|o|E
0|2 &St
@ copy running-config startup-config
Bridge= MACS YL20| ZHAISIE 2 Repeater=CH &
® copy startup-config running-config

TSIt EOo{RICE,
@ wr mem N
Router= CHo| HEQA MOHEE HZESH= 2 X0
At&3H= ZHX|o|Ct,

32, EMNOZH = 4 F0] o2 E EXISHH SAXIO|A M S
o gaste i 20|85 - Lol AsHE|
= 276t= ARQ(Automatli Rezeat Request)E 0| &35 37. 0SI7 Layeroll A 25/23 oI, o2 Sof 7]50| 285
EICH ARQ TEFQ 2 ZX| gf2 A=2? HES?

(@ Windowed Wait and Back ARQ

(@ Transport Layer
2 Stop and Wait ARQ

@ Datalink Layer
(3 Go Back N ARQ

() Presentation Layer
@ Selective Repeat ARQ @ Application Layer
33, Hshato]| YutX O Z Twisted-Pair CableS 0| AL SHC}

0 — OEOL° , 38. '192.168.0.0/255.255.255.0' I EH 30| A

- =0 _'_: 7 o E. .
Twisted-Pair Cable2 110t 52 7} |3 '192.168.0.3/255.255.255.0' ZEE{7} 'ping
192.168.0.255' 2= HHS LT S 1} o &= SEH2?

- oo= —_ O 71—

@ =710 HSE Z257| 215t
@ 2|7t golstA st7| 215t HER3 FA0|BE ping T2 T2 o2 HIAX| =

s2is1x| o1 SEBC
o olxt ZE 2 37 317 9/tod SotR B *

=
ro
rx

®
|
@ 722 20817 87| 9l3to] T}300] L

34. Ct29| ofA| 2hal2?

" HMe HEYD MEHSE HASCH
- S LESHSA I S0IF HE= T Xt71 XHAI0I ) "ICMP_ECHO_REQUEST' I§2!2 &tk
LB} @Er

off A= ZE HFEISO

00

YIj2E 2

HJIU

- Ol W20l 2550 ©S L= SEMF
E H&Fr & 4ET AZEE JO2 £ L
= a== A HE = 39, HIEYIZ QIEIHOIA FHELE 0517 Layer & 0= AZ0IH 5
Al HEECH
Kokt
@ Token Passing ® =22 AE
@ Demand Priority @ N AS
(3 CSMA/CA @ UEYHIAZ
@ CSMA/CD @EMAZE AHZ
35. IPv6 TREZO| 2XE? 40. X.25 ZREZ0|M 3|M A, Clo[E| W, 3| M ST EHA|S
] 7HR|H, T2l o] BTt ZHENd-to-End) T3l M& S 2lcH At S
@ 32bit e
@ Gabit @ ClolE I3 24
® 128bit @ B T8t A
@ 256bit



HXHEHME CBT: https://www.cbtestpro.kr

41. HDLC &3 #+Z9| &= M7t SHIE A22(Th, 'F'e S Al 46. cHZofl §Sct 2 dFHS0| o= A2 FYELZE BX| &4

o
o o — — A
AA O O], A O|EHAS s HEE FCSE I 27
ol H A
Al B AR 20ICH) 1 %0 21210l BoJoi 817] S1efo] E20] R0}z
MDF-A-C-1-FCS-F S Mot}
@F-A-1-C-FCS-F @ MH|A HE ZH T2 O3S MX|SIC}
@F-1-C-A-FCS-F ® H4 7|28 xs0| Hlelg 93t0] arf2 St
@C-1-A-C-FCS-F @ CIE MHES A T2 3O 2 AN F|AXS 2
ot

42. MEUOLASO| Cet HEO 2 SHEE W27

DNS H|0|E{#|0| A& 2t2|5t1 IP AddressE DNS2

O| St HATICL

@ IP AddressOl| LS HIEQIAE £33 L= LESIC}

TCP/IPS| RIS MHO| AIR L= TREZZ M A
X |p AddressE X| ™St £t2|$iCt,

MECE HEQZEHZL I HE/ZI MO|E A
= &X|o|ct,
43. TCP2| Header 427
@ 2} 32HEZ Y E 6712 £y
@ Zt 6HIEZ &l 32712 By
® 2} 16 H|EZ A T7H2] THof

@ 2t THIEZ &l 16712] £Hof

44. 1HZl(Packet)0fl Y= HEE X 42 A7
@ ELUX| IP Address
@TCPEZEE ER
® & HlolH

@ ZXX| IP Address

45. OSI7 Layer #Z0|M AIE 70M A 45 XHCH = LHE

SE-HERI- MM - ED

=y

i

QHHSHR| X3t HIEQIZ0M QHHSHA SAE U= 7]
@ S1t Z=st I ZWH S K| F ot
= ® EXE 25 3tote] IP Spoofing, DNS Spoofing@ 25
HESY 4 ot
o1 ziot (3 Wk 7t o158 2fsl| Skipjack 2 112|Z0| O| S EICt,
=0

48. 1ISE S5t0{ Web MH|AE StH F 'asp' ZET| 2 F AHEX}
O 2|5t AATETL REL| = HIOJH UMSIRALCE 7|2HO

2 FofoF A OZ BX| 2k %27

2 Ite(global.asa §)2 HO|ME HE =2 o
HEg Sl0 B2 REC HERE Tt 2 MHstTt

@ 'asp'el HotS HAPOIT SO{BHCL

'C:\WINDOWS\System32\inetsrv\asp.dIl'0il D! |
UE Lasp'E H7stct.

Lasp'Zt 9| KISt OB 2|2t THU0l| A Read #eHS I

o Aol FYUKS| HRICIHLE AFBRLS A

O‘IE %x' oro 7.|c>7

[y

49, S Linux Al
5t A
(e}

— HZ= &
CEEET

&
(oL}
o

@ [root@icqa /bin]#w

@ [root@icqa /bin]#netstat -t
® [root@icqga /bin]#nuser -a
@ [root@icqga /bin]#who

[47t=] 22t (152H))




HXHEHME CBT: https://www.cbtestpro.kr

50. HTTP Session Hijacking 52 &

SAXH= Sessions
O|AHEQ| E{TlZ

=

7t2 17| 2lo & Mot 2 22t
X ™MHOZ Sniffingsts g

2z 3c

2 M o
Ch2l= 4

AHERES]

o K=]
HAEZ 7|

Session ID Z2 & @l (Brute-Force

Guessing)&te
2 Mo MH|AS S A|7|2
St ZE I2IS T2 = YWY

SHRIE MO =4

)

51. LinuxOlA Nmap2| M & &tidte| 0SE

rir

2otLy
@ [root@icqga bin]#./nmap -0 www.target.com
@ [root@icqga bin]#./nmap -l www.target.com

® [root@icqga bin]#./nmap -sS www.target.com

@ [root@icqga bin]#./nmap -sP www.target.com

2ot £

52. SSL(Secure Socket Layer)of|

nz

"o

Hu

SX| ¢

I'|0

A

21F, 7128 EF2| M| 7HX| AMH|

SSL ZZEZ2 SSL Hand Shake TZ2EZ
Record ZEEZEZ LI#ICE

1t SSL

SSL Record Z2EZ2 Mt - Z2I0|HE
S EMO| AR E A F|E BHlistes HE

Cllo|Ef 2=3lE 92t H|Y7|E Hand Shake ZTEEE
@ THAO| M M3t 20f| 7| E AL SHO Pl HIAIX|2 &
CHebol MRl ZHE 4= ULt
53 12 3 1Y E5 WAO|M AR = ES 7|HAE X 942
n2?
O ot Z4EH
@F2eAEH
OFlct
@ mo| HHH
54, TripwireQ| EZX A2 A7
@ O{HIE2[ 2 ZHE|0] He BE S E0AM HAEOo
2o 5._“1.
® HX| Hol| HEQIZE 28 MAME 2he| | O|E{H| o] A
EFEY A0
® CIO|E{H|O| AL SQIE|X| gi2 HACEREH HSE ot
Ct.
@ {32 XH2|H =2 EFEYS A= f8e 4 rt

FH2?

27

55, SYN E2{g SHoj| st ¥HOZ SHIE 227
TCP ZZEZ2| 3-way handshaking &4l 2 0|23t
O &2 EMEE 0|85H= LACE IPATTL ZAS
QIst AP ZH| THAO A 0|8 &= 3Z0|Ct
@ at4=0| X|of 0] Di7HH S-S S AR off Z0|E &olst
X 2 EHE 0|88 =4 "Ho|Ct
HESIo HEE SAEEC| 0|8 7Hs5%h MH[ALL I
(3 EE ZAto] Eot | S ZASH| 2|t S ZHEHHO|
Cf.
@ mzle dae o d=3tsto] MEst= Eof =710|Ch
56. TCPdump 7t S&6t7| Qs Zatt 2to|Ee{2]E=?
@ ncurse
@ libpcap
® libmod
@ modperl
57. 1P Spoofing 34 S 0Yot= WHOZ X 42 A2?
IP Spoofing2 DoS(Denial of Service) &8 2=

70| 2 IP Spoofing2 8= YHO|LC},
@ IPIHAIS =M Mz MM S BEQZ
@ 2etatEl ozl
QRN SHRE T oM ELX

[
@ 2 9f |P AddressE 71X = THZIS
IHZ] LE{ 2 S A2 SH0{OF ShCt,

P Addressof| LK
2t2E SoAf

58. DDoS(Distrivuted Denial of Service) 34
2 Tl 20| ot He2?

g 7|Ho|Lt =7

@ Trinoo
@TFN

® Stacheldraft
@ Sasser

PN ==}
=X

59. PGP(Pretty Good Privacy)oil Ci$t & ZE

[

A

dgo= A

I'|0

?

19914 O0|=29| Phil Zimmerman Of| 2|3 J{2t=l F Xt
2m Hote 10|Ct,

=ik =2
=O

@ MACHIME
(3 70| 20[5t A

IJ1I)\I7EI 7[2E, TAME
= M3etct.



HorME71 25 27| 712X 20154102182+

+0lE{S

HXHEHME CBT: https://www.cbtestpro.kr

0l

ol
o8

60. Linux A|AEIOAN Rootkite| HEE X

o

1l

ulr
ol

ofu
Jol
3l
&M
Al
Tl

o
==
10

<k
o
Joll

[

ol
ol

Ct.

u|
™
ol
Kr
or
ol
S
I+
=
ol
R
S
gl
ma
3
[
rloor
H o3
H &
ol H
R KO
20 3
RO N

®

=7|HM CHE A2 "t

=3
=

oot

X7t =R E Soh Kp o =X
H==

o Y&S AE

@

-8/8-



