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30. Linux A|AEIQ| “ipchains”S MEsta{n & uf SHIE H
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[root@icga Aootldipchains -L

Chain input {policy ACCEPT):

Chain forward (palicy ACCEPT):

target prot opt source destination ports

MASD all --=--- 192, 168,1,0/24 anywhere nsa

Chain output {policy ACCEPT):

ipchains -A forward -j MASQ -s
192.168.1.0/255.255.255.0

@ ipchains -A input -j MASQ -s 192.168.1.0/24 -d 0/0

® ipchains -A forward -J MASQ -s 192.168.1.0/24 -d
0/0

ipchains -A forward -J MASQ -s
192.168.1.0/255.255.255.0 -d 0.0.0.0/0
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DHOO[EHE MEY U= SN HEE?

© X1 25 2= (Normal Response Mode)

@ H|57| 28 2 =(Asynchronous Response Mode)

(3 H|57| 28 2 =(Asynchronous Balanced Mode)

@ =3 2= (Combined Mode)

(1 139.39.60.101
@ 203.34.1.12
(3 187.124.70.87

@ 155.98.200.100

40. 2t2E! £|X| ¢t= T2 EZ(Non-Routable Protocol)27?

® TCP/IP, DLC
(@ NetBEUI, TCP/IP
® IPX/SPX, NetBEUI

O NetBEUI, DLC
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@ HP-UX
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42. UHZ S HAEOICHE ZREZER?
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(4 By
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@ A2k =3t

44, TCP ZE Z )5 T EJ} st= UHIHQ| Hste?

@ Telnet
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48. WU-FTP MHOI|M EF ALK FTP 21012 FX|A|7]7]
LI M dHEsfjoF 2 mA2?
@ ftpcount
@ ftpwho
® hosts.deny
O ftpusers
49. netstat-an YHOZ A|AHIS| EEI ZEES =tolot 2t
U ooz

31337 ZE7} Linux &0l €2 ASS =lstRALt.
MA7}0] 31337 EES &1 YK 201 2 4

@ fuser
@ nmblookup
® inetd
O lsof
50. Linux A|AEIOIM "chmod 4771 a.txt" HHO| S £8st

HZE AL MO = SHIE A7
© -rwsrwx--x
@ -rwxrws--x

@) -rWXrwx--s

@) -rwxrwx--x

52, HTTP Session Hijacking 32

53. TCP Z2EZ9| AZA AH 2 2/5I0 3-Way Handshaking 2

54.

- L

2B 24 01 k= HH

HASE HAAE

- Pine OIHZ == AREIMHH SMA F40¢

@ Spoofing

@® DoS

® Trojan Horse
@ Crack
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S2to[HES| B S

=

SAXH= Session IDE #S517| 91510 2 A<t 2
X

2 AfH Aol 32 ZES MYSHD ISR M
Ctels w

Session ID 2t F&te| == iR (Brute-Force
Guessing) Bt Z I SHTH= WA
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e DE I3 Tt 2R o

FoFH S 0|83t Moik|= MH|A AR ZAH2?
@ Ping of Death

@ AT (Spoofing)

® T2l AL 1 (Packet Sniffing)

O SYN Flooding
2tE{0f| ZeHEl SNMP(Simple Network Management
o] 7|2 #¥E 0|8t 3ASO0

Protocol) AH|A ot SAS0| HLCt 0|2
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® ot
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55, TCPdump 2h= T2 EZ 0|84 192.168.1.1 SAER
2E{192.168.1.10 0|2H= SAEZ 7H= {32 H X} S},

stl2 Hye?

tcpdump src host 192.168.1.10 dst host
192.168.1.1

tcpdump src host 192.168.1.1 dst host
192.168.1.10

tcpdump src host 192.168.1.1 and dst host
192.168.1.10

tcpdump src host 192.168.1.10 and dst host
192.168.1.1

56. LIHHO M| 7HX| 7|2 7522 SX %2 A

) £=3
S A

27
@ m§2] LE{2 (Packet Filtering)
(2 NAT(Network Address Translation)

© VPN(Virtual Private Network)

@ 22 (Logging)
57. Ct2 & Screening Router0l| Lot MHO 2 JHat K| b2
A7
@ 0S| &= ZHO| 3,4 A B0 A SEfBHCE

@ IP, TCP, UDP 8iIC| LI E S 24{otC}.
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Screening RouterE 1t EE= A S T2l 0] Ci ot
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ALZT 2L £HS ot

S et 4 QrES T2 1MOZ ZX| U2 H2?
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@ stelnet
0 tftp
59, Y slizdel st Z72l SQL Injection 3A2 Z&E SQL ® O
£ 5510 ARt Yot SQLTES Adlish= 7|Ho|Ct, 0]
E oflsty| et WHOZ X k2 727
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