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memory
O O-b-0-—~0
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(anomaly detection) 2 & Lt 20| A HHSH= 2 = WEoE BBl A7

(@ AH Information
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)
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P HAES =N 2 U A0 EH SHS
_ AESHH HE RFE I LR OHH] S I|SHE RLAIF = APT
e 22{0| BOPKI T UL, APTE= 2912] exel7p?
SAA Y2 (Statictical Approaches .
2R PP ) @ Advanced Pain Threat
H| = AR Q| 81| £X wHHSo| ZEHanomal
| i oeeET = ( y @ Advanced Post Threat
measures)2| 2
@ =7 3 (Feature Selection) (3 Advanced Persistent Target
@ Advanced Persistent Threat
30. LIS & LUH O = AFZE|:= MH| A2t sl MH| A9 7|2 4
M ZENZO0| E2l 727 35. BYOD(Bring Your Own Device)2| H0t 7|& & CtS 2%
M Moste QHIY 7|7 B9t 7427
@ SSH(Secure Shell) - 22 - -
TS ZHIE JI7IH ST 052 CHE 21~
@ SMTP(Simple Mail Transfer Protocol) - 25 AB HEBES AZEYH 7O o2 o
® FTP(File Transfer Protocol) - 28 D2 HoED B QEE EAH MEZ & 9
EE a3tz Jlz
HTTPS(Hyper-Text Transfer Protocol over Secure
layer) - 443 @ 22+2E DaaS(Desktop As A Service)
31. HEIA SHE ool 3t Moz 521 %2 & e b
@ YIS T4 AP B2 APE 20| ST SRR RNzl
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p P APSI BB E Hof ot Rt oraret e s L (e Deslio
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® AR chU7| = HEXE AP H&3HX| =S EX|ot 36, CtS 2xto| TS oo S0{Z U2?
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anti Gnitfer =452 EE= 28 HWEHIHAM
@ ZQ2 HE= A=t S4S 0|85t0] WEBHC HERZ ZIEZ { ) HEE HITHH ZLIHM
S RU=HNE LHEEHL
32, CtAIAERHDijkstra) Y¥12|EE MESt= 2tR*E TEEEO|
oigt 2¥oz S A2?

@ Duplex Mode

(2 MAC

@ Hz|#Ef gae|Folct, ® Promiscuouse Mode

(3 OSPFOi| A At EICE. @ ARP

@ 3 el 22| Fo|Ct

37. L2 3MHEET S MEBELIILIE R (AZEYN)=?
O YA (Netbus)
@ AZ2HA(Schoolbus)
(3 W Q2|m A (Back Orifice)

@ 7|2323(Keylog23)
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38. RFID Eet 7|20l M &= 7|& S Ar8sts B2t 2? 43. @OoiZ2|A|0|M F g =X|Hoto Cist dEC2 2l A2?

1o
@ Kill HE0| 7| server side session HAI2 Aol JbsMHE ., Ax
AI- OF * OI:I-I jtEI A OIOI:I

client sideQ| cookieS At}
(3 XOR(Exclusive OR) 7|t RIE}Q] THE 7|

BE oIxtofl Chell AFS Hofl 21zt HES 2 USHEE
@ Sleep H T Wake BO| 7| @ o geict.
39, EE A3H14Z RS NmapoilA Chat Al 2ElS] ST S e CHER2A 9IRS ASE ol MBS Xt
HES 0 O S8t 714E J1 & ESHST 2l RE? © 01 MER HOIE HEA S OISHN RS 78
sict,
Telnet & A 2MM7F EAISH=E 1Rt ZXHES 2 o o
@ A8 Bj14 224 (banner grabbing) SSL/TLS2H 22 7|28 0|86t 201 E2TM Hx|
= [ —_ o

£ = stolrt.
@ 2GHMHEZ X|§sh= MH|A 8 23 A= ZEQ| 0|

@ SUNAEZ 1O AlX} ELX| 44. TtE 2EOIM 2= FTP 32272
TCP/IP Z2ES EX0| BASHX| 242 T2 K2| 7|5 - FTPMHZH HOHE B2 I SEA2 KO
D o oot 25 IRl FAGH WE EHHY EHES 0188
ZA0ICH
40. 2|=2 SZH0AM E2fTig 2617 2/8H MRTG(Multi T PTPANE S5 SR 242 SHE A0
Router Traffic Grapher) & AL2SIC}. 12 5 MRTGE ALx] o FTP MHE 273 222 SHAZ HAA
Ol ASHSH=H WQQE T2 I2e? P RES AS6Hes E Stk
T o — = HAT- — (=
@ C Compiler (D FTP Bounce Attack
@ Perl @ Anonymous FTP Attack
® Gd Library ® TFTP Attack
@ Libpcap

@ FTP Anyconnect Attack

(32t5] ofZ2(7|0|d et (202H))

45. B O{EZ|AH0|M| FoAM S A= 34 YUY F & 00X

41, PGP AMH|AS 2SI C]X|= ME 7|52 9|8H AFRE|= ot Ofl st ZXHE0| perle| system 3:.*#'—? PHP2| exec &4

—T'—E|E°7(-'-X1| Q22 shyEfot B A| 2, 3%0| MEHK2| | SOl HUIXl= A2 0| BHSHA & AITEE HAHA|F|

SLICE 07| A= 2 e 2 A FEr X2] ELct) =427

@ 3DES (D HTTP header injection

@ DSS/SHA @ 0S command injection

® RSA (3® CSRF(cross-site request forgery)

@ Radix-64 @ Session hijacking
42. OTPO|| CHSt Moz E2]| Z{e? 46. Ct3 2 (Dark Web)oi| tiiet dHo = E2l A42?

@ o|0|Q= £Xt2 LA EIC}, 3 3QUEHIE A8 St 2H{2|0] HIEQ|S (Overlay

@ AMH 32 (Dictionary Attack)ol| QHHSICE,
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47. L2 20N 2Eot= A2?

- FIEMELL ZE. NE-HOIEADIZHH 2HEE
W2 E HSEHH

- HEFIEREZ N ZEHE FHMA B AES-
HOIERDIH = &0

- SHEMH 2T A =200 2T

- M3 JIS00 2 222 MHIAE M EEHTC

a =

o2
ol
%Ean

EEs EEE U=E <=2 HI0IH
DI CHEr m=fE 85k 240
Aol Z=2HE =2 =48 A2
[HF#E HEHZCHIZ #2320 =2 =
O &/d SiJ 2=Esk 20 Otlick DIolE
2B ENME OINZE gEwk=E ZEE

iL

1 A
=

rr

x0
rr

=
0

(D SSL(Secure Socket Layer)
(2 SET(Secure Electronic Transaction)
(3 SOC(Security Operation Center)

@ Lattice Security Model

48. DNSIHA| ZO|XHOZ ERE|E 2H?

DNS ME{Q| &
oL X|obM S rcrsrq,

II:I
Im
§
E
£
i
y
ne

01 DNS Mt 2|

PC7t &#ZSH= DNS MH{of| 2R E ol 22| HEE
TSI I E BAMHEZ PC AFEXIE R BIT

6 S el MH|AE Holistr| 2fsh -3—7—4.7%7f DNS M

HE 0|&3t0f T E el 2| S thFe = LA ZIC

LHE HEE 7] 28 DNS MHol| MEE S &

mln

D ICMP Flooding
@ SYN Flooding
(3 ACK Flooding

@ DNS Query Flooding

50. LIS BO| AZX . MK ot T2 HEAlO| 1H0| 22 He?

o = o 25 A
=35 24 H=5 =4
® | E¥m 24 AREE
@ e MH 2
@ MAIR B3 T T
@ ALK B3 MeIEH
0]0)
@
®®
@®@®

T g

ez HEtkld SI0H EEE OALEES
228 HEhtd 232 =25 50t

ZEFNZ £ EF0IL

=
BT

frooy of 40 1 0t o2 oy R
T T

12
0
k-

®
QFES:

® 2mojoy
@ ™A

n
i
o
Mot

52, MSSQL Mte| 915 REof CHot MH & MA0| CHE stLH=?
(D SQL Server 7|2 215 2 =0|C},

ClIO|E{H|O| A 22| Xp7H AL KFOH|AH| &2 e F047} 7t

- o] 201002

(® DRM
@ Sso
®0TP

@ APT

54. C|O|E{H|O|A HotHo = Sl Z427?
@ HIO|E{H|O] A MH &S W ASIH 22|otrt,
@ Guest AIY S A3 2H2[eict.

CllO|E{H| O & 2{2| 2 7 A{E{2f | O E{H| O] A A{E{ AfO|

t
of Satet = AT Lot 3 RISt

®

@ H|0|E{H[0] A RH2|X{EE 210l HBHS Hofsict,

[
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55. ttE E80IM 2st= & 3H9 HE2?

ERI2HE FEEE HOEH EHE 2td -~
YE WY ER2AHM L4BEH SO
eS8 P LE0IC

rA [u

(D XSS(Cross Site Scripting)

@ SQL(Structured Query Language) Ingection
(3 CSRF(Cross-site request forgery)

@ F7|(Cookie) &=

56. HIHRHZZ 0] LSt 2F CHAO] OF:l 2427
@ 2AH HE A
@ BA HAE

of= Fms A I AME

57. SSO(Single Sign On)2t 20| gl= A2?
(@ Delegation ZAt
2 Propagation g4l
@ ¢ 7|8t 77| =021 SSO

@ HOtEZ

58. S/MIMES] £ 7|50] oftl HE?
@ g9l=l H|o|E (Enveloped data)
@ MY H|0|E{(Signed data)

=3t | O|E{(Clear-signed data)

Hlz=2 MEut 821 H|0|E{(Unclear Signed and
Enveloped data)
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59. DNS(Domain Name System)0f| CHst Mo = £zl

2l A2?

DNS MH|AE= Z210|HE0] siEsts 2| EH
(resolver)2t MHO| liEst= 1| A (name server)
2 Y&, DNS MH| A0 s E]= ZE He = 53H
o|c},

Z(primary) U2 A2t HZE(secondary) WA HE
(@ DNS MH|A H|Z0| 2Rt HE 7L ZotEl &(zone) Tt
LS 7| X2 2 EHERE 2B S Ka|Strt.

ISP S0| 2F38t= ZHA| LIF M It 2+2[St= DNS FHA|
Ol IP 32, UDP ZE#HS DNS H|A|X| IDZ}O| =&
HEE FIHtO 2 M DNS 7HA| ZO|='H(poisoning)
S20| 7ttt

DNSSEC 2ot T2 EZ2 7| DNS AH|A T HOt 7|
= 3

SO EHSIR S SHTS sf2et| 2k sl
OEH DNS HIO|E{9] H| LA, RHA, ZH oIE 59| 7|
2 mlzstct.
60. T+ 2R0|M MHsH= HAME 7|He?
FAEEC UED e-cashs UAAHS HZEH
#sh M2TIE 2N HES T 22 MEHH A
BTN E MEFHE JEE BT

61.

Cte B AR IS YR K| 20| w2t Zel9I57| 20| Kok
& AR ARHO] ORl 2427
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62. LIS EXN 22 x5 2 RE9| 53| npEo|Ct slEdst=
pEE?
22188 Qe
[T |

L33 B

LERTE
N NENERNENERN

RE NG
1|nln:n.njt%

ff»mf

(D ECB 2 E(Electronic Code Book Mode)
(@ CBC 2 E(Cipher Block Chaining Mode)
(3 CFB 2= (Cipher Feedback Mode)

@ OFB 2 E(Output Feedback Mode)

H2s

H

2
=5 =

25 A

A

63. H| 2Rofl chet 2tztol &

ro

£ 27

HIHHBiba) 2 : Ao/ M2 EX|(DAC:
(D Doscretionary Access Control)Z 7|H1O 2 Sh= AEf
Ml Zo|Ct,

#l_atmtEak(Bell-Lapadula) 22 : ZiA|of ciet 22 M
@ EEs7t8ME RXISH=H ZHS FOYCH, 7|LH9|
M0l = CiXsHR| gb=C
HIHHBiba) 22 : H|Y DS WX|SIH, LHE o 2| 24
H YHMs HEsBtict
@ 22t 22 (Clark-Wilson) 22! : {7t 22 AL X7} 8
7h K| o0 H|O|HE +H6t= A8 WXIBHT}
64. diAlet4=0| 25 = MDC(Modification Detection
Cryptography)0il Zet=|X| b= 2 1n2|52?
() MD(Message Digest)
(@ SHA(Secure Hash Algorithm)
(3 LSH(Lightweight Secure Hash)
@ H-MAC(Hash-MAC)
65. HAZIOE QIEM fRME HBsH= OCSP(Online
Certificate Status Protocol)2| MH|A 7} Ofl 24272
(D ORS : 221! F| A AEH SRIAH|A
@ DPD: CH2[QIE ZE LT MH|A
3 CRL: BN HX| S5 =HQIMH|A
@ DPV: CH2[Q1E ZE AS AMH|A

=1 E

66. SHEM 200 ot HHOZ &

~
Hi

@ A8} : AIA-S AHESHE F=H|O]C.

[

—

@ Xk :
3 e
@ A

AEXL7t AL St

(AL 5= =2

2R[o|ct.

=~

| MIOE
=1 S

Hi

H|o|ct.

A
SolE

AFEXHO]A| SI7H@AI, 27|, AA)o|ct.

u

67. IAM(Identity Access Management)oi| CHst MHOZ £

|

1} |

e, getet2| ol 2o
Z |AMO|2tT #2Ct,

RER

x~
o
=)

Sots IMEZOret HBHEHIS B

|§
o =

ol

AF2XI7L A AEIS AFRSEY| QI8 291 IDE ¢
WY E T2H|X 0|2t et

2=t

AR XL A AEI0| 23018 nf &

2 Q17HAuthorization)2t

HS

=S|

68. HXtMEES X &%t oflof| s =X &
@ Code Signing

2 X.509 Certificate

® SSL/TLS Protocol

@) Kerberos Protocol

69. LIS 2Et 20| NE|E= ZREE2?

@ A= ARME HIED g, ARMELID, BEROIDI

ZEEl HAIAE KDCH #&TH,

© KDC= ZEzkl HAXE AaHH S<ECL O
PHH= A2 HIE. B2 1D, ARF B2 HA&F 2
BHH & 2= =izl EIZN0| 220 SICH #H
HARIE &2 FI2 2=ESEIM S0

© A= B EIZIS BHM ZEHLL

@ B= ARME AED RgE AR B MHAFIE =

Zat E R ANH EHHOH
@ A= B2 MEH [HEH SEZ2= R-15 ARt B
2 MEFZE ZEEEE EIH BHH 2HHOE

@ Diffie-Hellman
@ Needhan-Schroeder
(3 Otway-Rees

@ Kerberos

-10/14 -



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHOT|ALHY| 7|22 2022 H062 252 4

70. SMXLARL AKXt B7t RSAE 0| 83510 7|E 3 F5t= W 74. CIS 5 37| Y=o HRMO=E S AU2?
Chst Meoz Sal %e? DELS
0|2 MITQ| Rivest, Shamir, AdelmanO| &t E st 274 @ 7| 2| =X
() 7| Y3t erAloZ ofset 30| 21, ZF0| 2= -
oF £0{A] 7H&t da| M0 1 QL. @IS
o7t 288 EIx k2 W2 o= Acl 274718 B 1 @ selgxl
&5tct
75. Ct2 = HHZA (Kerberos)2| 2HRAT} O 4272
® BE 2R H|LUI|E MM AOAHIM B2 A9 3747 |2 &
=3t H&BHCt @ KDC(Key Distribution Center)
@ A= RtAlo| 2UHF |2 2L H|LUF|E =510 H|0|EE @ TGS(Ticket Granting Service)
=g Haeit (3 AS(Authetication Service)
ofE 20| (S ot UK B2 7HB S ARHM| o 2 OUEIIE En SN,
HIEH O 7
o Hdi—-
76. 37| &= ¥ne2|E0| ot 27
D Ys2 otz A
(D RSA(Rivest, Shamir, Adelman)
@ Y27 Y2 37
(@ ECC(Elliptic, Curvem Cryptosystems)
® M= me 2
® ElGamal
@ Mef Qs B2
@ Rijndeal
M4 n2 AH25H= RSA XA E 2HE 0| A HIA|X| MOi| CHaH = Sy o] OFLL 7S
7IE & [ o — o
Lha 10l 27§ Z57] €S K| T reM mod ngte MRty /- 7S =HHohs S0l or A
&t ERMY 7|H2 27 (D KDC(Key Distribution Center)
OESVE @ 27| YA~
@ 9|UMH @ Diffie-Hellman 7| 2t ¢12|&
@ HolgX| MY @ Kerberos
@ olEMH )
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Ce S0l Maist AISEA WHES 87 HZe 22?7 X (FNEHEAHONALHSR BhST AS Sl0leh= 22
@ NI MHE JIHIHE TUFHE D=0 AR O g=d
B 2HFH LB ZATHHM SEH 6 2 @ s
M OJSE FWES ZHGIE U T Al St
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© 2422 UHE AF HIDHY HE AHa O e
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0= 2 oFE S5t
- HE ZZIE HAFE 2HT510 0IZE ZM
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O Yoke & 2= FSHE 1 BES ZaHt
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