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[1Z12] AAE 2oF (202A) 5 CIS XI20IA AToD Qs Hot7|ae Rojolrh
L g olsaelsol st 2o - S WAYCE ASSHE 22N HTS
— = S=5i LHAEY ME O [AYCS s
Crel HHOF ZUEHE BRDEWA GILIZ A S BHODN OISR RS T
AHH 2IES A30HH T OE ALEH HE
o e E LR Se Eaels oA - 2l W, BALAN. 220 ALY, 1Y U
- FIEYUE E= AZEYHEZZE IH NEEl
@ PAM
Lt
@ OoTP
O AOIEEZR

@ OTP(One-Time Pad)

@ SSO
3 OTP(One-Time Password)
2. 2 & 2|S20|M Process ID(PID) 1IHE JtX| D Y= 2 @ ozt
MAEs 29217k
@ init 6. LCIS X220 (@)l E0{ZL 80{2 SHIE H2?

@ REZH (@ =(s) 221380 2L =5 225

o AMERI= HZ2C SE0ICH HEADH mallo
2= HEC 22 &5 0S5 E208HE HE
@ BIOS iR, ( O 298 ZHEZR AH SE
EE ¢dotk & ot 2301 JF=oilh

®0s 74

3. A2Xe 1% DY SiEEs HEE?
f !

The SID for account HEWGENERATIONSadministrator is
5 I 5 21-1801674531-839522115-1706537768-500

H I (Buffer)

ﬂ ﬂ E’ ﬂ A E(Spool)
% J
® @ e 7. FUAE HUELCE ABE|l= TH7MOHHAR?
@ @M mE @ SATAN
®@H LC @ Nessus
@@ me ® Snort

@ 1SS
4. SetUID2} SetGID7t HFE RE IUS Hod{= EHOIL

HIE2H 7|&E 242? 8. O|H|Y1} 2HHE| Z2EZO0| Ot A=
@ find / -type f\(-perm -1000 -0 perm -2000 \) -print @ SMTP
@ find / -type f \(-perm -2000 -0 perm -4000 \) -print @ SNMP
® find / -type f \(-perm -100 -0 perm -200 \) -print ® POP3
@ find / -type f \(-perm -200 -0 perm -400 \) -print @ IMAP

9, E=Zo|Z0te| EXo|oful A

rlo
-~

(D = 0{(Back Door)Z AH2E 4 QICt,
@ Xp7|1=H 5o UCt.
@ /8% T2 30| LW =[O HHZZE &~ UL}

@ FYEREO|L Atz ot| Z2 TSHE LE + AUCL

-2/14-



HXHEHME CBT: https://www.cbtestpro.kr

+Y LA Y| 7| 22X 2018H03H3 1L+

10. CHE X2

11. xfile(Tt)ofl CHEt H2

12.

13.

2 298 MEE 2R
Zot ZRIWH AN FES ZTHE0 1 =
2I8s AST [} 2H2 7S DI2H N
ST 2RE = WEHEE 5= BHE LE
Ch HSS0H MER ASS £ 511 A &
HEQ 2% ogin) ZEAM=Z JHEa] B
MOl 2000 &MY HEHE SN HEE 2
2Lk

@ EZ0|=0HKNetbus)
2 D§3 2 Ht0|2{A(Macro virus)
@ Y (-Worm/Hybris)
M ASRIE

@ oty E(mIRC)

HBHS £XI2 SHIEZA HHTH H?

=

-t=s=-wsrwt 1 root root 11 113 8 13:11 xfile

@ 6426
@ 7537
®) 1537

@ 1426

e &AM A9
@ Hio| A
@Y

@ EZo|=0at

@ Ato| 2o

10| M AHERE A1 E 2t THA R =
2ol Ydt=

AEE l6H MH
Challenge & Response 7|t

14. T2 5 AFE Hio[2{ A0 LSt HHC 2 FX| 42

E Hjo|3{A2t Z2I|C|ATL} StEC|ATC
EHE dGAlI7|= Hio|2{ A S ZEHCY.
I} HO|2{ A=
@ E MAHIE XIS
AL A|AE]

15. THE 3 CoHO| & B0IM HI L EZ R F| AT 0| LAS}X]
Ot & 67| 9Iol HESHs g7t ot 42?
@ strncat()
@ strncpy()
® snprintf()
@ gets()
16. net YO0 CHot HHO= HRE A2?

(@ net share: Ao &
@ net user : M| At X} A1 ™ sl 5!

net session : A{H{0f| S4xH &
E=EMNEEE

_Jh!

net computer : A{H{0l| A H&H5tLD
L= 5 MHA MY

17. LIS £ A =2 2GHIM A ArE5HE THY A|AHIO| OF:l 2
27
(D) FAT16
2 FAT32
® EXT3
@ NTFS
18. LIS & Telnet Eotof| i3t M = E21 Z42?
TELNET MM 2 o5t 8l 2ZM HALS XIYSHK| b

Ct.

&2

@ SSH(Secure Shell)= ¢3S otX| b=Ct

AR ET 2 ote[0] UX|
XA =& E 4 AL

L0} AL|HEZ 0| 83t0] H|

UNIX A|AELO| M 8747} in.telnetdE £X 380 220|
@ EQo| EX HO|d ZSR0 thsl =5 HH g0

o = ALY
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19. FHA AA”E EHOE?

A2 OHE E= dEC HEHE W2
H2 JE2EfE NS FluhAd AEECE iE

2= E= HE MEMNSHH ZMols 422
M HE AMERSD 285k Tl E= O
BHol2l HIFEE ZEaH 21T 2010k

@ chmod
2 umask
® chown

@ touch

20. FHofof CHoto] =2 LiEe A

?

|'|0

=
@ secure - AFEX F AT L HE - text file - grep
@ utmp - X 231 ALEX HE - binary file - who

(3 pacct - AFEXHE B Mol HH - text file - history

wtmp - 2|2 27301 8l M& SAE ™H - binary file-

last

[2112] HEY3 =Hot (202H])

HE 25t 2l HIERS Atolof 9{%]5t0] 2l =0j A<
LAH2 Wolo) R0 29 ALS RISl HYIEHS

Kotz 2T E 0] S SIEAAHE ®S = A2?

21. Y24
yas

o

€
@ IDS(Intrusion Detection System)
@ Firewall

® Bridge

@ Gateway

22. VPN(Virtual Private Network)2| 2otX J7|& @42} 2|

7t H A2?
S
7| flet 7=

2% 7|& : C|O|Efof CHE 7[2g

t
Pl A2 El= 2= LUEE HE 7|&

@

o izt

23. L}22 DOS EoilM ofH HHO|S H&AIZI Z22tel7}?

CWDocuments and Settingswadrministrators:( )
203,262,53,47 203,252,63,47 with 32 bytes of

data:

Feply fromm 203,25253,47: bytes=32 time<lims
TTL=128

Reply from 203,252.5347: bytes=32 time<Ims
TTL=128

Reply from 203,252.53.47: bytes=32 time<lims
TTL=128

Reply from 203.252.53.47: bytes=32 time<1ims
TTL=128

statistics for 203.252.53,47 | Packets: Sent =
4, Received = 4, Lost = 0 (0% loss),
Spproximnate round trip times in mili-seconds:
Minirurm = Oms, Maximum = Oms, Awerage =
s

@ ping

@ traceroute

® date
@ netstat
24, Lt K20 HFst0 Y= UK ARS?
212 UESIZ LHE WERZ AMOH THF 01
2 EH HERIE FH HE UEHZIE I8

HEXHIZZZH =25t 2 & FZ0ICH HISFE

MIHDOMIEID 2= 24 WERHIH= MH 2
E 7ol ZIRHAM =501 BE ALBE L4851

2zE BRIV EE MLEE HE UEAHZ 2
—EEH

M A3e|'d 2t2E{(Screening Router)
ASEIEl SAE HO|EY[O|(Screened Host
Gateway)

®0|&

A32IE MEU A|O|ELO0](Screened Subnet

Gateway)

= A|0|EJ|0|(Dual-homed Gateway)

25, Ch5 S TCP R2EZS AHE5I0] A2t Z2t0|HETL S M
‘o'oH‘o'

i MO E2t0|AES HLRHES 7|CE|l=

caer
@ bind()

@ connect()
® listen()
@ accept()
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26. tt2 20| siEot= ME|AHE(DoS) SAH2?

O I EEE L3S P I E2ZHIP Fregments)
E& HEHte 2M Z3E0 UEHADN M=
HOIE2) LI HIAHCH 28 HOEHES =3kEt
AOEE I RUEE ASHEEMN IO M
g oA SAMEHM 2518 2 AMFE 28 52
QICk,
@ Teardrop

@ Land attack
® Syn Flooding

@ Smurf attack

27. LISXI20M 285t Y BA 2 T

~
S EHE ASEH 2R

ANAHS 02 TN SHSE SI4E0 HY

S Hliz §A =3 222 ItE

(@ True Positive
2 False Positive
® True Negative

@ False Negative

28. L2 27|0M BESIL

QU= T2of chgt Al?

ICMP Echo Request IHE!

JAE0 3H HEH =8 e 1IE':‘JEU'II M5t
dHESHI3E Eil EP—.—.:!EIEI'I 3 HE HER

3H EEaE
= 2=zIlh

TEHAM &2 =% ?*{Fragment}g

@ Teardrop 22
@ Ping of Death 324
® UDP Traffic Flooding 34

@ Tiny Fragmentation 32

29. LI2 & ¥etHo| 7|50| ot H=2?

(O SSIDE SUZREE ME

@ 22X £7| ID/Password HZ

@ FM HHET|9 MAC F4 21F &3

@ HOotY 0| 243t WEP(Wired Equivalent Privacy) At
g

@ Appstore | MXHEXIT CBT(App Store) :[CHREE

HXEX T CBT(Google Play) :[CIHR2EE

31. CHSOM SAET|HE HJAEX|A|AEI(HIDS : host-based
IDS)0ll 2l A AM2|=|= o] A& f| 2] & 0] of:l Zi2?

O ZZEZ 0|A32|(Protocol Anomaly)

HIHEE R F A 2 (Buffer Overflow
Exploits)
3 Hgh =l F| 2k S (Privilege-escalation Exploits)

@ C|&=lE 2| ZAM(Directory Traversal)

32. X|A7|gt HUEX|0] oftl Z32?

@ EAN 2XM(Statistical Analysis)
@ Al3X 2 (Signature Analysis)
@ M E2|ul(Petri-net)

@ AE{F 0|2 M (State Transition Analysis)

rx
|-I'|J
Hr
e
=2
0
O
X
0%
[o]
HU
8o
Pl
62
rlo
N
rlo

~

33 5

2712 HER30{ M= PSK(PreShared Key) HFAlOf

® ALEX} Q1B 0|, i 2 HIEER 30l ZR0ll= HEo| 2B
MHE 283t 802.1x A9 ALEXt 21F0] D10| g8
ZCh
WPA/WPA2 4]0 EEZ27| &0} HHE
I} 2t0]Ef 24S0] 2 §§PEIXI e AR 2 MYEOZ B
® AZt = Y m|2t0|E ZES ALILSH = A3
(Dictionary attack)2 Al=5t 2= 7|5 Feide
ULt
s TEEE2 CCMP TKIP

oAxf 71 Bro| AL2 Fol
@ 0|H 0] & 4 7| Y= 7|E AHESH= "TKIPY EHoty

0| K E 2+5tH AE0| HF =1 QUL

rI

-5/14-


https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://play.google.com/store/apps/details?id=com.tomatocx.cbtestpro.android

HXE2XZ! CBT: https://www.cbtestpro.kr +YHEHOT|A EY| 7|1E2H 2018'H03&312L+

34, IPSec 2ot T2 EZ0|| M HIAIX| EX 215, HIAX| 224, 0 38. CI2 = HMA|El Well Known Port H= 0| lEét= T2E =
AR 7|2 MH[AE K|St Z2EEZS At MER 1P of| E{7t 2 =AUE JHE MatotA| ®MAlst 22
FItE|l= SHZEIHE FHE 22

| Oh 221 EE (Lp 53 EE (CH 1619 ZE

@ ESP Z2EZE, Transport SX2E

@ (71 SSH, (L) Gopher, (C) NetBIOS
@ESPEZEZE, Tunnel 8XEZ2E

@ (7} SSH, (Lt) DNS, (CH) SNMP
® AHZZEZE, Transport SEEE

® (71 FTP, (L) Gopher, (Ct) SNMP
@ AHZZEZ, Tunnel S22 =

@ (71 FTP, (Lt) DNS, (Et) NetBIOS

35. LE K20 2Esta A=A

rlo
-~

39. of™l T2EZ0| i3t DoS 2HQIT}?
OIHYIOILE CFE WEYZ HAFAZE MHH Z& - — )
Slei= @ MTG|HOF T EX ESgASEE - "5l Y EE_HDestmatmn Unreachable)
2 amE OISl SIAl Bt HAFIDE LB GrEH Y AEHE G2 g A
- i = ' 2 AHIFCHE AMEE 012FHT
. - 0] DOS J|&2 WEds ERLCE FQH
DIpF2 2= 0| OHIZ} CPUZE high load AZ17) O
@ ZEHS SH TS0
(3 LAN =24
@ ICMP
@ MAC =&
@ HTTP

36. NACS| F=R7|51t 7t HE[7t H H2? ®TCP

@ HZHO0|/AUS : HIEQ AL 2E IP7|2E FX| HZH|0of @ SMTP

37. Enterprise Security Management2| 714 240f chst M ® Time-To-Live
oz gx| o2 7427
emErEEA @ #lciel 2ol
Ef7H, =T El Clo|E{ S oHLIX| A

[32t=] oiE2|A0]d 22t (202H)

IJH'—IJH : Ofl0]HEOf| M EH2 O]
&, Console Part0fl 2 LHEZ 2= XISHOE EX

O omzao| Ex|
24 LMo A| 2H2 HO|E{Q| A|ZtX M) Abst Tt
=
o

@ zzazo| mty|

ot K| : CHE SIS 71 ZREE Do = Selof D= e
@ M AS22 SH 2 HofSo@M 2tE 2ZE o)
101 o

# @ ol H=2| HojMT|
oFFoll CHt ot AL E AR
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43.

T2 2 WED W FUIEE LD
=l DL 4HULIEE §HH Sct
oiES WHE S SAONEN O 2
7

@ SQL Injection 34

@ RxZot of2to|g =

oA
S

QOHHHEZR 34

@ XSS(Cross Site Scripting) 32

ofzf Ol 2 @l sy ut 2tAE 230|Ct o] J%S B FEE
A= 34 7[H2?
1010101 - - [1044nA2017.00:1803 109007 E
jhnmeflnginflngin php?
userid=%27%2008% 2001 % 201%20% 2D
HTTRA1, 1" 200 970
“hitp 10,1010, 20/home Ao ginfogin_form, php”
‘Mezia-b0  (Windows NT 63,  ‘WOWE4
Tticent/7.0: w 11,00
like Cecko)

@ SQL Injection

@ Cross Site Request Forgery

3 Distribute Denial of Service

@ Cross Site Script
44. FTP HEZE0| et 2BO2 52 A2?

C|ZE &= active ZE0|H, passive ZEZ2| HE2
FTP ME{7t ZFetCt.

CIZEE £ active 2E0|H, passive PEZO| HA 2
FTP 22t0|HETF ZFBHCt,

CIZE & passive ZE0|H, active ZEZ2| HA 2
FTP M7t Z7FotLt.

C|ZEE £ passive Z=0|H, active EEZ9| HAL

FTP Z2t0|HET} AFSICE

45. o' SFC| F AT CiSst7| 21Tt CHARI7}?

PHPZ| 22 php.ini TFEMHAM allow_url_fopen &
HE Offffe2 HH

SRS nfato|E X5

or

@ HAX Dol HE o

(3 SQL Injection

@ FI| MM 1=

46. CtS K22 MH2 FTPS OfH 34 R¥0j| &5t=71?
- 2923 FTP AMHE 0/23td 1 FTP MHE &
SOt EAES AMEHL
- FTP 2E ZEMHE 0ISETHL
- FTP MHE S 222 HESZ B2 2
OlGHH =ZEHCE
- HEH3 ZEE AMYat=0 AFEETH
- FTP Z2E22| FEE 012F ZA0ICH
@ Bounce 3%
@ Anonymous FTP 24
® TFTP 23
@ ALY ZH
47. TS0l ESH= XL HAtQAR 82 W27
EZ2HHAM ALK HES Z0F S0 O '
e &3 2 |#E W& == 1S
@ HAIX] RZ M (Message Integrity)
@ M|AIX| XA K| (Message replay prevention)
3 Ar2Xt 215 (User Authentication)
@ S AIXE 221 #X|(Nonrepudiation of Origin)
48 TtS 3 AM LE| £2M0]| et M 3 7H 2R A 2127
@ M A ATHOl| 2IXISHH Z2EA| B M2 SEot
Ct.
SMTP ZZEZ2 0|8% DoS SZO|Lt ZEHHY, A
O Y S XHEFSHCE
HYsH X M= 22 SR 220 et ZE
U2 S| Rt
@ RO HEE 7|5E 0|85t EX =AEXE 712l ot
Ut MEEEE M 4 UL
49. T2 3 PGP(pretty good privacy)2| 7| 50| Okl 2422

@® HRME

@7124d

®
Ok
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—

50. T8 & E-mail % Al BOHYS RITot7| 93t ot
H AJAR0| Ol 2427

INES

(D PGP(Pretty Good Privacy)

S/MIME(Secure Multipurpose Internet Mail
Extension)

(3 PEM(Privacy Enhanced Mail)

@ SSL(Secure Socket Layer)

51 CtS & FTP R olch™at 7t #2|7t o 222

anonymous AEXt2| £E C|2AE2|, bin, etc, pub L

#HE 2|9 ARX2t permission 22|

@ root AlE2| ftp H& HIst
@ 2| ftp M T2 T3 AL I

71Xl x|

ftp T2H0] & mAUQl ftpusers T2
root= 6t1, W2 S8 AHS S5

L2RAE

52. tt |Z0lM 25t A= 71=SE2 TR o ™
HE X ZXHO2 0|8L[= Het I=ZEZ0|CL Bl 7HO| S
Of7toF & Metet tHo{=?

Hirz Nz HEESE AMEE SEE=R

[PSecilnternet Protoooo Security), S50 (Secure
Socket Laver), OTR{One Time Password) S0

AMBECH O Z IPSecZ ( @ ) HEHWAM 552
(©)H ZHAM, OTPS ( ® ) HEHWA 22
SHEI},

O OQUEXZR, O HS,
@OHEHZ, LS8, TS
®O0SE,0HEHNZ,ONS

@®0388,088,0WS

f=X=]
[SXSY

53. tg X=20| 2= 7|&9l Y

—

10
0%

27

Aol ZEOIN FHY SHHE Hoie [f S
E»E ofZE == JIZ0ICH

n# o
Hm 1 O

FOOEKONAZ] 2 HHZ, ASEH2E &
E."EFE HOE 218 22EE2M EM TEZ

= A 2EH "2 A0 BAStHEE UFt
TISICH

@® =2=H2l

@ 20|EE HIEHA

(3® ECDSA

@ ASXs

i

ar go
0
o
0

=

=

@ Firewall
3® NAC

@ ESM

=

55. DNSSECO]| CHot A
(D DNS H|A[X]of| et 7[R
@ MH|A AR SH0|

() DNSClIo[E] 9| - 4=

=
ot

cnil,
o

=
|

@ MAIX] St A5} H

56, SSLZZEZ0f Cijst MdHo|C}, AKX 2

SSLE AFEdt7] fIs M= URLO| "http:// CHilof
"httpS //uo F23stC},

@ SSL Z2EZ2 DefaultZ TCP 443 PortE AF2$ICE

SSLEZEES s f
@ X|A|AEI(IDS/ITS) £9|
EFX|7t £iC}.

HME 57| 2o FLEX L

QFEH|0IM S HO|=2E=2|

SSL2 Record Layer2t HandShake Layer2 7123t
Ct.

©)

OF

57. L2 = OWASP TOP 10 20170l1A M2 MA =l Hot%|

~
(=]

Rl
_Ié

_u.

®
©)

2
0|>1

|OFX‘|
=]

2l E

3 IAZRAANO|IE A3

@ XXE

A

=T

58. BYOD HQoH&Z M1} 71& 2|7t H 2182

@ NAC
@ MDM
3 MAM

@ ESM
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59. CI2 H7|7h dEstn = 32 WAl2? 62. Ct22 X|20| dHstn = T2 SH EtHEALS?
A EF 2T, O3 S2 HW 2 SWOHE. S 0 ZY= HOE 2EH ZHE £ MHE H
ZWE S H ZEFH HZ2 o™ ME = 2 EM 22 QUOICHL 0] BHHME HIQIIHE
HE WSH €25 58 /1= 2= 22 S°| GIOIE SEH e 2 A2 2S5O, =5
2 SW HTAS H HEEZ SWI HEEE B = HO G2 o@E0 HEHE 92 A 2 Ching
HAM SX0rE S ZsfAMD7 e i EZoEl read down policiZHE EEF AMEL 22 2
H} SACH Ol4Et MIJ_ HEE fEiMe Wz 24 =EY HHE +EF = 8llhino wile up

= 218 PN E AtEtH =ZoHHOE FH0 policy) O] QY2 A4 M(state mechine) 3

2H gE =4 R0

(D developer chain attack

@ supply chain attack @ Bell-LaPadula Model
@ stuxnet attack @ Biba Model
@Scada attck @ Clark-WIlSOﬂ MOdel
@) Lattice Model
60. Ct=2o| M 5! ZX[ L0 st F UM E2?
ZEMN MEMD cookie ZHOILF session EH 63. Kerberos T2EZ2 I LS| A0 LFAIEO 2 1 X| ¢
£ 9 Tt MIIEZ HIHAHLE EET E2E 2 2 E4d2?
25l AJEEE 2H HETHH AREAT HA
@ HotA
E E& EEY A2 ZAT} il SEHAT
0", EHES S0 HELH §t= = 2E (& @ ™MArEH
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