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@ SQL Injection 34

@ SIS 20 £33

O XSS(Cross Site Scripting) 4

of2f 17e @ 2} BeiEl 2T0|ct 0| 1R B H
290U B 7|87

oot - - 1052017 0001803 109007 E
Jhomedogindogin,php?
userid=%27%2008% 201 % 201%20% 2D
HTTR/ 1,17 200 970

“httpAA10, 10,10, 20/homeAogindogin_form, php”

Mezig-50  (Windows NT 6.3, WOWEd:
Tricent/7.0: w 11.0;
like Cacko)

@ SQL Injection
@ Cross Site Request Forgery
® Distribute Denial of Service

@ Cross Site Script

A

rlo
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CIZE £ active 2E0|H, passive REZO| HA2
FTP M7t 2FSHCL.

C|ZE = active 20|, passive EEZ2| HE2
FTP 22t0|AHET A™SICL.

C|EE £ passive Z=0|H, active EEZ9| HAR
FTP M7t 2FSICL.

C|EE £ passive Z=0|H, active EEZO| HAR

FTP S2t0|HETH ZF It

45. of'H TR F AT ChiSst7| 2ot CHAR17F?

PHPZ 22 php.ini CTFEEHAM allow_url_fopen &

HE Offgfiez 28

@ Sx{=s nat0|E x5

= =

(3 SQL Injection

@ FI| MM 9=

46. CI2 XZ2 HE2 FTPL o™ 34 R £3H=71?

- 2 FIP MHE DIE0td 1 FTP MHIE 2
SOHH ZAEE AMEHLL
- FTIP ZE ZEHE DIETHL

- FIP MHE Zall 222 HEHNZ 855 d
OITHH Z=THEHL

- HEHI ZEE AMYG=0 AHETHT
- FTP =22EZ22 FA=EE 08T Z30I0H

@ Bounce 34

@ Anonymous FTP 2%

@ TFTP 23

@A4YU3H

47. Tt30M EESH= HXIRH HAQAZ 2 A2?

"BAHAM ALK HE2EE Z0F EZHOET O 2

= 2% & @S SR T= 7S

@ HA|X] RZ M (Message Integrity)
@ HIA|X| HA & X|(Message replay prevention)
(3 AF2X} 215 (User Authentication)

@ SAXL 221 #X|(Nonrepudiation of Origin)

49, Ct2 = PGP(pretty good privacy)2| 7|50] ol Z42?
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(D PGP(Pretty Good Privacy)

S/MIME(Secure Multipurpose Internet Mail
Extension)

(3 PEM(Privacy Enhanced Mail)

O SSL(Secure Socket Layer)

He[7bH A

51, C}2 5 FTP EQtr®nt Jp&t 27
anonymous AtEXt2| £E C|2AE{2|, bin, etc, pub [

gE 2|2 ARXtt permission 2]

@ root AF| ftp T et

@ A ftp M T2 AR U =

MIEHE CBT(App Store) :[CIHR2EE]
HA2R|Z CBT(Google Play) :[CIHRZE]
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52 Tkl XI20IM MEstD Yt JISSS FHRA A2 of H
42 XY 2HO= 0|gE|s Hot ZRESo|CE ¥l 7Hof
Of7hoF & FB3H Ehof=?

ARLANY  UREE A  SHeE

IPSeciinternet Protoooo Security), S50 (Secure
Socket Layer), OTP(One Time Password) SO0
MEEICE O] & IPSecE2 (3 ) HEHM 552
(@M ZEHM OTP= ( © ) HEHM 2=

=3zILh

O OHEY3, O, ©
@OUEH3,LE8,0H
®08g 0HEYI,©H
@»0388,088,0WS

(=]
S

oo

P

A
[=)
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—

o

JHE ZHHZ T [ 2
o2 S 100

OIEHOIA2 2t HHE, ASEHEE 4
.:.DFE HOE 218 22EEM 2& LEY
SN 2Et A2 ZE0| E0FSEHEE OF
T ZALH

= OF=—
= T

0 ==H2l
@zfolEd HIERS

(® ECDSA

FEAE HE
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w= SHEN

ir *
E::—

&
rl

@ Firewall
© NAC

@ ESM

55. DNSSECO| CHst &
© DNS HIA|X]of| et 7
@ MH|A AR SH| CHet X2 2ict.
(3 DNS Gi|O[Ef 9| - HZE 34

@ HIAIX| S 41Xt 2l

56, SSL T2EZ0 st AMoio|ct MEK| 2

SSLE ArE3t7| flsiM=
"https://"S AHE$HC

URLOIl "http://

@ SSL Z2EZ2 DefaultZ TCP 443 PortE Ar23$tCt.

SSLEZEZ2 2ot S4S 57| h=2ol HLEX
© X|A|ABY(IDS/ITS) S2l Hot&H|oM 32 Ho|2E29)
B X7t ECt

SSL2 Record Layer2t HandShake Layer2 &%t

@ ct.
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57. T2 & OWASP TOP 10 20170l A M2 ™ El Hobx|ek & 61. MAC EHo| EFoj Ciet @F2 = 7HE

O A2 ARF7t FH|2 AH|Zte| H2 SH 2AIE H2l

@ Q1™ M
@ EotRE|Xt X5 50| B B H H2|7t IS
@ OL|§ _7IC_|OFX-I
cnE @ M2 FH47t Ho| EX|7t 20|
3 IZRAANO|IE AARIE

@ ArEXtQt Cl|o|E= 2t FZ5{7tE F0f ot HE

62. Tt X|20| 4Hotn Y= HA EX| HotpYe?

5. BYOD Zet& S H34 7h8 A2l7t B =27 0 22 O0E PZEH ZHS £ 492

@ NAC = EM =B QHEOICHE 0 REEHH M= HIZIEA
2 MO =M Cher 2k A8 FZ5HH, =5
= 20 = F24Y Z528 5HE + &l Lhino
3 MAM read down policdS=H = HEEF MHEC 22 2
28 =52 HHE +E= =+ BICh{no wile up
policyy Ol BRI = & HMistate mechine) 2
2o AgE 50 SI0L

@ MDM

O ESM

59, C}S E7|7} MBI Qs 2 HHAlS?
A EF 1. JE 2 HW R EW HEL = (@ Bell-LaPadula Model
SR E N HESHH HED U™ BT L= .
HE LHEH 2a3s %% £7|= #9232 @ Biba Model
=L SW OHZARS N2 2 SWIE ML= T ® Clark-Wilson Model

MM SXDE BX & r pI I =t .
HE SO DIZfEH AD M2 #EiME K2 @ Lattice Model
S 32 QIEUE FEEI 2LEH0E FCH

63. Kerberos T2EZS NS Y0 LPAIEO R 1 X| ¢

oS EMO?
= or .

@ developer chain attack

@ supply chain attack ® =2k
@ stuxnet attack @ MAE Y
@) scada attck £3d
@ =tz
60. CI32 Y 9l =X| LHE0f| shHst= FA™-S?
ZHNI MEME cookie ZHOILF session EH 64. OIS S YE 22 0|9 7| & MMt WEat 7| S H| EE
E o EFF MOIEE EIWHL EEE SZE | 2|2 XORsI S E2 = WHof sest= 2H42?
aEl= AJEEE ZH LSYTHH MERE HA
= = - = [ oﬁEEé! O|:|I-§
E E& E8T A2 ZFT #5E SIHE
A, SHEE S0 ZWoH Sl F2FE (T @7 2=
=23 A MOIEH 2%8 UAHLE S&EF .
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