HXHEHME CBT: https://www.cbtestpro.kr +ZEHHOT|AL EY| 7|ZEH| 2017 H03E252

2017403 E25H HEEAT|A HI|AIH 7| E=2H| Bret

1 2 3 4 5 6 7 8 9 10
[12= : 202H]] ® ® @ ® @ ® ® ® @ ®
A AH| Hot 11 12 13 14 15 16 17 18 19 20

@ ® @ @ @ O) ® ® O) @

21 22 23 24 25 26 27 28 29 30
[234= : 2024] @ ® ® @ @ @ @ @ @ ®
HE3 2ot 31 32 33 34 35 36 37 38 39 40

@ ® ® @ @ @ ® O] ® @

41 42 43 44 45 46 47 48 49 50
[32= : 202H]] ® @ @ @ O) ® @ @ @ @
o{E2|7[o|M Eot 51 52 53 54 55 56 57 58 59 60

® O) @ @ @ ® @ @ @ @

61 62 63 64 65 66 67 68 69 70
[434= : 2024] @ ® @ @ @ @ @ @ @ @
M Hok Ayt 71 72 73 74 75 76 77 78 79 80

@ ® @ @ @ ® ® ® O) ®

81 82 83 84 85 86 87 88 89 90

[52t5 : 20&H] O] O) @ O] O) ® @ @ @ @
FHEHo 3| gl Hy 91 92 93 94 95 96 97 98 99 100
@ @ @ @ @ ® @ @ @ @

HMA2H R CBT =H|0|X] : https://www.cbtestpro.kr

A = Xtzot S H(QE - RF - #EHE)2 cbtestpro.kr E 3 A0 M 2HRISHM K.

7|EZ2H S MEHES EH1| 7|20l AELICH cbtestpro.kr 3 21 HoilA= HE 3 174 ZHAH0H SRS S S

4

CBT7iz=2H

ﬁxl"E'x“Ix:l CBT #Z Download on the ’
W20 SO Y AlY BHAHS Lafah & AppStore

[= N |

-1/15-


https://www.cbtestpro.kr/
https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907

HXHEHME CBT: https://www.cbtestpro.kr +ZEHHOT|AL EY| 7|ZEH| 2017 H03E252

[13}=2] A|AH Hot (202H)]) 5 LCI2 & 8% AS0| CHE StLh=?
1 OS5 SUHR|IQL Ra8A IH32 7|50| Y= MS 2I|A @ S/MIME
HNEot 22 T2IHS Sclj &Sot= HFE Hio|2{A0] of @ PGP
gotes A2?
@ S-HTTP
(D o= Z(Macro) HiO[2{ A
@ SSL
@ CrdA(Polymorphic) Hio[2{A
® 208 (Stealth) HHo[2{ A 6. Q,00 sigsts HotE 2 HES A7
@ 253 (Encryption) HFO[2{ A @ SATAM, SalMT, COPS, Messus, Mmap 21
HOIERESE EEde EN
=] I E 2] Eolg
2. chmod 0| A% 0| T} test1o| 517|H|E (871 EH) © m=2HM ST EHR =84 P UEAS
- HHA WEEZ0 ST HEED HEXHZ
= EQIEFR] A AE
%15 - | testl
- rw—-t—r— 1 root user 2320 Feb 9 1320 test | D@ #AH HAET, © Snort
% chmod o-r testl
% chrnod g-r test] @O EEEF, O SNMP
@ @AY EX| =3, © SNMP
@ 644
@®QR2ZEM8 HAE =7, O Snort
@ 244
3 600 7. CA3 37 g =2|™ thel=?
@ 640 @ Volume
2 Page
3 OSAdE T IE SX 423022
® Cluster
2|sA A|AEIOME AE SE2 /etc/passwd THLO|
 xpmetm aict DS
®°e“ﬂ AFE Xt ALK S (UID, User ID)= 0O E & 8 H|MX3 Az=2ot n= 72?
Of2tA| EICE
& FCFS i SJF © RA
ClHEZ|Q Hot2 EaHs MU ARt Mot IE A & SAT @ ML
@ of, 28HOthers) HetO 2 AEE=ICE,
@ HZ HBO| rwxr-xr-xQl 2 1{ot =XAt2 HI|5HH A
7557 ElCt, @0,
®0,®
4. COS X|20| ¥Hst= H|O|EH[0| A HOIRH2 RaQ1Tp?
- OIGRE)
HAH HOIEBO A Z FRH0 HIE B2 MET}
_-‘I-I'IEH- Ao 3] TtHEEI= H
B = =S weehs A 9. EOIQIS SABILF E0IQl L2 AJAE E TEA| 0|
FASHETIOZM AFRXISE 3l012 ZIN} AFO|EE 2013
b Access Control Hadtss Rmdt §, el BEE B 62 JHe?
@ Encryption @ 1Al
® Views @ may
@ Authorization Rules @ AD|Al
@ 2l

-2/15-



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHOT|AL HY| 7|22/ 20172032252 4

10. EX x=0| tEE x| F=stn JUCk7t =Z0| BHEEH
E2|A =0f sli77t Jste SE2 ¥t s HHH2?
) E=20| 20t
@ 7|12AH
® =2| ZE&t

@ Hi=0{ (Backdoor)

11. %[22 APTSZO| X &F 2 Zdsta ALt THZ AlH|oM S
- 20094 ¥ Ok

- 2011HE 34 Ok
- 20139 3,20 AMIRMEIZ

® =Hlo[X| A=

@ DA 2 EY I (MBR) Itz

12. 270 ERI M| Wx|0j7 R

(4 UEH3MM IP T4 5IEYUH T459 X
HE £2oZM WIS TS = E8 IE
2 JIZA0 MHIAS Lilsts 2R3

(B) UEY3 0Lt HAS S50 BEEE 3
£ HEE AED HEHE TRV

(C) HE2IH ZTE W2 375 205k O
OIES Y25t Z2032 =27 48 X
SEI0 AT Wsks BEES MuEts T
el

G AUT  ©AZL  ©HH 2HERS

@®(@A):9,B):0,(C):©
@(A):©, (B):©,(C): D
®(A):O,(B):D,(C):©

13. 7t BXEstdel=?
® FRINAIYEE Yooldto] M5t 2E 7|= B
Zoto] 2Bt

Jetc/passwd TS| HA2 X}5= Ehdlist7| [H-Eroil 22
@ H ™A= 90|7t i1 /etc/shadow It ot 2AMN X
AT 2 t2|otH =lct,

2 Abo] MM IS F7|HOR oD B
HACZTE S0 $17 RS oIy,

14.

@ @ /Jusr, © /temp, © /dev
@ @ /usr, © /tmp, © /var
® @ Jetc, © /temp, © /var
@ @ Jetc, © /tmp, © /dev

15 DU U2 = SHO| 2ot AFa 7hg A2 7 H A=2?

16.

17. S EI|Q Hot XA ZE 2 UWES 2F N2 U2?

() Windnm: 2P| EdS ADMME, C§. D,
IPCS S5 PIBEHESE ZRECL

(L) IPC X nuISeesamnShar = HAHT= TO|
AT

{c) IPC$= Windows Server 27 HAMHAM 12
= OAHTE 2O

(2) &4 2= gEHu =20 22Ny fgs
2= &+ SO

-3/15-

AURE IHele| MY F2S 'USN RE'UOR HBHet

OS2I SAXC| W22 AHEtelLt.

© JAH MHIAE AT OFE AFEMN 2L

OO A E 1, © a4 d 6, © LA H3
@0 &R0, © HH A5, © HAHE 3
(O A A3, O a4 d 6, © LA H2

@0 R0, © HH 5, © HAHE3

@ (7),(E)
@ (1), (-),(5)
@ (), (2)




HXHEHME CBT: https://www.cbtestpro.kr

+YEEHOT|AL HY| 7|22/ 20172032252 4

18. 2L XzE| A|A=of chet &

—

q SHE A SR, AY Kol BY, YA URE
Sl Soil ALt

p THE BRE SIS 01T E2H S 73101 M
e

g MZTel AT LTSHO] 20| Bofotn metd S ¥
COEER S

@ =2 ESHRE AL HAS 2E8HOR 25|
flet 2HHH ol

Bt BRIRTE S BA ALSRISOIA 22 MRS 43
o 4 Qls MD ABHS TTotD AUCE 0| U2 THS S of=
ol cil217}?

S0l Thet O HH4 S MFSH| 12 H2?
M2 &2
%d Had 1004 M2
(@) STAED
(©) 1672 2| Ba
(@) %n2| WOl 2HIOIE ErgY

@® @ %s, © %o, © %If
@ @ %s, © %x, © %hn
® @ %c, © %x, © %hn
@ @ %c, © %o, © %If

[27t=2] HELA Hot (202H])
21. IDSQ| EXt & ME HIE A L}"3t 2127
@ OOE 718 2 =%
© HoH =g
24 3 ZYET

@ 21 2 [{ESi{Reproting and Response)
DO-0-©-@
@0-9-©-©
®0C-©-9-@
@0-©-©-9

-4/15-

24. VPN ¢l 7|&3t 7t A2l

@ Cut - through g2
@ Fragment - Free g}2!
®) Stored and Forwading 24!

@ Direct Switching 24|

23 FH Yo tistCiE 48 S 7Y RHES A2?

BE|X7L S22 B0 20f 2t S X|of| thet Z2E &

=gict,

o BE B2 DRSOl 2= HEU T HgotRt ot
Efo] S0l Ha| Hol7t At

5 B0 BRR UEAT o B2 Bu eleYs Mot
et

@ WESZ 82 H2tol SSHel thx{7} ojict.

227
@ EEy
@ Tz TR

() Ransomware

2 DRDos
® Stuxnet
@ APT
26. @~ @0 S0{7I0F & Cto{2 A st ZH2?
IPvE= ( D HIE ZaHHE METHH. Pvd?
SHE =0/ FH2 F%E E’EE | 271 228
HEHE zIJEog MHATE Zloxs METH] =2

IPH el EHE & == D'D IPve= (@ 3 HE
LEE M Wiz i 20 HaE DIRHE
ZE Wl EEE METLCE HI2H ( © ) ZHE
ddE MEUZZMN UHS HE2 22S
ZrafEHt,

®0128,08,©2F
@ 0128, 4,© 4
® 064,08, A
@064,04,025



HXHEHME CBT: https://www.cbtestpro.kr

+YEHT A HY| 7|1EE2H 2017403225

g

27. /0B TN

AQ
LA B2 MY HEde A

28.

29. 7

30.

Lt XIZ0l 28st= A

tCPU
7

SHIZZNARSEE UEAII=
o

?
(D MLFQ(Multi Level Feedback Queue)
@ RR(Round Robin)

(3 SPF(Shortest Process First)

@ SRT(Shortest Remaining Time)

['IO

?

EQ[=2t TFNE &JatH Mz EXZM OIS
o #d Sl Eds HEE JHd 2 28k
S0ICH OF&E AL 3 HOEE D=2 AHIH
EfE T I =S gt A1=S00 F9F ZE=20.
TFMOILE  TFMZ2EZF 200 ICMP - Flood. SN
Flood, UDP Food2t Smun E2 Ddos S3E

2 & e JNSE 24 5l

2D E HIEEZEE|Q| ping gdHo| st SEHOo =2
"Destination Unreachable"S &|&2{ =1, &
7| flslf 2t=A LotHo M M- SH= EF2l BEHO

@ Stacheldraht
@ Targa
® Bonk
@ Boink

Lol Ael ZIH7| 7|8t #XE QO|sts W22
@ WPKI
@ WML
@ WTLS

@ WIPI

(D DROP
@ DENY
(3 REJECT

@ RETURN

31. 2 220N 2E5t

rir
»

27
!

[EEE 802 11 EE=2M 0O[F2 IEEE 80211 £
F9] 2EHE HEEID UCH J210 RSM(Robuost
Security Metwork)SE2E EE|20. AESEE 2E
2 METHH RC4 AEE UFIE METIE
Wl-Fi Protected Access EZFQE JEEICH

@ WEP
@ WPA2
3 EAP-TLS

@ WAP

32. (A). (B)ol| E0{Z E0{E HIZA %X 2 A 2?

Tepdumps WESRZ SIEHMIO0IAE AFE WY
LHgs E=8dl== Z=J#MOICE ALE =322
HEZE MME AEHE SHEZce HE= IR
HEE 25 ZLIHE T =+ 0L LN &2 2=
EdLiE ZLIEE oF #shM= 0105 ~21AH
i A& IS/E ol OHE FHE ENTO 36tk

E §td 0w 2E=E (B 12 HASHHOE 2 EH
EEM 2 WIS STHAMHAM o 2 S0
@ ZE 038 © 9ad 2
© =3 RE ® I3 TY
®(A):Q,(B):©
@(A):Q,(B):©
®(A):®,(B):©
@(A):®,(B):©

33. O3 27|17 2%5t= 3427

%”*IIEP SHAHD P 248 SAMAE PR =

=3 HEHAH ZEHE S30ICH
1&aidete ARME IPOIEZE 7
otd AHHE] AREIHA Saht
T, FE SEHH HHH-IIJHI ZICH

@ Targa 34
® Ping of Death 34

@ Smurf 24

-5/15-



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHOT|AL HY| 7|22/ 20172032252 4

34, X|20| 42 2= 37 Wy Rolep

- BN IPE PZGHH & 2F({request)ygtH

OFJ
on 1

—

0z

=

|
- HOIEE &31% HHEE H2iet 248 JgHe =z
TCP Z2EE 2 CIRE HOE 2E &2 FH4Y
HAE (|28t ZHASE FLEO MHAE HE
=2 MH Agent= EE dl= =4J(”I0ICH
- ECHIME=S E&& 7|2 2HY MH E=0
HE=Z QIgHH SCTEZL EE= ARdat
EJHSTHC

(@ Botnet
2 DRDoS
3 APT

@ Sniffing

35, AEREEH AMO|EE H|0ofsl7| IsiM Ar8Ste MHU2?
@ crawler.txt
@ access.conf
® httpd.conf

@ robots.txt

36. TtE MM 2SI = ZE A2 RARATE?

H cpal T

(D TCP Open A7H
@ TCP Half Open A7H
(3 TCP tHH3} (fragementation) A7H

@ TCP FIN A7H

37. Ct=2 2300 st AIA=—2?

- HERZN 828k &

= M& DO HOHE AE
510 &S EMT £ US 2o AZaIC

- A ROl NS UEY3H 250 BN 2
OF MM ZADiRE M UEHI H4s E

Hat=s 22t S2H0IC

- =8 Js22=s EZ2HUHAE PC 2 HERZ
2 EM. o2, 2. F ENT B 2 ORI
=0l ZI0k

(@ NAC(Network Access Control)
(@ ESM(Enterprise Security Management)
(3 SIEM(Security Information Event Management)

@ APT(Advanced Persistent Threat)

38. LI2 & A9/K| 2HH0Me ALIH A RYO| Ot 22
@ ARP Injection
@ Switch Jamming
(3 ARP Redirect

@ ARP Spoofing

39. Session Hijacking0ll CHet 8O = SHIEX| 942 A2?

M|4E Brute-Force guessings &
@ *HOo{ XtAlO| RISH= HIOIEE 2 &= U

320l
ct.

0101 IS8 Lo HME Y, KRS Sl A2 E W
oH= 28 BHICH

w77EX] CH2 | SYEHOH| UK A| L,

TCP MM E 21 &=MHS(Sequence Number)E
M= MMsto] M-S it D QIS S 2| m|BHrt.

-6/15-



HXE2XZ! CBT: https://www.cbtestpro.kr +YHEHOT|A ET| 7|1E2H| 2017'J03& 252 +

40. CtS Mdyo = gte HAH0{=? 43, MU0 AIR| HAXIE AXB17| OJo) AFRE= BT Q|
- SEIIAY HOH B2 HEE ZE=s & g=2?
o @ Message-ID
- HER 3T} 22 SHEE s S22
2 S MEEIEFI UDP 1LH = |:|| i FE A @ Content-Type
SHOpY 2= SIC
mimhliion @ Received

- 2U0HA SEAZHN -2 RARIE 22

CHA B S2 HIZEHZIAEH Zal
FICIE S S =olgr =~ oI} 44. HTTP S MERE 7|=0| &

EE == T A

=
-_ 7T

=ikl
e

(1200 - OK

@ Ping 2 403 - Bad Gateway

2 Traceroute 3 404 - Not Found

© Yepelimz @ 500 - Internal Server Error
@) Netstat
45. CI22 HTTP & A =E&[= URLS G| E B2 ULt
[33t5] ofZa|3|o|M 2ot (202H)) URLOI| 20]= BIELZXIS ZX S48t 227

hittps i/ weeew, google, comd?gfe_rd =cr &gws _rd =cr
#newwind ow=1%0=%EC%B4+%EB%E3

41. HTTPS Q& HI ATt OF Zi2?

@ GET

@ POST @ ?: URL 2} ot2t0|Ef L&A}
®3 PUSH @ =: 2}0|E e HARX}
@ PUT ® % : HEX 2 B&lof| A

@ +: 20|18 P2 X

< X;W:";':sdtorhe HXHEME CBT(App Store) :[CIRZE]

OAN DHO|EXO BXO
HXHEHZE CBT(Google Play) :[CHR2ZEE] 46. FTPHI2A SHO| 2 5527
2x9 27

42. Ug O, 0o S01Z Hoj= HHE ot A2?

AIno|
(@) S(=) Y=o Z2IMS HARE T2 Qlpe
B EEGHH ZHb METIS0 2 20 JRM @ ZE ALl
EI HEH CHHAM LEAF = EE]E.:“%_%_._"U. @ A°o|X| T
dgld ¢ @ 2= 0SHAM WS NISsHH 2
EATt EE O= ER JI=8 HalH HEH = St 4o i X
o S o ) g=Rp ) k=)
ASC o mm e De 47. ChE OTP E£20] T3t Mo HAsHR 92 22?
OTP XiA| MAME U= dMI ST s d2E S
@® @ Trojan, © Sniffer S Uizst Eeof thtyjolct.
@ @ Trojan, © Exploit @ Q&2 USB M= 2|2t H|Z3BICt.
3 @ Worm, © Sniffer 3 E2eHL 2 Jjsljof st}
@ @ Worm, © Exploit MHZL OTP HEE SMSE M&st 1 AtEXH= 0| HE&

£ o[ggtrt.

-7/15-


https://apps.apple.com/kr/app/%EC%A0%84%EC%9E%90%EB%AC%B8%A0%9C%EC%A7%91-cbt-%EC%98%A4%EB%8B%B5%EB%85%B8%ED%8A%B8-%EA%B8%B0%EC%B6%9C%EB%AC%B8%A0%EC%A0%9C-%EC%9E%90%EA%B2%A9%EC%A6%9D-%EA%B3%B5%EB%AC%B4%EC%9B%90/id6746083907
https://play.google.com/store/apps/details?id=com.tomatocx.cbtestpro.android

HXE2XZ! CBT: https://www.cbtestpro.kr +YHEHOT|A ET| 7|1E2H| 2017'J03& 252 +

48. DNS CacheZ £2I5t= =@ HHO=?

49. TtE 3 E-mail TE Al 2otd S ®MS5H7|

ds. kisa,or kr

O Qg ods kisa, or kr
|:-"|:||E-| E:_E ............ ]

TTL{Tirme Ta Live)---, 7972

CIOIE] 20| 5

A =l=
ZAEMZEE 21,254, 180,56
icrns, kisa, or kr

HolE 0 ioms kisa, or kr
IO S8 .

TTL{Time To Live)---, 82

|:-"|:||E-| %Dl ............... 5

rg!,.'lw_q ........................... %E‘L
EAEMHZEE 21,254, 229,162

@ ipconfig/ dnsdisplay

@ ipconfig/ displaydns

® ipconfig/ flushdns

@ ipconig/ dnsflush

2|3t =ot Mxt 2
H AJAEIO] OHLl 24272

@ PGP

@ S/MIME

® PEM

@ SSL

50. HTTP HIAE(method)=?

H= 2IH 2

d =2 29 MHIAE HSEHLEL
- Handshake Z2EZ, Charge Cipher Spec,
slert TEEE, Aecord ZEESE FEEICH

@ IPSec
@ PGP
(3 SSL/TLS

@ SHTTP

53. L2 & SSO0f| thist 2 & MESHX| g2 A=2?

54, AFsH= o

2# DEHIEE bodyW E0IM D&EHH, J
T HOIES 20| 22 22 F= O HEE

Zll0F 5l 232U = ASE

( HEAD
@ GET
3 TRACE

@ POST

AoF M| A0 THRIS =K 210]|

r

(@) SSO AMH{7t £ M X|F 0| ElC},

A8 AbE CH=2f MH[AE 0| &517| 213l 2] 22| AIE

®

S 2[5HX| g0t ELt.

@ AHE |2 B7I5HX| T 2FH| 8 Sttt

ot A2?

I

@ strcat()
@ gets()
® sprintf()

@ strncpy()

55, Internet Explorer?| History 237t & E|= D 2?

-8/15-

@ system
@ index.dat
® security

@ software




HXHEHME CBT: https://www.cbtestpro.kr

+YHEHO|AL Y| J7|E

ZX 201750325+

56. IMAPO|| Cligt dEo=Z S2l

A2?

IMAP2 AFEXIO|A| A AKX MO U= e-mailE MS

8l F= Z2EE F9| StLIO|Ct

IMAPOE H&510] Y S HOH HIY Mol MY
0| A& Z=xHstct.
IMAPS| 22 1101 ZE ALE, IMAP32| & 220'H I

EE A8eltt.

TIZES0|M X|&st= *—’.E?J 22 1F o|2fof =zt
El x'2 2 SSH 22t0[2d t

@® 2ZE0f

(@ stress test Lt penetration test S2| 7|

® compile time O|Lt source &0 AT 7Hs%t
coding O|L} AP| E¢ot 59| a5 MA 3
@ M9 A0t Hrb= A3 ©™ ool £H
58. SQL IHM ZH0f Chet S CHMO = A7t H 242?
AP X} 20| 2T SQL EHOE ALEEX| R F ot
®Ef

SQL ME2] of|2{ HIA|X|E ALEXIAH| HO{FX]| =5

MHEsiC),

@E5¢3 Eof tisl 2= nj2t0|e & A AL XL
QU2 Zfo| 2H| AR E|X| R =2 $ict,

59. Ct29| X|20| MHst= 2M 2l Hot E&E27?

0 B4 o 20 FZZ IEEE 302, 112004437
g F=40HH, 92 2E MHE 0|E%t= EAF
CtE ZEEESE MEdId, UEFE FE SHEE
A MN=STH, AES £ ZEE 88 2% g0
EE METH}

@ WLAN

2@ WEP

3 WPA

@ WPA2

60. SETO Chet 2

MAHER A
HIDI;' ot

}0}_

HiojE el 22

M2 gEstax

bEXEAM B0t SHAl 22|

@ % o ==}
25 2 4 AEE Ty lrt
[4nt=5] HE 2ot Ut (202 H)
61. T3 8% 3 8| % H2?
BES YN 92 L0 A 2 ErRlOfCt rest ot
@ 2 4810 22 TS| U522 A thES e U4
olct.

62.

-9/15-

Electronic Code Book Mode, Output FeedBack
Mode= 2E2%2 282 C0|Ct

(® AES,SEED S2 =5

@ SPN #ZE M8

37|= 128 HEE AFESITY.

H719l @, O0| MHst= A 7| s n2|E9 SRR
E’)
G JFE Chefh Hhdog 2F 2EE SEIECE
UzzletH S BZEE0 2T HES
= HAFHH CHAGH] S
o £J| WHZE ZTsiEr ghlf BEEES <0R
ol 2EE 8Es MAsid, 1 HEEE O
A HEEE M BEEEEES <0ORSHH HES
EES HiSaHH M Hat= 2y
@ @ CFB, © CBC
@ @ CFB, © OFB
3 @ ECB, © CFB
@  ECB, © OFB
AEY LT UM EE LT RESEN PHE A2?

( ECB, CBC, CTR
(@ CFB, OFB, CTR
(3 CBC, CFB, OFB

@ ECB, CFB, CTR



HXHEHME CBT: https://www.cbtestpro.kr

+HEHENTIALEY| 7|E

64. &%= A Y0 it M & MESHX| 2ot A2?
MEel ot 2 ZAH(Chosen-Ciphertext Attack) : 3ZAt
@ 7} Melifst 25 20f| Chot WES ¥ E +UACH= 7HE S}
o= A
MEH 2 A A(Chosen-Plaintext Attack) : 2ZXt7}
@ MEiot HEo| CHot 7|8 P2 4 AN 7| =22 ¥
2 0|8%t= 34H
7|X| W2 ZA(Known-Plaintext Attack) : 2 X7}
@ o 7IX| ot otL|2t BREO CHSE = S EE
Hoto] L= otof AHSE 7| E ROt = S A
S 2 ChE ZA(Ciphertext-Only Attack) : =& X7t
@ o3| Y2of| Ciot A= 22 TSI YSEUUOZ HE
2 FFSI7LE 7|1 E HotL = SHH

65. Diffie-Hellman 7| AFH 2tHof| cHot L ES AF ot Z40|Ct.

O~@0f| SO{7I0F & T2 2 AH2?
Diffie-Hellman Z| ARH 2B 2= Diffie-Hellman

5| DEENE 28 WACR (G JWeR
IAECHL 7 2 MBS ( © pE STED, Zp
SIHAM HAIZ 92 HOb THEL JHAAE (© )

g AE5HH [ @ )& HHTHH SHELL

@ @olutisE2H, © 2 =+, © 3771, @ 7Hel7|
@ QotixEH, © 2 25, © M7, @ S7H7|
® @ 2el+E28EH, © 2 He, © 7], @ 3747

@ Q@ 2e+EHER, © 2 25, © 37|, @ 717

66. CtS & OfLtch = 7|HE A= A0 OF:l ZH27?
@ Elgamal &=
@ErZM 2z
@ DSAgYS

@ 2tdl(Rabin) &=

67. TXMEO| CHet BEO = 3AX| g2 A2?

HAEM Ol ME2 CHE TAE M| Mt 2 S 2
H=35 C

o
Of =7EX H3L =AU

A
Al MERao| MAE Ao CHEt HAME S dd

& 2 Qlofof eict,

@ ofefet 2 Mofl CHei M = M| /|27t =27+5dtH, MY
ot EMO| L2 HEE + §lo{of olLt,

68. 2 MFof thist HIE 2F27

(o, SRS AR Zi0) A2l SIATE WIS 2Uch e
#olct

(p EAE BT MR K 0] A1 s0i
X| 943 K wokhis WAjo|ct,

5 SIS P12t ARt tele e EEiX| 2, 24
T AR = HE £ U A Walo|ct

TR AFE Al, FXtetm| =X | ME == WX 7|

ZX 201750325+

@%OI ALt
69. 27|0M st= @ ~ OO0l Hetet H2 A UE2?
Q) E2EH M8 HHH E 825 M
EM N E= 82 HEME JIRtE=Z Mt

0 M ER= E2 HEE I= MEMN=S T
AFERMHH RS2 EHEHH 2l HEE 2
e g

(D) HZEH ¢ BHE AAE WHM HE ZH
JEE MHH EI2GEHH = TFES E2F 2rd
(Security LabeliH 21Z6HH =2 B2 ~ZF=
Fots ERAHI 2 20 £F2 ZHHAH
BN ULE H2E NTKEE EMH 2

(E ) H2EH ¢ MEADH HHH B2E M. A
EATE G2 HIE AEHI BHI O ZFE
EAdH [E HE HMAE SHH AMER-STE,
S d-gms BHE S 8228 HiEe

HFH
= =

®E AN, © AN, © At 7|t
@O ZHH,©Ag7|E © LA
® @ Yo|N, © Aty|et © LHH
@O YA, © ZHH, © 7|8t

EI

70. One Time PadOf| CHot M & SX| ¢S A2?

A AT BE HAIX| 0|9t 22 7| AEZS Mo}

Ct.

rot

oo

ol 7|9t 23t 7|7t SYSICE.

One Time Pad 2= E ALE3t2{H 7| Hi40] HA 0| F

O{Xof $iCt,

@ TAL B3AE 8| £|H A|ZH0| 2H|QIX| 22X o2 3=
=ict,

=

® ©® O

-10/15-



HXE2XZ! CBT: https://www.cbtestpro.kr +YHEHOT|A ET| 7|1E2H| 2017'J03& 252 +

71. O3 X|E0| dHSt= A7 74. 3I07| ¥ Qa2 Z0H|UF| 2= S|SB0 Cigt dES
. E8] 7

012 MTiMassachusetts Instivte of Technology) 2827
CHEHHI M HEEE 240 23 SHIM HH 2IE M 2 ®RSA,ElGamal, ECC, Knapsack &= 22|52 24
E M=%t UWEYZ IS AAHOICH HEF 2= 7| 2t ma|=o|c}.
Aty JEE = AE DIERIE =222 2HEF
SHEHHOICE O] AAHS 2XE 2ZE 20|19 @ 1271 2= YRS G4 erwtlor 200 SUet
EOH| MHH B3t E St ZA0ICH 01519 2 7|E AHESICt.

SEE HOEY J24] BBES BRI

A7 s YDA FS AER A4S Y2ZH S22 9
S S 490, 02 CHEOZE 3| SHHEH E ® 4 ormaizos L & ot
I 2r Al FHMH AT AFE 27 M7 2SS ZELAEEEHET M
2 oIL} Zoh7| S YNEE2 HYF| US YDA FECHHA
e P a =18

@ Diffie-Hellman Protocol
@ [Kaibares Pl 75. DES % 3-DESOf| 2ot MHO = R E 27
® Needham-schroeder Protocol b

@ SET Protocol

DES9| S-box= 25 M¥(Linear) +X0|0H DESQ| ¢t
Aol Al mEo|C},
72, BIAIX] QIS0 AFRSH7| SI3H ShA| Bao] E4 X OF3t 55 A gl sia 20t
StMo|2tl EEE A EME? DESO| F-&4-9| k&t (Expansion)2 /21 32HEE &
N L 2 48H|E 2 stxtst= apHO|C}
1, HE OIE X0 EHSHAE 8101 41910F 812 Hi 213 = 48| k= 2hgoltt
st 37|90 2212 MAsHoF Bict 5 3DESE 2 = 3709l AJ= T2 712 0l 83101 DES
= b= MR8t Zo|ct,

76. Ct= X 20| 2Eot= dEME=?

T 0T S5 x Off CHEH A H y)E U&= =
@01 qu- 740|071=|||Jnl:;:1cj§(:')7}5(*)Horsrt;)r =HSSIIZ SZEUTHM LBL= ME 3
e R = HA HZE 2E5A %2 8 ¥H 235
@ HOO=HU) B Bt 4 (x, y)8 3= 2ol Asoz SF) AMELIE UEEES| OFEAI H EHER
2715380F BiC. £ FZdE= MO0
73. CHS X129 @~E0] S0/Z HHol= HEst 22? @ KCMVP HEX|H £
@ I AHH E SHAT oSt MR @ Vay AZHE
JEEIH HEIAL HEH S AR 2 e
fts 9IS Wl 2 e
© ¢ AAHS HSH NS AERE e 237 @ CAVP ZEH|E
S B MAHS HS SN S DA
E;I':l J~I12|:|| :""%E"J_ ?‘:"%% M_g_#el- —Ar ﬂ 77. EI‘%% BLP EuHol Eg; |_|.E|.|_H—| o||:|. EO._% J_l_l.Ly.:I-
== HETHS MHI= o HobS 3 ALO|0f A 27| 2F M| HBto] HEE2 A Hxof Al 2
© : BN B ZHIF SHH BHHE AYS Y o)
5 %o NUE HOISE 2B 4R -
(® Read-Up &Xl, Write-Up X
OOHZHA,©7188,025 (2 Read-Down X[, Write-Up 2XI
@Q FHO, © 25, © RALX (® Read-Up &Xl, Write-Down ZX|
@O AF, O AN, © 7188 @ Read-Down Z2X|, Write-Down =X

@ Q5,0 78d, © FAYUX|

-11/15-



HXHEHME CBT: https://www.cbtestpro.kr +ZEHHOT|AL EY| 7|ZEH| 2017 H03E252

78. ofzHo| CHE 7| Z YRS A2l FH2 YHE EXtof| ZEE|X| b=
72| SHIEA F

[

= Y112|E E Feistel = #XR4SPNHZ 82, L}
o]l Z. 2

(@ (DES. SEED) : (AES. ARIA) O ArHEE" It

@ (DES. ARIA) : (AES. SEED) @ SRHerHY

(3 (DES. AES) : (SEED. ARIA) @ ZZNEQ| W EHAE Y RX|E

@ (DES) : (SEED. AES. ARIA) @ uH SN U THF 2" 24

79. HI7| X229 @, © ol MHst 427 83. LIZ ()20l S0 Z LB ZE S= A2?

Esl By = nPLF_l (@IE P2 Hilats Hav=(EEEZ BEIHHY 2UE) @ =23
7S LML 2EE 2 MY ( ©)E Idks HELSHE BEHSUTY AP YEE HEE
2= &Re I ZWE =Pl EalEtts A e () EEETNE ZEEr ZEE ER|HH
= AMEz=2 [IH-r HELL 28 =H3 2= Algt "B#REEZ EL|HH S FLHE #8238
dElE2 0IEH 204 2a2 HEHSH 2IgHE D %= FHH HEHH H3TH M2 2= =Hest
S ZHRIFCH AN EHEHH 2ES T 4 SICH

OOk E NGRS DI 7|12 . 22|H

@O+, Ot @ 931 B M

®Q 4+, 022 @71Uy. 22447184

@ Q&S O @ K&« AXH . ElAH

80. T A== A0 A ASUHY L2 LNEFCR XFE g4 olmadsia A| ma{slor & LR O 2 7}&t Ha| 7t H 2He?
HIZ7| EELZ YN2|FCE LHE A2?

AT

=7 HE, HIAA| OIRAR 43, | e Afo|EQ]

o= o
(» @ AES, © LEA, © SEED © xa| 2 A
@QAES, O LEA, © ARIA o A1 L4 012 Ajzt0] Z2ftof mizt o 22 & 40|
(3 @ ARIA, © SEED, © LEA HEEHE=AHE
@ @ ARIA, © SEED, © AES 5 A Be 20| BRS NB, A, M| A 570t
o AREE= Azt
[52=] &0k g2l A R (202R) @ TUYY, FIIH I8 RY, HgYU SIS Yo
A A
81. Bote| M0l st Mo|Ct. ()0l S0iZ Yo HF ==
2He?

85. YEH AEEM 7|0l st A2?

( 54
ES AN 5D BMED, HEED HUS @
MEHCRM ZAAY 4 W0L JAL ()0 ®
Q= NAMES WA D, ZJIMO FCH —
A2 M2HE 235D, M22 (0 2 e
57 2 EHHE 2ISEHIH @

X
(=]

i

alag
10

o

d0

® © ©®
_|_o
oot

o2t
of
==

-12/15-



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHOT|AL HY| 7|22/ 20172032252 4

Hetet A

86. Tt H7|9| @, Lol E0{7t0f & T2

27
!

BZEMES ( @ I2HEID ( ©)0NEke =
S LHFMELE © @2 "AEN Rl=
= FAUANTE YOIHH, ( © =2i=) "1
0 dZtE "atks 2101 HERI=NE
THL

=]
T

AR
AFEH
210

OoEe O s
@ Q@ HiX], © 87t
®QAF,© A%
@O HE,©

20|

B

SLYEXNZ|7]7|9] EX|&2F Mt

FAEEE X2| Mot

2|
=

88 MHHEHSHM
sfof et Aleto =

Aol EEs SHEE Mg

HESIK| §2 A27?

=

AMEXIOl|A| M S3h= AH|A2] 00| 2IH2| HIF
SoH YEE S A2 K=
HIAS QIHSHA| AtE S

Of StCt,

A
=
2|

L}

H H 4 =
W zo |>
l 0k

=2

r

OF ot M
3

$Q o A
2
1)

o
m
ro
r
i)
m 2
N
HT
o

r
.
0
mujo

rx
0% of
[e]3
e ol
o
rot
o

]
Uy

oz

Eog
|

rﬁﬂ o

HEESE 57| 93l M= HIEO| Bo| 2REE2
@ O[HHA| Fafiofl 2 &4, M| FHolol| e
U2{5to] LE5HA| Z2sHof strt.

A Al
==

90.

A0 1

91.

HCt

AEXHS0| I ZRE A

+ TS BarfE S25t0]

92,

oat

-13/15-

2
I = =

- 4o {0

a

02 ma r2

of
B
al
rlo

14

ol
T

OOHEREHY,
@ @ AlLE|2E, © Anto|
@OodnoY,CAEREY

©)

It

=?2EY, O ALIZ|Y

HOIH B S} A BHEA|
@ Halste Hela ol 4+
@ QIR FFxtel oIt of
® FHelx ol H3xt HIZ of

@ YEFH H2S N sy Y

HAZYEESHOIM Holst= MAEES

E|X| @b A2?

S



HXE2XZ! CBT: https://www.cbtestpro.kr +YHEHOT|A ET| 7|1E2H| 2017'J03& 252 +

93. L3 X|20| FSH= ABHEE? 96. HXIMBEHOIN &St U= 800l CHE HH & X[ &4
HIF MERI= IT 22tHEH Hil 22rEE TSt Ae?

= HEE HESHYE PP(Protection Profile)E H
2Tk, sM22 B S sz B 0IR
HELCH A= IT 2OMRIEL] 2otey 2 3
M BEMH M2 EALI(Evaluation Assurance

rlo

ZtAXI0lAH R

o o |-
£ 20156l 0|2 S HSH= A ™

Lewel 1) - EALVEwaluation Assuraxe Level TITF HXIME 2 AHEXE <telstn MEXI} 6sie M2 A
T TSEHE EHENH DS MIF HEDCH o MBEIRS S LIEHLHS O 0]2317| 9/3t0] MALE A
o HEEHL =25 o Hetel AP Helo Hus
(M CC(Common Criteria) Loty
@ ITSEC o LES TN SuRLT} AT Rt 22t
® BST799 Che AFAIS S10131T 0|2 ZBsts 39|S stct
® ISMS HAEAS B K 2| A A0] o|stod FAHY Sef &t
ME|0] SAI L AMEFL HEE HEE Ui
| IHOIE R S O HQIEEO| Ity | 9 BE A| bR HE
six| ore oL 97. kS = ofzHol Chst Mo 2 Jha xetst 22T
HEHET S 24, 7R oA HEET A
ol 2| 0|22 50| AE Tl ZA| I [5t0{0f ] ]
sy HE &8, HOHY N5 SR B TR
=t HAAHS HO REE| Fi EOEMSE H
o) /M2 AR A telel Zpo chsstol 2ia7 |2t et 25 EEEt 2M
stct,
ol E M
o NRVESE TSR] 93 SRR A CHE ARl © #im2AAM
o Ha|8tod K& « BHR|BICH, @ HEESHMY A
MR ot HElQl 32, S0l 27tstt Moz & B YA A 2 M
APR|StCt,
= P @ PR HerE A
CIS = ZOIQIZT| 0| Yast= ZOI0IS A 5HE| 040 N
9. M8 & STBSIIE0] 2SS SEASHA FRHORT 98 012 e wan Aug et 278s e 1
L AFgH0] ofd 2 Baielzp
@HE ©&H ©24
o o H = xq ]
@ JtARte] MAMEHSEE ~ @ 32H @ 2f
B2 Ligst 2127
@ 2QIOIEM H|UHIS
D 3-0-0-@-@
3 FHURIS} BOIQIZT| 20| O] BH= FIRFA B Al
o BUIUE7IN B 5 BololavIng dele 4 ols e
He ®6-©-0-0-@
@ 3-©-0-@-@
99. JHQIF o ObH A B ZA| 7|F(TA)2| MTE(HRI RO
oS 8h)ol| w2t A QS sisto] KEBHopsHS oI M ot
Ol 2427
DHLHS
@ nRAHHS
@ Hio|2 HE

-14/15-



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHOT|AL HY| 7|22/ 20172032252 4

N
o

100.0t2f LiE0f| cist Eo = Tt Helot 422

81

FE Mol A JHERE EE S HHISE #I5

0 nd ra o= |

|
HIE 2Nzt o= 2= 0 2R0ICH

AARD] JBAT NS HEEHD A
2 BEED AT LA AYTSHE

oot
AL

2 = H
40

e of
oot 1x
0= o0&
2N

ot

® ® ©®

=2
r
J
-4
2
Jor

-15/15-



