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- Wfuzz

Cain and &bel
THC Hydra

@ Brute Force 22

@ Web 27

0l R2Eidual mode)E T|H
I BE(user modei?t HY 2
Eikernel mode, = EZZHH &% Z2EI0ICH
O & MEXN EE= EAH TEHE A" £ o

SO, OlgEr E2H MER Z2H A= =2HA

HH =2 85K TI=0. 0 ¢ Xobct
T & (1 =i=) 2 EU Z=_180 =2

HH AOIH 2EHOIAE HZck= 2010

@ A|AH! 22| (system management)
@ ANAH S E(system call)
(3 D2 M|A 22| (process management)

@ A7 E3(scheduling)
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@010 **6 mytest
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ORI R EEREL PR

Jetc/crontab Tt XH2[eh 2 S Z0| Yo XNF

@ £|0f QUCE

7HQl PC £t 2ot M Areto = MESHK| gf2 A=2?
@ CIAE{2|(ClolE 31

), A= 0jEX Hd

@ HHol2iA WAIZ 2B Hol2iA B MY



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHO|ALHY| 7|22 20162092242+

9. St=ESofet
ot Qe fIER X AER| 7|(Registry Key)=?

(D HKEY_LOCAL_MACHINE
(2 HKEY_CLASS_ROOT
(® HKEY_CURRENT_USER

@ HKEY_USERS

10. C}S xinetdof| CHot MO = E2I HH2?

[root@forensics =inetd, d]# cat telnet
service telnet

1

digable = no

flags = REUSE
socket_type = stream
wait = no

user = root

setver = Just/shinddn, telnetd
log_on_failure += USERID

h

@ ¥ telnet MH| A= S= F0f| ALY

wait 50| noQ! 24O 2 E0t single threadZ &S
o|0o|gtct.
A7 HEll= AEZ] J|gto| MH|AO|CE,

S MHIAS Ast o2 2 ae

/user/sbin/in.telnetd O|C}.

® ® ©
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12.

-3/14-

CHS & 7ha HEEX| 242 2

He?
— AL

wtmp: AF&XE0| 219
ALt

pacct: AtEXp7H 21¢Q
@ YHT HH AZH =E

st 7tx| 2
HE JtX|1
AL}

utmp: A|AEI0| Sixl 2
=E= R oNn (s}

btmp: AHEAIE 2 7H OFX|2tol| 231 A7t H&
IP, tty SOfl cet HEE 7tX| 1 It

= RH MU HEE AEM =2

HEEEEHL EEE AAERE EOd
g5 2d Z=J#e=s FAHHZ0IL
I-EIIE g et 28 Eulf 230k 0l
IE2= IFEH, IEEEH, CoinVault
EJHC-E ErE;I;I,:;l DI|:|.

— 19
L=l

@ Hfo[2{ A
@ 2EZ
®¥

@ g

HHEXE &MU 2 B2 A Lt

n E

o =
[0
£
1
it
40
o
ih
10
3
HJ

ne >
ret m
[N}

e o I | -1

234 JE2| Zadt ‘:'.JE@D.

HEt22 gHlhl= Z=2 08 &AM
2 A HHE ZHEZZAHM
HIHZ =

|

A4 k= Am
g 1M ro od

T 0

il:]l. :,H?{I-EID-' DI
45 HEF

=2 OO

-

[H1 Jd Jd i

T8 HHH A &S
JEJ} AHE|H 2E AT

= ==
T 2= —!_||:'I-

(11 T e S Y

4
4

=

L+,

@ 1L
@ 1—»CcoL—>aE
R CoL—>1—>2

(ON=t A E



HXHEHME CBT: https://www.cbtestpro.kr

+YEEHO|ALHY| 7|22 20162092242+

15, Process ID(PID) 1HEZ 7tX| 1 = TEM|A = RAQITH?
@ init
@REZH
®0sHH
@ BIOS
16, =015 AIESI0| HZSHs A ANOI Q153 HX|X| ¢
0 | xte| S PS4 ULt ojof| LSt LMo = £X|
o2 72?7
@ FI|MOZ WUQ| o2t S MMt FEM HAE
St
@ EZQt NH|A TET HHQUEKX] oISt}
® SIE RO XAWB|XILL B|SA A|AIO ps HHHE E
o HIHAEQI T2 N AT QJ=X| OISt
promiscuous2 HAE|0 JY=X|E FI|H 2= HAlot
C}.
17. SiZ7|Hat O cHSxof cist MHOZ 8X| 42 Z12?
Buffer Overflow 22&: TZ 49 A| ZA|Z} HAE &

O]

8ot 2|4 2SN Z K|

Format String Bug 3 &
Chet Betst Fol

2 Ci|O|Ef HEH (X

)\E'lx-l

o

(3 Denail of Service 34: MAC FAZI2 1HO =2

@ SYN Flooding 32: SYN Received®| CH7|A|ZHS =4

18. Ct3 280 il = 34 /Y

27
[

o=

H2F M0 2= Sestern Programab E8EE
Exploit ProgramOl HZ &2 AZHHH &N
systemn Program0| == #HEF2=(5Set-User (D7}

E= &R Fh:u:ut EH ~-1 Filel THEH AccessS

b=akH §h= 2T

=

E

() Stack Based Buffer Overflow
@ Format String
3 Race Condition

@ Synchronization

19. 2l5A MHO|A 2|59 B E Ping of Death &

fIotH 2[520 7|2 AHE SMdS =HSH
Hol=?
@ sysctl -w net.ipv4.icmp_echo_ignore_all=0

@ sysctl -w net.ipv4.icmp_echo_ignore_all=1
sysctl-n
net.ipv4.icmp_echo_ignore_broadcasts=1
sysctl-n
net.ipv4.icmp_echo_ignore_broadcasts=0

20, CH2 327 A7} 7l CA4 AE9} Hho| 42| TFYo|ct. ofof
T3t MO H3tet 2127

[user@localhost test]$ ls -

total 20

-rwsr-xr-x 1 root 13923 Oct 7 21013 test
-rw-rw—r- 1 poot root 88 Oct 7 21012 test, C
[user@localhost test]d cat testc
#include

void maini}

1

setuid(0);

setgidi 0%

systermn(/bin/bash™.

I

2= AS
Ct.

@ /bin/shS Al%A|7|= 222 o} Sniffing 7|#o|Ct.

Z HO} Race

A
o T

setgid A|AR] 22| QIXIE
Condition 7|2 0l

setuid A|AEI 29| QIX}7H 00|11 A

(® Yo MO|M0| 475501 A2 HOt RE
= M 0{0|L},

main g==2| 2|HHE}Tt void 0|2 2 Format String
Attack@ 2 HQICt,
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. HIES{20] EXH5t= B2 72 HH| & 2|I|E{(Repeater) 26. CI3 X220 dHs= A2?
01I Chet 2¥o= FRE A2? EHYUEAMAMZE Telnet 85 A MERXI=S HE
@ 22|AZ0f| A SEHSH= EHH|o|Ct, OlLh HZ2 D2 EHEH, fMEH A&
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= 0 B E ME5HD 2L

E-’—'.‘-’S.QE 274 ol &2 Alo| 22 HESCEM 0|2
el H
@ Signatur-based detection

O|HYl HE|XLE 2|I|E{(Ethernet Multi-port
Repeater) EE= HE &E &A|2t 1 S2ICH @ Anomaly-based detection
® Network Behavior detection
23. C}2 & ™27t A|AH(Expert System)2 O] IDSOl| A A
85| X9 EFX|7|HS? @ Stateful Protocol detection

(D Behavior Detection
(2 State Transition Detection @ HEST MaTE
® Knowledge Based Detection A
(@ Statistical Detection et oo,

® MEU OtA S = 32H[EQ| 212 JHEIC

——

7} 2} =]
@i’&%% #%”Efl:f
@O HTTP-80
@ SMTP - 25 28. Ltz s RZY EHE floll A 8dt= Z2 127
(3 DNS-53 @ tripwire
@ TELNET - 20 @ tcpdump
® hunt
25, CI2 X| 20| dHst= A2?
— @ dsniff
- HEZNEEE, HEMEMN 22 ZHE Ol
=ot/l #al dois S0t Che & S AE M2t QIE{Lll #|0| ER|O] AtO|Of| M TA|X|E
- HIWOIE e SR BED wa A, g | O =S=R Y S =
ol = XL 1T = L. 740
A Pl S 224 H3Y ZS #@y IS0 Hofonef s BHFs RReas o= 2ol
ZETREHL, @ SMTP
@ SSH
(@ Network Access Control
®ICMP
@ Network Management System
@ IGMP
(3 Enterprise Security Management
@ Unigied Threat Manager 30. C}2 = SIEMO|| AF2E|= T2 Jaia) 74&F A2 7t o He?
@ SPLUNK
@ QRadar
® Arcsight
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31. VPNEEE Qlsl Ar8E & gl A2? 35. CI22 IPSec E{'EEE0A IP INZI S =36t n 2B 7| 5
g $Ast= J-0|CH @1t OO0 F7HE] = 8lle] HEE HIEA|
@ IPSec
SEREAE
@ PPTP
IF Header data
® SSL
1l i
@ RTP
n L IF Header data
32. CI2 X2 ofiH 29| ICMP HIA|X|E MHSH= Zi0171?
— @ new IP header ESP/AH
HOHE EWzs ZAEHH IP QOB MY 2
SH EE HASH W IO =&LTJ RNSS 2 ESP/AH new IP header
[m] [n] = [ =
ErEljl TlDH EI‘TE‘I]I- ELH'_ [Hl AlIl @ IKE header new IP header
@ Source Quench. @ new IP header IKE header
@ Echo Request 36. DDoS 713 thS At &M S S| LIgs 227
(3 Echo Reply L ELHEHE LE ZME2d O S3EA
ey
@ Destination Unreachable oh Z=xA OF MFEA
33 UEYAS S4 2M LANS 21| 913t 7|8H 22w 4] @ O 7L L ot
o] oftl 2 2? @ &}, 7t, Ot Cf, Lt
© 7 4" £7)3 ® 7}, Ct, 2, Lt, o
£M Mot M& gl @ 7t Ct L, 2t Ot
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37. HEXQI S8 AH0|ES0| | BfStHOf| CHE M & 2K
@ grest |x| 92 S HloJEf =3 ot 7127
9 LESIT0 HBE AFEE L HEYI0) H
or HEES @ E HEE | Y HHEX| 94D DA S SofA0
HXEX T CBT(Google Play) :[CHREE] =i},
34. C+22 1PSeco| AH Z2E 20| 3t g0 chst ABo|ct, ot o7 HEHI 7 HEHI 20| BEE 2= HO|
Py B sfLto| m2tA|S S8 A2l Elct,
@ 2tRE{Qt 2tRE 7to| IP IHZI 2 A 3f3ict, I2AIE Sl 2712 MZ CHE HE0| BHED= 2%
@ CHILD} 1Bt 7h0] |P A OlB IS @HIE-‘?—JE IE’E"E._' ALEXHENA| LHE HEYZI HEE
=2 (<]
ctotal gt E ZH THZ 10| CHSF A Al O|= gl =AHM
@t Ei A TP HR seRs R rAs S8 ABUIA H2J3t= HOIE(] ThS B2 715 2
= kol
HIAE AS Bt @ StD2 T30 WEY $X0| Yste{Brt 43 HOH AH|
@ Tt 2t 7Ee| IP IH3IO CHEt SA1 015, RZEM O AE M Zotct
2|1 Aot MH|AE H[S L

38. tt5 & W3 HEE Ao 2L SfIColM HEE £ U= FEIL

© SHX 1P F2
@ TCP/UDP AA ZE
3 ICMP H|A|X] EFY

@ mzio] Y A2
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39. X2l EME Z= 34 22 Faiel?
HOME 872 HHdsE 2= &8 JHe=
TCP Z2EZ 9 228 HOE 2342 # 2k
= 0lEfr BE=2 HEED MHISE HME &2
MHE &gentE ZHEal= 23 JHHOICH
@ Botnet
(2 DRDoS
3 APT
@ Sniffing
40. CI39| 34 WS Wo{sty| oIt MUK AR REOZ
JHE ®MES AR2?
QAN A E 2E[EE 2N EE R A
B HEZH Sl AMAEL MHA & 'E
=22 NEGHH W3S #&FH

OF=E=)

2| H|o| EZJlo|(Application level Gateway)

@ 2| 22{|¥ A 0| E#0](Circuit level gateway)

@ 43! ZE{& 2t2E{(Packet giltering router)

@ MENZ AL THZ! ZE](State inspection packet filter)

(32t5] ofZ2(7|0|d et (202A))

o

41. TS & O|HY(E-mail) EAIE sHM ALBElE Z2EZEE
P ESIESESYCI N °s% A2?
@ SMTP
2 POP3
3 IMAP
@ SBMP
42. ™At Mo 2 2E]= Lostof st MHo| MESHX| k2
A7
@ MRS Ao A E= YSAIARR SIH7|ECt A
7|& At 38tz A|ARIO|CE
@ MEXNOE MHO| Hotg |X|Sh= 7H b=l diH
2 d5etE = sk= Zo|ct,
® S SH(Encryption)= HIO|HE 12 = Sl FEIZ o
E= AS ofo|gtot
ASE 0|8 A= HH2 XHAH0| gl= A2 HHEXIE
@ 2E| ZHE SZUOEM JHQI| I2tO|HA|E H&STt
=0l 2|27t ULt
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o 92 = #{opHS 0|83 2HOE Jhe Ho| ALBEE R
g2 Rolelsp
@ sSQL &Y 27
@4 27
(® CRSF 324
@ 77| sto|xz 22
44. CHS OTP M4 WAl Bgiol7p
OTF E23 OTP QIZMH2 E75E UIE
4(Counten)® JIZSE MBMJ QIZS oy
MO OTP 24E M AFITH

45. L2 S dE

4e.

AMEBE[E Lot YHOZ IHY X

(D SSH(Secure Shell)
@ PGP(Pretty Good Privacy)
(3 SSL(Secure Socket Layer)

S/MIME(Secure Multipurpo
Extension)

2t &2t 2 AH Ztol 2

H
=

se Internet Mail

LIS MAIHY T2EZS 29101717
- HEE AT B&a10 #E Z2EE2M O
A MBI HAR 2= JISE HSTEHL
- EMF| BEME QIEN x 509 HAE METFH}
@ IMAP
@ SMTP
® S/MIME
@ PGP
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47. L2 X|20| #¥5l= 3F7|H2 2417 52, HEE M 22|= AFRE|= ghAlof| a2t o2 7He) geoZ Lt
HAZHILE & HE SH Z4YF0 A3EEE & O] AYZE 4 QU T2 M I o4 SEA| MMEE
HEEEMN MEAD I R JIEF HUEEE E XKt 0N H Tt B AUCH L &7t B B AA-
Z MIEE F&ESHASHEALE SFEM2E OEEE off ghete| = FH2 RAQIT}?
gt HHFEE = 5 @ Text &

oz ez
O Oj2jojE Hx 22 @ Data g4
@ F7|/MM A= (3 Stack ¥4
oo
(3 XSS(Cross Site Scripting) @ Heap S
O SElL liEaion 53, T3 30| oot 227

- M EHM=E B&E OlHZfermai0H HE
HAMNE SEH AESEIOH, =4 SEHAMS

48. L2 S FTP 3A A 7|52 SHIZH H¥st A=2?

@ RMD: Tj2! Cje 2 DM E3E ATLMRE S0l Dy AS
siC
STOR: ¥ &AX| ot X & _ _ _
@ | e X CHIE 2E Ji2s ASs
@ CWD: CI2Ef 2] 44 C OIHZ WERHOAH S22 plug-in) 2

22 EEQ] METI0H
- FHE HEA=E E HO2RPhl Z2mmermannd 0|

® MKD: C|EEZ| 52 H7|

49. U™ Ztol| Ciet HES Fefot/L 2XHS H4F, HI0[Eo & .
RE PAX™E SO Qo et 4= Q= Hob o nt 7Hat
Ha|7bH 7H42? @ PGP(Pretty Good Privacy)
@ SQL Atel @ PKI(Public-Key Infrastructure)
@ IAZANO|E AT2E (® MIME(Multipurpose Internet Mail Extensions)
@ CMD el @ IKE(Internet Key Exchange)
®3Y = 54, S/MIMEO| £88t= 7|50] ol 2427

AKX 712 HS
50, TS = {2 A (Kerberos)2] 0| oftl 7127 OB 7128 B2

@HAIX REY E=

B &Mx B

@ Hlo|E{2] RHA S X Z Bt
® EfARmE TQsHR Sict. @ e HE A
@HE7IE 018 712 Mzol 7kSsitt, 55. C12 5 Bo AE |ofy HZ £0| ofel 21e?
51 IS A MBI A0 CHBHA B & Qs M 22 78S 2ofol @ gdb
71 @ objdump
(@ Active Contents 2 ® ltrace
@ E=Zo|=0t 34 @ tcpdump
@ MH|A {2(DoS, DDoS) 22
56, CI22 YAMH 20N £ £ Q= MENTEZ HTTP/1.1 0N
@ Mail Bomb Ho|3t 2i0/ch, 0] & HRE H2?

(1 304 : Not Modified
2 403 : Forbidden
(3 404 : Method Not Allowed

@ 504 : Gateway Timeout
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57. Tt2

& SSO(Single Sign On)2| &0 ol Z2?

O 2 HE YL

58. Oz X|22 AZAMO|E @K 22| =(CSRF)9| Eotjs

AEet AO|LE LHE & () 2ol S0 Z HEO| HAl & A

22
e

2]
i

A7 HRMELES (B ) g
Sidt ol E Z™HE Mlat
EE) AFESHH, EF7

ST ¥ & EHCL
B2EF JISH [HDHM'_ (D JoKEh OEN
BiE) RETHL

Toqm err 4= o
1
oA
b
F_
[
]
—
a
afn
A=

m

(A): GET, (B) : POST, (C) : M, (D) : AL Xt MM AT,

®(E):xHAr%
®(A):POST,(B):GET, (C): MM, (D) : 37| Al (E):
MALE
(A) : POST, (B) : GET, (C) : E=, (D) : 27| A, (E) :
®
Mels
@(A) GET, (B) : POST, (C) : E=, (D) : AL2Xt MM &

59. S/MIME(Secure/Multipurpose internet Mail Extension)

60.

2 J|E MXIQM HOM|AEIO| 2| EQI PEM 713i0| 2EHA,
PGP2| LS HotAM D} 7| = A|AEIDLO| E310| 0|HA| & C}
= H2 22tsty| 2ol IETFS| 2P E N A RSADSI(RSA
Data Security Incorporation)2| 7|&& 7|dt O = JHHE ™

XpH Hoto|Ct, S/MIMEO| 25t 0Xt St= SHIt O A

=27

1L
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