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[12+5] AlAH 2ot (202H])

1

2.

3.

of2 X|22 2|54 AAHIM BEHES Ao Auto|LCt,
(Zholl M =H5HH MiidH= W22
testuser@noodel Yhame$ 1s -al tests
drwsr—=r-%  Hestuger testuser 4286 jan 13

12:26 testuser’

drwsr-=r-2 testuser? testuser? 3096 Sep 14
20:26 testuser?!
drwsr-2--4 testuserd testuserd 4036 Jan 15

12:27 testuserdy’

testuser@noodel yhane$ id
uid=1001(testuser) gid=1001{testuser)
groups= 1000testuser), 10040testuserd)
testuser@nodel:hamed - b3

@ ls testuser2
@ cd testuser2
®) cd testuser3

@ |s testuser3

[t & D2 ASt BHRIE MYOR I H2|7h ol 227

IZMAE Z2MA HOEZ(PCB)2= LIEHH
O MAEZE Z= M 200 Cist e HEE M 52 MY
2E olnjeiLt,

ShLto] B2 AL M4, A

ZOf HE HetE A KA ECt.

FH[, OO, 28], 02 B

S

OT2MAZLAAZ XIS QASIT 0|2

St= 53Xl JHH|E 2l0]etct.

A EE TEMAHLCHZ £He[0|H, XHp o ZEofl= 2
@ AISHR| @11, T2 MM AFHZSZO| THRIZ2M AHZSH|

cth.

SO} AL

HoO

E|

=

e & Z2MA AE-YS ST CPU 852247101 AH2?

@ CPU O|2&(Utilization)
@ A AR 2| E(Throughput)
® tH7|A|ZH(Waiting time)

@ =AM (Expansiblility)

4. MHO| AAE C|A3TH o2 JHO| HHE 2 Y=o AS i, O]
= ‘ﬂ’ﬂaf | 212|517| 2%t 7|=2 M RAIDE AFE3ICE CHE 0|
& ZIRAID HEEM 2 A7

1 ) Mirraring 2128 023K SH42 OA3
H HE=E HOEE CHE OA30 St JHE
ot E E
f L D OOEE M2 HY OA3H 24 HES
CE M. MCIEl B8 E3 0o CA3H 244
HEE,

@ (71) RAID-0, (L) RAID-1
@ (71) RAID-1, () RAID-5
® (71) RAID-1, (L) RAID-4

@ (71) RAID-1, () RAID-3

5 E|HE HRHEEEQ ping HO| it SHAE
"Destination Unreachable"g =& =1, H§& 2 &t
7| fl8H 2|54 oo M BFSt= B2 B-E0 = £A0R
(O DROP
(@ DENY
(3 REJECT

@ RETURN
6. SHTE Y Z 3UY oojE{et 7hE A7t H H2?
@ ANZHEE 22 ALEA FE
@OoMEZT
(3@ 2 L= dolH

@ mENA™HE

7. U322 EZo|30re EFof tgt £
SHLEE?

o|ct. §#0| 7t CHE

G |15
@HIO|E |

H St Mol =
SHM ERI7t LA

(® Heap
@ Stack
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10.

11.

12.

13. DHAAAE HZHO

EZ0|S0t T2 WO Z AR I EE JES JIEZEME 2

H =

o= HREIM
Y= ZE A0| 7|BE0 HAYE S0| =EYSHA ==
HP7|EE2 FAUIN?

Moz MEE[7|MZ0] 0| Z2 0| S

HTC T A
DO ZEAM
@ 27|
® DoS

@ 7|23

[u1]

sS4 ANAES HE LHEE E2M rule 7|52 THZ! EE
|7

connection tracking 7|5 & CIet 7| 52 M35t

u

[
IS5,
A2?

rr o

(D TCP - Wrapper

@ netcat

@ iptables

@ xinetd

Ct2 = Window OSO|A 'ADMINS'2t= 2QXH| 2RE

H7ote HHOZ 82 A2?

@ net share ADMINS /remove

@ net share ADMINS /delete

(3 net user share ADMINS /remove

@ net user share ADMINS /delete

CHE & FI9d FHa 71 A2 7 H Hot ==
(D SATAN
2@ COPS
3 Nmap

@ Tripwire

T =?

@ chgrp
@ mount
® fsck
@ df
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14. A=R0M A2EIS] TAHl HY HEEH A=

[

=
Ez2|9| I 2 %SystemRoot%\config C|HE

g
Ch. o220l MEE[= =1 I X[AE2| otof Cigt HHO

X g2 A2?

(D SECURITY - A|AElIQ| Hotn} &3t 2t
@SAM-ZZ AFD OE FE

(3) SOFTWARE - A| AR REIOf| Hot M M &
@ NTUSE DAT - At2XHE M M

15, UNIX A|2EI0IM CHE 2l chmod EE
O| 5{7HH|E(8ZIH E)=?

2o T

s - | test]

-rw—-r-r=1 root user 2320 Feb 3 1320 test]
% chmod o-r test!

% chmod g-r test!

@ 644
2244

(3® 600

16.

@ Spoofing
@ Honeypot
® Sniffing

@ Switching

17. O3 LHE2 ol= 3 A7 Hoj| et 2Felof?

—— 20

Hil AMAHE BYUsE E testdls
CIEECIHA CHO
IHEE HIOIHEImHE E
Exploit stackHl EZT/HE

—

=i
LETHH RETE EM

A==
ZEL

[
b P
=
A et 3

H= E}‘:Dll:llt
[=]

FH&=F A
E:qE I

3
b
=]

al

=M GIOIE AR
M5 ShellCode

@ Buffer Overflow
@ Format String
® Race condition

@ Brute force

testl
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18.

19.

20.

Brute Force Attack 3 Dictionary Attack &
HA2?

@ John the Ripper

@ Lophtcrack

3 Pwdump

@ WinNuke

MHEZ|XHE 3t 2ot XA 5 8X| 42 W27

@ ZE2|Xt 3 F ALEXIL| A S £ AS}EHCE

@ H7|1xMo= otelnt ClalE{2| MO|MS HATHIY.

(@ HE|XI2 ZHAst T0f| = BEA| INAQ =S HABITY,
2 MHOAM MMElE TZMAE Z2|XF HSIOZ M
o|X| X = siCt,

IS & 2|54 AE 22| ot /etc/shadows EciM & 4
Sl= A2 Rl

@ AMEXAH 0|2

@ L3 EESHA| 12| E0| MEEI AKX IHARE

(3 ALEXHIHA Y E [ A 2O

@ MEX THASIE R UTHR] L2 7|ZH)

[2312) HEYI Hot (202H|)

21.

22,

CSat 22 7|68 a¥ste 2ot = R0
- AEAL AMAHE HED ZLEE R 24
- AMAE Z2F 3 FEN HE DAIE
- HE ZEH HE A DNE ol
- HIEEE 2 IEH e EXHE 24

@ EUKRHCEA| A

@ HUEIXA|AH

3 7HAFEZ(VPN)

@ S747|7 |8t = (PKI)

CtS & UDP flooding S22 LS HQtO 2 RX| 2 A2
CHE HE/IZRE XtAQ HERIZZE E0{Q= 1P
Broadcast 2! & 2= & HABICt

@ Ar23IX| 2= UDP MH|AZ ZX|Strt

® detH 52 0|85t0 IHZlS TEH LI
2|SA A|A”IQI AR chargen = echo MHIAE &

X|gtCt,

1 7hE HE| 7t

E=H 20161042022+

23. OIS S HUEIX|A|AHIO EROZ HY| OB H2?
QIEZHE|O| ZA MOt OfL|2} LY XIOf| 2|3t s T B
®H§¢%H
H&otE IP A0 AEglo] RS EXIE 4 ULt
mZHo| Qoo wat Entrt 518 £e HEE= izl &
g Ha 7|52 MSSHCt
@ A mctof| ekzto| @ B JHsAo| Z=xfsirt
24. CH22 DOS Eof| M ot HHO{E MeHA|Z] Zoto17}?
[172,217,31,174] 32HMDIE HOEH AE
172217311742 =& HHOIE=32 M._f=32ms
TTL=E3
172 217.31.1742 22 HHIE=32 MZF=31ms
TTL=53
172 217,231,174 S8 HHIE=32 AMZt=3ms
TTL=53
172217311742 28 HIDIE=32 AMZr=31ms
TTL=53
172 210,31 174H THEF B
IE:: B2 =4 BrE o 4 &4 = 0 (0% &),
e MK E)
A = Ims, ZHIMY = 32ms, B2 = Ims
@ ping

@ traceroute
® date

@ netstat

25, LIEoM 28

st=

- 2oz 2HESEN BE S8 UWERZIE O
ot A2 HEHIE A&dt= JIg2M. &
EHE 0% A UERIH Hiolh HEEH
HE22 2HEst @S L8% + R0

- ZE HEHZE HELI= EdTz 2ES 2
HAR 25 2= S8 METHH JN2EL B
ZHEE HEEFHH

(@ LAN(Local Area Network0
(2 WAN(Wide Area Network)
(3 MAN(Metropolitan Area Network)

@ VPN (Virtual Private Netowrk)
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26. CIE E HESY3 7|8t MH|A HE ZH0| of:l 2127 30. Ct2 & 714 AFEH(VPN) 8 7|s 2t 74E A2 |0t H 242?
O HmH @HEZZ 2 (Buffer Overflow) OHIY
@ AHI(Smurf) @ 2 ZHEE
® SYN Z2{d(Flooding) (ORI
@ E|0{=&(Teardrop) @ A5}
27. CtE2 o st HEejo| ZH| it ChH| SE= CHSYHH QI 31. CfS Mol Matsh wstHo| 1% HEf=?
| AAED W2 3 372 SHEL 22 UWEHIZ LHE UWEXHIY ZUtZEIME £
2 Bls2 HEE 22 s'y'nl::nnkies JEE NE = 2o 2 0 2EAM2 HFEH geEs 2
atd Window HE2 A2 A AEZIE HA AAFID, ZEEXNHH= HE MBILF A MH S5
T} g 20 LeE0Ict
3 ciRHHM= 2HH &2 4% tep interceptE
HHEEFHL @ Screened Host
@ Screened Subnet
@ Land Attack
® Dual Homed Host
@ Smurf Attack
@ Bastion Host
® Syn Flooding Attack
@ Ping of Death Attack 32, UK AE (Firewall) 2t & UEX|A|AR(DS)e] HOZ
BEXEs 727

CHst A™HO|C & AC LISt 7422 . )
26. VLANOI Tt S30IF. S AICHS LISet 227 Firewall2| ZF0|l= A32|d 2t2E (Screening

VLAN OIF § JF ) EETE HEEHH EEQE Router), HiAX S AE (Bastion Host), IZtA| A A|
ETES AEat? #EF ¢ LF ) LANOICE 221A] O|E$J0](Proxy Server Gateway), Dual-Homed 7|
= HEBME T ZENAM ZME HOHE 8 = O|E<|o] 50| UL}

EN ot &2 WEH 2F3H Z2= IHIEII
HE 24odY HE22= =2dl (L) ASE A
Eall0F T

FirewallS CtS 22 AL Al, LHF QIIXIS| Al AR =
AE0 chet M2 SH7t 715 tCt.

LEEX| IDSE LT S0l chivt Signature2| |X|
@ (7h) ZEPHAE, (L) =221, (Ch Port Mirroring ot P

@ (7l EREIAE] (L =2|HQl, (CH Port Mirroring IDSO|AM SHQIMH = SZ 0|2t ZHEteER| o
False Negative2t StCt,

7=|§
ST =

FII’

® (7 EREHAE (LE) =S2|HQl, (CH Port Filtering

@ (7h) HEIFHAE, (L) 22I™2l, (T}) Port filtering 33, C}S X|20| Mt Q1= 7

29. DoS(Denial of Service) 349| YEOZ ZAHYMA= AZ

|
e 2 o2 BiAL BE
YE AA IPEEE ICMP replyE SA|0| £4I8t= HAS 2 _:;:_Hl_Eul C&le_ S o4 Ql= =AM SE N
£ 272 20017k T

I:II-.-"\-I og xlﬂl'l:l I'J_'|— MEI.

@ Ping of Death
@ Trojan Horse

@ Smurf Attack

(3 TearDrop Attack @ Botnet

@ Land Attack ® Backdoor
@ Worm
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34. L2 2Y 3 x| 42 A2? 39. 22 EF AAHI0| Ciet 2] E£= 7|50] Ciet "elo|ct &
HECHAELS SILIO| 2AIKF7} 22 ME | EST A HO| CIE Lt FoieIvp?
o] BE AXIO|A HIO|H & T&5|= WAlO|CE @ Y SAE 7|8t
HECIHAE P FLAESAE LCO|H|IEZ0| 251 @ UHES3 7|ut
QI =AE WUSHH, O|2{2t 22 HE IP A= it A

E0j| 8 st0] | AFR3SILY. -

HE|FHAE H&0| X2 E[H

gjo
ot HIERIS Xt 'SHIE 2|40t E 4 UA| EICH

40. HUKIEIN A (Firewal)S SHsHe 2E IS HKHE
QUIHAES HIETA0IA T SAIRKS} EI 241 Al AR0|A FoI3t ot Fo| uf2t 0] S7t IR B
X} 2te| S4lo|ct St ate 2¥sts Jlye?

@ Packet Filtering
35, TCP ¥Z 2HS & 3-way handshaking®| Half Open EHZ A|

O X|oFM S 0|23t ZH2? (@ NAT(Network AddressTranslation)
® Land 34 ® Proxy
@ SYN Flooding 2% @ Logging

® Smurf 234

[32+5] oiZ2(A|0|d EHet (202H))

@ Trinoo 27
41. CtS 3 347|8Hat Joj st MHOZ 2 22 2ol
36. MUK AR (Firewall)2 X|Lt= THZI0] CHo ZE2LXIQ 5 Smurf Attack : IP Broadcast Address2 F&El
X IPFAYTEHSEENZTA YU ZTER O @ ICMP THZI0f| CHe SESHR| REE AARIS AXSIH0
(Mapping) ste 7|52 £0|2t st=71? groje 4= ULt
@ Gateway

Heap Spraying : O}O|C|2t A = ZH0| AF2X}e| &
20| QTE= MEE T2 AA0] 7| Z510] THA
@ Packet Filtering @H RTHEZRELR ol 71= 510 A
7|= gAlo|Ct.
(® NAT(Network Address Translation)
Backdoor : Z=Z! LHOj| A2

ID X IHAYE FHEE R-‘r‘ﬁ% 340|ct.

ru_9,+
&
3
r>
ro
[0
Hu
o
a
!

@ NAU(Network Address Unit)

Mot

| CH2 AlREO] MM AIKHE S K| L E23810] o
o 2l9E IREE & AS AIO|0 REELE B9 T2 E CSRF : ChE Ar&iel Mld SME SH7ALE =85t01
[e]

1712 M25HE B 7'HE 2etct.

42. HHO|X| YS! E KA A| GET WAIS AFRE A2 E 10|

o o= oOoT o

O E{7} URL /0]l &7t=|0] H&E|0Y, o] if2of 1 L4R0| 7|

LEE0 SHN 0| 2YE 4= ULt ofH ZH0| o|2{st AHS
SECr 0|28 4 Yk
O)ER? (D XPath &¢!
38 CHS XI20|M 25t QU= ALIE SH2? @ ARANO|E ASRE
ZATIE YTE WACEAS MsFoZ L1IE° @ IRANOIE @H 9IZ
I FE=2EM A2E HE2 4 HOE

@ 23HH SH M
HE=ZF AH HAEME SIATHH o CIE L1IE

3 HOYEZ HOHE £LIE = = 3Lk

43. tg 27| & 2 8EO|HE A2?

(D ARP Redirect 22| (D SQL Injection
@ ICMP Redirect 22 (@ XSS or GSS(Cross site Scription)
® Switch Jamming 33 ®) Cookie sniffing

@ ARP Spoofing 22 @ Whois
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Download on the
. App Store
|4 Google Play

MXEXE CBT(App Store) :[CIRZE]
HA2RE CBT(Google Play) :[CHRZE]

44. Ct2 = TFTP(Trivial File Transfer Protocol)of| CH$t AHO
EEYAR?
@ SIEC|ATVQl= TH|SO| HEYIESH ELE &
UEZE H|otel 2 EZ0|C}
(@ UDP 692 AtEstH EH Q15 EX}Jt giC

ct.
@ HOotM 24-5t0] Anonymous FTP A{H|AZE CHAISH
ool ArgstCt.
45, L2 & HH L EZ 2 (Buffer Overflow)ol| Ci$t CHR o 2

%xl oo 71 07

LS 1=
@ BA HAME o= H

@ BAE A= g4 ARt

3 2GHA H'E K| E HAIBICE
@ | HetoZ T2 IMS MHSHTt
46. Ct& & PGP(Pretty Good Privacy)?| 7|s1} 7t& AH2|7t H
A2?
@ HXME
@ Aot e
e g=
@ fet T =2
47. C|O|E{H|0|A S E 2|3l BHEO{X|= M3 X QIE0]| Ciot MY
o= I MHEDt A2?
O HOHE Yo7l EMMMES| 7|5
@ ClIO|E{H|O| A ErO LM ZIHMof| +HE EZHMM J| 5
® ool Xz| & EMMM F H7 HEEK|0f B X| 2
22
@ UM A ZH ZHHAC 2 BHS0{X|i= DBMSS| oAxH AxHoi| CH
st 7|18

48. DBO| 2ot JhEr 2|7t M A 2?
(D DB & AMH|A

@ {7t 113

® 7HAEIO|E

@ =3t

~7/13-

ET(Secure Electronic Transaction) Z2EZ0|| CH

%xl [e) X=3 7-|o7

LS

RSAE
Ct.

E'_
= —

ANELCZN EZEZ L5 3

A MstAl

S)

HZH X[27|0[ES0[2] H2HE

[}
S kds

MO 2 X 2|8
HEO| StEY|0{Qt AT EQOE @ 3HK| Y=L},

L

®

G YTLZEZO0| {2 SHTIC.

@ ALEXI0H|AH MAX|Z AZEQO{E RFLCY.

Cilo|Efsf| o[ Aof Chet
?

50. tt=2 Hot @A O 2 JhE HE|7t
-

™ 7

=
=
o
- AT

@ H|Oo[E{of CHSt =ESA| 7|

or

@ Hlo|E{ol Cist S EEHl 7S

® HIo|E{of CHt £

AL 7S

@ 517} 2X| et2 A0l et M2

51, C+3 & AlAITe 2of 20t &H AHTEE MO Z I
22 US ZR AH I AHE| == 5to] E210|HEQ H
HE fEst= 34 7|42 B¢
® FI|/MM 9=
@ File Download
® SQL Injection
@ Cross Site Scripting(XSS)
52, O3 & Y2 E¢t sqlinjection 32 WX| WHO 2 Jt&t B
Mot H2?

@ ¥Al ODBC OIS AEXIIL E £ 9lEE 2Y
@ H|O|E{H| 0| A O Z2|H|0| M E X
@ CIO|E{H|O| A BHE TR A|X] AL

HO|E 0|5, &Y ol
SE[Of LIEHLEX]

g, sql 7=
GArE MY

50| 2 HTMLO|| =

53. C+3 SSLoj| chigt &M

=2

dESEEA

o

SSL2 SSL Handshake Protocol, SSL change
Cipher Spec, SSL Alert Protocol 21} MA =%
ot MH|AZE H|Z35H= SSL Record Protocol £
LI=0{X RACE,

Holy

SpS|
2EO=

fIStHAIR 2E7|2d

%
B2 TCP A% Shttof M

SSLOJA = RN
ot n2|Eg

47w

s
L=

ALt

9l¢H RSA = Tl

EERS
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https://play.google.com/store/apps/details?id=com.tomatocx.cbtestpro.android
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54. Th2 XI20IM Aeeta gl Hot 7|2 29917k 59, CIXIZ #IEi0ky 712l 88 Rofet 227t ol 227
- S WAYEES MBS 2Ol Fo ® A ws
S =30 LaES M2 [IE HAYCE
MESHH HORM SRS NAMNUE T @olixes
Lk @ cfolef 24
- 22 I R TR a0l He e
Gl w2, BRAY, 220 AL, 7Y S~
HEYI SHAM MSEIC
- IS0 = 4ZEYOESE M TS
_ 60. TIXHRIZ AAgIe] 7|2 2710] ol HE?
atCt
@ 724 Aehgol 12l 2ol
AQIE EA
VnE = @ B Bl 1Y 87
@ One-Time Pad

@ MAEAMQ| 2= % Hol ghx|
One-Time Password
® @ HARI 20| 5 7|54
@ HotzteE

[42t=] HE 2ot Ut (202H)

55, TLS(Transport Layer Security)2| 7|12 =M 2 M .
A7t ot 242 Dotolsts 61. FZAXM 2o w2t FEoj et M2 Hojste 2 EH

- d
AT T A

(D Handshake Protocol

@ H[HHbiba) 2 &
@ Http protocol

@ #-z2totE2t(Bell-Lapadula) 22
® Alert Protocol

3 2222 (Clark -Wilson) 22
@ Record Protocol

@ H|MY 2 (Non-linear) 22!

56. T} 2 M| OIS A|AEIS| @ TARBI0| Ol 22
62, THAIZ| QS A|ASIO| TS MO R 7hat MEBHK| 22 HE?
OOlA
vRes @ RI3RHH 717} £AE 7Hs Ho| SHAF ERfBiC)
oA M
ESe @ AFHO| 7| 297t BRI,
2EA]
vEes @ BIH7| YBA AL Ble) ATHROR 457} wh2Ch,
@ 7ps

@ #SX o= 022 ZH|of 7|HHS £ AL
57. L2 & T2 Mol 2| M HI

JNE=Hy Mo = H
SHX| 45 2 ALR KHH|E HTBe St Boiolzl 63. AFSXF AT MK} BOIA| KtAS| HAIXIS HO| FX| 241 M
S gHe i O 2 M 0| 8XF2| Hato|HA|S BS5}7| 9ol &
@ sprintf() Xt SHHLE FAF SO SHRE/S M HHAl2?
@ strnecpy() ® 24 ME (blind signature)
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