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(Zholl M ~=HBHEH &

AAHIOM BHEOES
AMTHSH= 2H2?

— AL

Aot Zato|ct.

testuser@noodel Yhame$ 1s -al tests
drwsr—=r-%  Hestuger testuser 4286
12:26 testuser’

jan 13

drwsr-=r-2 testuser? testuser? 3096 Sep 14
20:26 testuser?!
drwsr-2--4 testuserd testuserd 4036 Jan 15

12:27 testuserdy’

testuser@noodel yhane$ id
uid=1001(testuser) gid=1001{testuser)
groups= 1000testuser), 10040testuserd)
testuser@nodel:hamed - b3

@ ls testuser2
@ cd testuser2
®) cd testuser3

@ |s testuser3

ClS = D2 M| AS} RH2iEl Mo

[y i)

o2 It 2|7t H A2?

Z2MA= Z2M A HO{EE(PCB)R 2 LIEHHH 2F
@ MMt Z2 M| 20f CHet Z28 EE MEH 52 ME
A5 o|O|tet.

-
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= 9| YEf HIHE HX|A| ECt.
® TN AZFAAZ XHRIS RFOIT 0| S STUOL AL

St sSHY JHAIE elofstct,

AZ|EE T2 MARCHE THR{0|H, Xf"lol %E
O AISHR| @1, T2 MM A E- S| B2
ct.

OhE & =M 2 AAHE-E SBCPU ds2247t Ot 2

@ CPU 0|8 &(Utilization)
@ A|AEIM2|Z(Throughput)
3 7| A|ZH(Waiting time)

O &= (Expansiblility)

4. HH'Ioilﬁ E C|AZ7hof2] JHol B E 2 F &[0 AS ), Of
£ QPSHA| 22[5t7| 218t 722 M RAIDE AHEBHTt. THE 0l
A FRAID ZEEN 22 A2?

Hot= 2
{ 2 ) Mirroring 7125 0|8
H HE= HOoHeE OE O
ot E E

(o JHOEBE

HEE,

Ml M2 OA23H 24 HET
EE FHH. M2IEl 22 ETF 0ol CA3H 24

EotH otk O3
3N SETEH HE

@ (1) RAID-0, (L) RAID-1
@ () RAID-1, (L) RAID-5
@ (7) RAID-1, (L) RAID-4

@ (1) RAID-1, (L) RAID-3

5 Z|ZE HFHZFE ping ol et SE

ne

"Destination Unreachable"2

7] 8l 2l = Wateol| M 2ot Bt B

() DROP
@ DENY
© REJECT

@ RETURN

®2

@ IOTENANEHH

2= E OO0 E

N
)

22 E
=
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StLE=?

5h=71?
@ Text
@ Data
(® Heap

O Stack
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9. EZ0|FOIZTE2THOE AMEXIL F|HE LS JI=2XH = 14, AZR0|M A LB MAAMQl MY HEE B U= 2X[A
MO E MEE7| MZ0 o] T2 0| SESt= %.wE101IA1 E2|9| Il 2 %SystemRoot%)\config |2 E 20| X ZH=!
UHE|= 2 E 20| 7|BE|0] Q™ E S0| ZEYSHA &= C}. O| 20| MEE= = BXIAEZ| Dt CHot MHOZ 8
sHE7[H2 FAHU7R X2 A2?

DO EEANM (D SECURITY - A|ARIO| Hotup ot 2t e

@ 37| @SAM-ZZAZt IEFE

3 DoS © SOFTWARE - A|AH 2RI 2ot Mg MF M
(2 Bl @ NTUSE DAT - At8AHE M8 H=

10. 2|52 AAEIS HEo LHEE E2M rule 7|HHe| THZ! EE] 15, UNIX A|ABIO|A CF2 2l chmod HHO] A8 =9 I testl
&l 7|5, connection tracking 7|5 S CtYst 7|52 st O| 5{7HH| E(8%IH #) =2
=427 % Iz - | testl
@ TCP - Wrapper -rw-r-r=1 root user 2320 Feb 9 13:20 test!

% chmod o-r test]
@ netcat % chrmod g-r testl
© iptables
, 644
@ xinetd ®
2244
11. C}Z 5 Window OSO[A 'ADMINS'2t= 3RS SRE © 600
M7Hst= BHOE 82 A2?
@ 640
@ net share ADMINS /remove
@ net share ADMINS /delete 16. ZR%t A|AHI| F2ot=s SHXETE X2 S0UESE

MABE ST A|AEIS?
3 net user share ADMINS /remove

Spoofi
@ net user share ADMINS /delete ® Spoofing
@ Honeypot
CHE & FUE Mt 71E A2 7t H 2ot == oy
12. |' 3T| |' |' -I | I' HoreS ®Sn|ff|ng
@ SATAN @ Switching
2 COPS
(3 Nmap 17. TS L2 o 47| Hof| ztot HHQITH?
— Hil MAEHE 2U9iE Z testtls HEY =
O Tripwire CEE2HAM CHH=E &EE Exploit 2EZ &
[=]

O E HIOIHCID S 3g - SUSICH O
E><|:|I|:||tE stackl EHET/ME HaH OIOE A

@ chgrp ZJ SSFHH RETE EH #% ShellCode
g;'arf IEHLCE

13, THAAAHE HZHo FHO=?

@ mount
© fsck © Buffer Overflow
@ df @ Format String

® Race condition

@ Brute force
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18. Brute Force Attack %! Dictionary Attack Szt 7}&F 7{2| 7} 22. C+3 & UDP flooding SZ2| LHS Woto = ZX| k2 A2

HA2?
CHE HEY IR RE XM HEYIZ S0jRE P

(@ John the Ripper Broadcast {Zl S B E M StC},

@ Lophtcrack @ AH23}X| b= UDP AH|AZ FX|SHC},

® Pwdump @ Yot 520|830 I3l S HE YT}

O WinNuke @El'f;ﬁ A ABIQI AL chargen = echo MH[AE &
X|etct

19. MHEZ|XE 2let 2Ot X|E & X g2 A2?

2 = XIo|E Hlo| EX| L HS
@ B2Ixt 2B ARt AT S H Akl 5. OS s QRERN=ge SEes wol e A

HZHE 9| ZAHMO OfL|2} LHE St 8l 21 =t
© ZZ|XtE 2 Yot 20 = HIEA| HAQ ES HADICY,

Y MHOIM WHE|= Z2EMAE BE|X} Moo= A
E|X| QL2 B}

MAHEHE CBT(App Store) :[CIHREE

P
HXL2 R CBT(Google Play) :[CHe2E .
24. C}22 DOS Eoi|M o HHO|S HAIZI Z2tel7}?

20. THS 5 25 A AN B2l T Jetc/shadowS SoHA & 4 [172.217.31,174] 32HHDIE CIOIE AE

e A2 Bl 172, 217.31.1742] S5 HIDIE=32 AZr=32ms

@ AFER} A 0|2 TTL=53
172 217.31.1742] 28 HIDIE=32 AMZr=31ms

@ YB3} EL SA| YT2|S0| HBE AEX IASIE TTL=53

© Mt T As|E A 210 172,217.31,1742] S HIIE=32 AlZ=32ms
TTL=53

@ AMEXHTHAR|E DR ALK &2 7| ZHEY) 172 217.31.1742] =8 HHIE=32 AMZt=31ms
TTL=53

17221731, 174 THEE EH:
W2 2 =4 5 = 4 &a =0 0% =&

21. LIS 22 7|58 +8¥5ts Bt 7 E RAUR

- ML AAE BES QUHY 2 24 o= MZHRE AN
AAE EF L HATH B ZATIZ 24 = 3ms, ZMH = 3ems, B2 = 3Ims
- YUEHE DAW e B IE 2

- HIEAR #2 HEH HE SHE 24

i - @ ping
@) AIQIKFEEA| AEY @ traceroute
© HYSKAAY Dkt
@ netstat
@ FHSAHET(VPN)

@ S77|7|8t = (PKI)
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25. LI BESH= HERIS=? 29. DoS(Denial of Service) 342 YEZ0 = S A MXH= AL
- UHIECoZ OHEEEHE W2 22 EY3IE [0 E AA IPEEE ICMP replyE SAI0 4I6tH= A2 2
SFIH ME UEYIS 2451 JIg2M, H = sHS FAWN
HEZ2= ':'._PE"F_F 2= —T“"”“ = SICH
- Zg YEY3IZ ML EHLS 255 2 ) GV
2HE HEFHH
@ Land Attack
(D LAN(Local Area Network0
30. Tt & 7t AFEZH(VPN) 78 7= 2t 7HE A2 [0 H A2
@ WAN(Wide Area Network)
OHIY
(3 MAN(Metropolitan Area Network)
(2 B AR ==
® VPN(Virtual Private Netowrk)
® Q&
26. L2 & HES3 7|8t MH|A HE ZZ0| ofl Z427? @ =3t
Q@ HH 2LHZEZ 2 (Buffer Overflow) saren b .
31. CHS Mol Mot ot o| Az e =2
@ 2B (Smurf) 202 HEYIZ e UEY3 ASAME 5
® SYN Z2{2(Flooding) = ge 2y 0] ZEANY SHFH SHEEE 4
- AL, ZEAHH=E HE MBL 2MH S
@ E|0{=&H{Teardrop) A7EH 0] LEEO|C

27. CIE2 of et HElo| S AOf| Chel Chd| EE= Sy elot?

@ Screened Host
]. |J\.E‘|I_| HHE] _ﬁ_ :_|:,|| _,_El.
2 BlsA AT F2 syncunkles J=s 0= @ Screened Subnet
gtd Window HEZ 2 HAZELIE HE (3 Dual Homed Host
EHC}
3 SIREHMES 20 &2HY tcp interceptS & T 155
= EEL
32. HUKICHA| AR (Firewall) 2t HAEXIAARI(DS)2 HHOZ
EXpot 422
(@ Land Attack v =
T — Firewalle| ZF0ll= A32|'d 2*H (Screening
® Router), HHA X S A E (Bastion Host), T2FA| A |
© Syn Flooding Attack O|EfI0|(Proxy Server Gateway), Dual-Homed #|
(o] = ol
@ Ping of Death Attack OIE8#I0] SOl 2L,
Firewall2 CHEQ 2 AL A|, LR QITIXIS| A Al T
28. VLANO]| gt MHO|CE &AM Z LIt 2427 AEO ci3t H2ER7L 7| s6ICt
WLAN EIIE_P ':_:’W ) EHAS Mo ggﬂff,_r QREE| IDS= LHZT A CHet Signature| |X|
EfOE HMUEE 2EF O LE ) LANDICE 2237 ®%%3HHD‘_} EFX|7} 7| S 3iC}
= HEHY & ZEMHAM ZHE HOHE & =
S0 DS 271 WE2H A9KH S22 HO IBSCA =S BIS S0 B Bi=tarAl i Ste T
1S S451HD 582 22| (O ) JIss A el egaivesal din
S 0F T},

@ (7t) "EPHAE, (L) =2[HQl, (T}) Port Mirroring
@ (7t) BRI AR (LE =2|XQl, (CH Port Mirroring
@ (7l EREHNAE (L E2IHQl, (CH Port Filtering

@ (71) BEIFNAE, (L) 221X, (T) Port filtering
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33. OIS X|20| A 38. LS XI20|lM 2B5t A= ALIH SH2?

O AN o
Calcls S2EEE M0 PHHM LT SN LT WACZAE MEFESE HES
o g ZEES2 HTTRPE JIH2E sEAL 22 3H =EHEEN A2E HEY 4 HOEE =
SHIS0l CRCIF & = Sl 2o =M HEES AH HEHE S3ATHH ot OHE U E
2o 2 Fakatd SICH 23 MOHED HOHE ALIE 2 £ S0
@ Trojan Horse (@ ARP Redirect 34
@ Botnet @ ICMP Redirect 324
®3 Backdoor © Switch Jamming 22
@ Worm @ ARP Spoofing 34
34 LIS MY 3 28X 42 A2? 39. Ct32 53 AAH0]| i3t 27 = 7|s0ll cigt Feololct £
M = SlL= To{o|7}?
®EE59H¢E SHLFO| A AR ZHS M H|E 9|3 A MO| CHE StLH= 291017t
9| B E XA HIO|E & M& S| = WAlo|Tt O HA SAE J|tt
HECIHAE P FA=SAE LEO H|EZIO0| 2R 1 @ UHEHZ 7|8t
@ 2 =AE U, 0|21t S A= IP FA= Yt sA © HAHSAE
Eof d&sto] ga| ArgotCt
@ H|Z&E QI HLIEHX|
6 HE|FHAE TE0| X|2E|H H|Oo|E{e S= ML 2 ¢

o HIER| 3 XH2l GHIE X248t & 4= QA ElT

e 40. HAKITHAI A (Firewall)2 Satote ZE TH2lS EQKtet
@ FLIHAEE HIEQ I A0 A Th SAIXIRE T 44 Al ARl A Folsh 2ot Aol w2t IfZle| St R E ZH
Xt ztel Sdlojct Ste Age fAs= 71He?
. © Packet Filtering
35, TCP HZ& 2HS & 3-way handshaking?| Half Open &Z A|

Tol FHES 0|8 3H2? @ NAT(Network AddressTranslation)

® Land 3% @ Proxy

@ SYN Flooding 2% @ Logging

® Smurf 23

[31t=] oiZ2|Ao|M et (202 )

@ Trinoo 34

41. CH2 & 347|Eat Jof chet

4

%
08
|0
Hu
%o
ro
N
rlo
40

2
ro

d
ey

36. MUXCHA|AEI(Firewall)2 X|L= THZI0f| CHel ELX|et = Smurf Attack : IP Broadcast AddressZ M4 =l
HXQIPFAYUZEHS E EYFA QU TES OfY © ICMP T{Zl0]| ol SESHK| Y5 A|AHIS M-S0
(Mapping) ste 7[s2 202t st=71?

2ro{g 4 QUC
@ Gateway Heap Spraying : OtO|C|2t THAQ|E 20| ALE XIS &
@ Packet Filtering @ 20| RPEl= FREE T2 200 7|S5t0f THA

7|= gAlo|Ct.
© NAT(Network Address Translation)

Backdoor : ZZ| Liof| A2[g oot H-Aolo 2 2| &l
@ NAU(Network Address Unit) @ ID 3! IjAS|E MEZ Q3= 2Ho|C}
37, Cleolatosl m2E R = AS Ao|o| 1S5S alos m2E CSRF : CHE ALZEe| MM AME SK|HLE = 83510] A
=2 sgi017h MlAsH= s 7|HE 2stct.
@ OSPP
@RIP
© BGP
@ IGRP
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42. YHO|X| YHetH F =Y Al GET LAS A8

- o
E17} URL Fofl H7t=|0f ESEH, ol WiEof 3
T EE0] 3H0 o|8EY
ogd 4+ A=s71?

(@ XPath ¢!

2@ IAZRAANOIE ATRIE

=E
© IZAAN0IE QF 9=

@ 2FHH B! e

H |

43, CI2 27| 1 M&o|Ct

=

Tl

Aner

@ SQL Injection

(2 XSS or GSS(Cross site Scription)
® Cookie sniffing

® Whois

44. Ot

=3
=
=
5

2t 4= QACE OTH 30| 0]2{ 3t oFH

& TFTP(Trivial File Transfer Protocol)oi| CH$t
=

g Fd< Zdol
A

LHEol &A

— [=1

'II:IO:lg

[y

TFTP MH|AS I3t B 0| A1 THU S AHESHA| 8=

45, S

asxl 9?5

FIO E

@ BAH HAE
@ BAE HASt= et+E AHE ST

® 2GHH AHE HKIE

=

|
.
rot
n

O z|oj| 2lote

46. C+Z & PGP(Pretty Good Privacy)2| 7|&

LS

ot 7k Aot
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47. HO|E{H[O|A FFE 2|3l TS 0{X|= M2 EAE0| Chet

- =

o= JhE MAET AR2?
O XOHE Yo7l ERMMMEL 7|5
@ Cl|O|E{H|O| A ol LA ZIHMof| £+HE EMM J|=
o|0| Mz2|E EMTM T F K EEK|of Bt =|X| g
HH
T i
o UM Azt 7HAC = PHEO0{X[= DBMSS| oAx| Ax{oi|
st7|2
48. DBQ| HotR&ut JHE AHE|7tH A2?
© DB & MH|A
@ &7t 73
3 74 HIO|E
@ Az at
49. Ct2 & SET(Secure Electronic Transaction) TZEZ(
stMHOZ K| U2 H2?
@ RSAE AN 2TOCZM TZ2EZO| £ E I A XStA|Z]
Ct.
o A Fut X|Z2H|0|El0]e] H2HE HMAIE SR K2[s}7|
et HEO| SHEQQL AT EQHE QFSHK| =L},
Q@ ATTZEZ0| LT STSiC},
@ A2XI0 A MAXK| Y AZEQHE Q7 $HCL
50. CtS & HIO|E{H|O| A0 CHEE EOF @ AALSO 2 JHE H2| 7}
HA2?
@ Cllo|E{o]| Chet FESA 7|5
@ HIo|E0fl st SEEA T|s
© i|O|E{ 0] it 2oIRX| 7|5
@ 5|7t x| b2 AFEXt0]| CHEt W2 EH|7| s
51. Ot S AA T Z0of| A2t SH M I EE MABTOE I
S22 US FS YHICT MHME| L E 510 SEI0|HEQ H
HE RESHE= 34 7[H2 2A07R?
FI/MM

@ File Download
3 SQL Injection

O Cross Site Scripting(XSS)

rlo

| Ch

M
o
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52. Ct2 3 Y8 Sttsqlinjection 32 WX HHOZ JIE BX 56, CI3 & MH| Q15 A|ARIS| @7 AREO| OFLl 427
suae OEDE
O A ODBCH[ZHE ArEXIL 2 = SIEE ZY @ da i
@ H|o|E{H|0| A OHEZ|AH[O| M S %A Mot =2 IF @ =zt
st =2
© G|O|E{H|0| A 2R T2 AIX] AL 0 7uix
HO|E 0|Z, Z& 0|5, sql +x 50| 2[F HTMLA| E
S| Of LIEHLER| =S MF 57. Ot £ T2 o AP HIH @HEER 320 F <
SHX| A= E AE KN E M 6= ges R0
53. C}3 SSLOj| st M F S2l H2? .
& SsLolH =07 @ sprintf()
SSL& SSL Handshake Protocol, SSL change
@ strncpy()

Cipher Spec, SSL Alert Protocol 221} AZIXol &
ot MH|AZ H|ZdHs SSL Record Protocol #2202 ® fgets()
LH=0{ X QUL

@ strncat()

@ SSLE 4zolE5u REME et HAX| ZE7|ZMES

2ot =3t WH S M St 58 H SEILEIMUM ASKEEE S Y= EXHEE X 2[5t7|

Mol <, > &,":°| ZXHE 2R He s S2 AHBSH <, >

AlH HHO = CHO| A 4 L)

o :iiiSEL Record Protocol &2 TCP A|E SHtof| A & " SO X2 S ol 20| chlsi7] 23t
o
SRS, ol7h

SSLoilM = ﬂf ME1t 7| W2l ?I8 RSA = Clmf™
ot °"_T|_E| |Q_'61

- SYE H_Hi%JEjE FEGHE E‘:‘._Fé*_ﬁl #|oF Y @ 2% =7
£ I50HH Z3E2 M2 OE IIARES
HAGEH HoZMW PEEE FJAHHE HE
S0} 59. CIX|E YJE{OH 7|2 S8 2ot 2|7t H 2 e?
- Zgho ‘ﬂ%, HAFEEHE, =2 HE, JE O XMEHEHS
HE&Z SHM ASETHCE
d=H= S ST I @ o|n|x| oI5
- GIEYHE = AZEHELSE AW JIE
TtCt 3 H|o|E 24
O =X x|
O AOIEEZR
@ One-Time Pad 60. TXX|E AlAEIQ| 7|& Q0| Ofl 27
© One-Time Password @ el Atchetol Algl gtol
@ 2otvte @ ™ME 8 H|Y RX|

@ HXZ M 1= & £l x|
55, TLS(Transport Layer Security)2| 7|2 =04 2 M

AT}oj Z4e zojelyp O HXX|Z9 £X 7|5H

S o

(D Handshake Protocol

[4nt5] HE =Hot Ut (202 H)

@ Http protocol

@ Alert Protocol

@ Record Protocol
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&
£
=2

wHEkA FHEof et 22 wojsts M2 SH

#l_atmtE2k(Bell-Lapadula) 22
2h-2&(Clark -Wilson) 2 &

2 (Non-linear) 2!

62. UiE7| 2z AAH0 CHot BHO

AME
TEE

@ HI3Xtoi|A| 7|7t
@ Ao 7|

7t580|

SR7H 2R3

@ 37| = AL HIs THH o= £ETF =L,

O +sHX o= 022 ZH|of 7|HS £ AL,

63. AF2XtAZF ML BOAH| XHA| HIAIXIE 20 F=X| 11 ME

2 dh= HHHO 2 A O|&X}2| Z2I0|HA|E BES6t7| 9fs ™

At Sth|LE M RO 2EEE MY wAl2?

24 ME (blind signature)

@ 18 ME (group signature)

@ =AM X™ MY (nominative signature)

@ 2ol 8x| M (undeniable signature)

64. CHS2 IDEAO] CH3t Mol HRE A2 o= AR

®IDEA‘— DESE CHAIBE7| IBHA AL A00A THESE 2
o|ct.

IDEA= 128H|E 7|5 AE510] 128H|E 2E2 2=t
StCt,

(3 IDEAE StLIS| E22 4712 ME EE9Z LHzL}
4709 MEL EE2 2 2IRC0| YR E07IH 5
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